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My Background

FBI Agent since 2002

eTransferred to Philadelphia from
Buffalo, NY field office

«Cyber Agent and Forensic Examiner
ePrior Life: IT Director
eAdjunct Professor: West Chester Univ.

*BA and MA: Villanova University
*MBA: West Chester University







FBI Priorities

International/Domestic Terrorism
Foreign Counterintelligence
Cyber Crime

Public Corruption

Civil Rights

Transnational Criminal Enterprise
White Collar Crime

Violent Crime
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WORLD INTERNET USAGE AND POPULATION STATISTICS

Population  Internet Users = InternetUsers ~ Penetration ~ Growth  Users %

WorldRegions 00 Fst)  Dec.31,2000 LatestData (% Population) 20002009 of Table
Afica 010022 | 454400 86217900 07%) 10008% 4%
Asia AR0B0T0503 | 14304000 764435900 1% G08%| 424%
Europe 3050058 | 10500603 4251701 0% W51% 2B6%
Middle East o605 | 32B4p0| 58300546 8% 16751%  32%
North Ametica OB | 108.0%6.800 259,561,000 2% W01%| 4%
Lafin AmericalCaribbean | 586662468 | 18.068919| 186,322,050 19% 5% 104%
Osania | husralia WI0201 | 760480 20010490 8% 0% 12%
WORLD TOTAL GT6T005.208 | 360985492 1,802,330.457 6% 293% 1000%

NOTES: (1) Interet Usage and World Population Statistics are for December 31, 2009. (2) CLICK on each world region name for
detailed regional usage information. (3) Demographic (Population) numbers are based on data from the US Census Bureau - (4)
Internet usage information comes from data published by Niglsen Online, by the International Telecommunications Unian, by
GfK, local Requlators and other reliable sources. (3) For definitions, disclaimer, and navigation help, please refer to the Site

surfing Guide. (6) Infarmation in this site may be cited, gving the due credit to www intemetwarldstats com. Copyright © 2001 -
2010, Minnwatts Marketing Group. All nghts reserved worldwide.
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The Cyber Division established the following
priorities for Computer Crime Investigations:

m 1. Cyber/Computer Intrusion
e A) Counterterrorism
e B) Counterintelligence
e C) Criminal

2. Online Sexual Exploitation of Children
3. Theft of Intellectual Property

4. Internet Fraud

5. ldentity Theft

These Cyber priorities are universal for the
entire FBI
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Presenter
Presentation Notes
10 years ago – how did terrorsist orgs recruit – mainly word of mouth.  Nowadays, they all have websites and use email – makes it both harder and easier to keep tabs on them.


Terrorist Groups

m Terrorist groups are
using information
technology

m Terrorists possess
the will and can
easily obtain the
means to attack IT
targets

m Potential for major
cyber attacks is very

high




InformationiWariare

", .. attaining one hundred victories in one hundred
battles is not the pinnacle of excellence.
Subjugating the enemy's army without fighting is
the true pinnacle of excellence."

-Sun Tzu, The Art of War c. 350 B.C.

F 1|

People’s Liberation Daily

“An adversary wishing to destroy the United
States only has to mess up the computer systems
of its banks by hi-tech means. This would disrupt

and destroy the US economy.”
February, 1996



Nation States: China

“Chinese Cyber Invaders May be After Defense Logistics”
The SANS Institute [NewsBites@sans.org](SANS, 2006)

“Our country needs to go “
all-out to develop !

high-quality internet
warriors. That should
Include development in
exclusive universities
as well as attracting
private computer users
to take part in internet
combat". (Liberation
Army Daily, 2001)
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To

Main Entry: google
Part of Speech: verb

Definition: to search for information on the Internet, esp. using
the Google search engine

Example: We googled to find the definition of the new word.

| googled to find other websites with that same
vulnerability.

Etymology: trademark Google
Usage: googling n

Source: Webster's New Millennium™ Dictionary of English, Preview Edition (v 0.9.6)
Copyright © 2003-2005 Lexico Publishing Group, LLC



http://dictionary.reference.com/wnmde/

Wireless Crime

m Hacking

m ldentity Theft

m Bandwidth Theft

m Drive-by Spamming

m Denial of Service
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http://www.wigle.net/

Securing wireless

m Change the default password

m Change the SSID

m MAC address filtering

m DON’'T increase antenna size or TX rate

m DO use encryption
x WEP
x WPA

m If all else falls, tin foil wallpaper will do
fine



Hard-Wired
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Taum Sauk Reservoir prior to 12/14/2005




Taum Sauk Reservoir prior to 12/14/2005




12/14/05 — 1.3M gallons released due to dam wall
breach




In the news
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After Google-Chma dust-up, cyherwar emerges as a threat

Jaikumar Wijayan, Computerworld

Wednesday, April 7, 2010

C}J’bﬁl‘ Attacks J 60]33_1'0‘ MORE 106G HEADLINES (“4'07) 06:39 PDT -- Few events have Cr}"Sta]]jZEd

Where America Stands: Increasing * Google Adds Buzz to Mobile Gmail, U.S. fears over a cyber catastrophe, or brought on calls

No International Rule of Law - for a strategic response, more than the recent attacks
s A B3 " Viet buffs hacki lai .

By Terry McCarthy S PRI, e against Google and more than 30 other tech firms.

from Google

* Apple's Rumored Ad Metwork: 5
Questions - PCWorld The company's disclosure in January that it was
® Google Android Hits Massive Growth attacked bv C}']jl'la_based hackers it and l'ts
Spurt i

* Vodafone, Opera Push Mobile
Internet in Emerging Markets - have stoked long-standing fears over the ability of

PCWorld ; -
cvber adversaries to penetrate commercial and

subsequent decision to scale back operations there --
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Cyberspace Policy
Review

May 29, 2009

THE WHITE HOUSE
WASHINGTON

m Cyberspace underpins almost every
facet of society

m Leading from the top
m Building a Capacity for a Digital Nation
m Sharing Responsibility for Cybersecurity

m Creating Effective Info Sharing &
Incident Response

m Encouraging Innovation



m Howard Schmidt®s 2010 Cybersecurity
protection predictions

Vulnerability of mobile devices

Cloud computing

Increased software testing required

2-factor Authentication

Unsecured network connected devices

Increased Phishing/SPANM

Fake Anti-Virus

Social Networking

New Operating Systems



Questions?
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