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My Background

•FBI Agent since 2002

•Transferred to Philadelphia from     
Buffalo, NY field office

•Cyber Agent and Forensic Examiner

•Prior Life:  IT Director

•Adjunct Professor: West Chester Univ.

•BA and MA: Villanova University
•MBA:  West Chester University



Agenda

Overview of the FBI

Cyber Crime

Current Threat Climate



FBI Priorities

1. International/Domestic Terrorism
2. Foreign Counterintelligence
3. Cyber Crime
4. Public Corruption
5. Civil Rights
6. Transnational Criminal Enterprise
7. White Collar Crime
8. Violent Crime



Philadelphia is one of 56 Field 
Offices in the United States
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The Cyber Division established the following 
priorities for Computer Crime Investigations:



 

1. Cyber/Computer Intrusion
• A) Counterterrorism
• B) Counterintelligence 
• C) Criminal



 

2. Online Sexual Exploitation of Children


 

3. Theft of Intellectual Property


 

4. Internet Fraud


 

5. Identity Theft

These Cyber priorities are universal for the  
entire FBI



Presenter
Presentation Notes
10 years ago – how did terrorsist orgs recruit – mainly word of mouth.  Nowadays, they all have websites and use email – makes it both harder and easier to keep tabs on them.



Terrorist Groups



 

Terrorist groups are 
using information 
technology



 

Terrorists possess 
the will and can 
easily obtain the 
means to attack IT 
targets



 

Potential for major 
cyber attacks is very 
high



“An adversary wishing to destroy the United 
States only has to mess up the computer systems 
of its banks by hi-tech means. This would disrupt 
and destroy the US economy.” 
February, 1996

“An adversary wishing to destroy the United 
States only has to mess up the computer systems 
of its banks by hi-tech means. This would disrupt 
and destroy the US economy.”
February, 1996

People’s Liberation DailyPeople’s Liberation Daily

". . . attaining one hundred victories in one hundred 
battles is not the pinnacle of excellence.  
Subjugating the enemy's army without fighting is 
the true pinnacle of excellence."                               
-Sun Tzu, The Art of War  c. 350 B.C. 
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Nation States: China

“Our country needs to go 
all-out to develop 
high-quality internet 
warriors. That should 
include development in 
exclusive universities 
as well as attracting 
private computer users 
to take part in internet 
combat". (Liberation 
Army Daily, 2001)

“Chinese Cyber Invaders May be After Defense Logistics”
The SANS Institute [NewsBites@sans.org](SANS, 2006)
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Lipson & Fisher; Carnegie Mellon University ©2001
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To                   ………

Main Entry: google
Part of Speech: verb
Definition: to search for information on the Internet, esp. using 
the Google search engine
Example: We googled to find the definition of the new word.

I googled to find other websites with that same 
vulnerability.

Etymology: trademark Google
Usage: googling n

Source: Webster's New Millennium™ Dictionary of English, Preview Edition (v 0.9.6) 
Copyright © 2003-2005 Lexico Publishing Group, LLC

http://dictionary.reference.com/wnmde/


Wireless Crime


 

Hacking



 

Identity Theft



 

Bandwidth Theft



 

Drive-by Spamming



 

Denial of Service



http://www.wigle.net/


Securing wireless



 

Change the default password


 

Change the SSID


 

MAC address filtering


 

DON’T increase antenna size or TX rate


 

DO use encryption


 

WEP


 

WPA



 

If all else fails, tin foil wallpaper will do 
fine







Taum Sauk Reservoir prior to 12/14/2005



Taum Sauk Reservoir prior to 12/14/2005



12/14/05 – 1.3M gallons released due to dam wall 
breach



In the news



Cyberspace Policy 
Review



 
Cyberspace underpins almost every 
facet of society


 

Leading from the top


 

Building a Capacity for a Digital Nation


 

Sharing Responsibility for Cybersecurity


 

Creating Effective Info Sharing & 
Incident Response



 

Encouraging Innovation

May 29, 2009



12.21.09



 

Howard Schmidt’s 2010 Cybersecurity
 protection predictions



 

Vulnerability of mobile devices



 

Cloud computing



 

Increased software testing required



 

2-factor Authentication



 

Unsecured network connected devices



 

Increased Phishing/SPAM



 

Fake Anti-Virus



 

Social Networking



 

New Operating Systems



SSA Brian Herrick

brian.herrick@ic.fbi.gov

Questions?
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