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Overview

This document, “ Submitting ODS Data to EPA via CDX: Initial Setup and
Submission,” is the third part of a comprehensive 3-Part Guidance developed to
assist you in successfully submitting your ODS data electronically. In its entirety,
the 3-Part Guidance document provides step-by-step instructions to:

1. Register as a CDX user,
2. Prepare data for submission, and
3. Submit ODS data to EPA.

Part 1 of the guidance walks you through the steps of registering as a CDX user
and setting up your system for ODSTS e-Reporting. This is a one-time
registration process that you will need to complete the first time you submit your
data electronically. Part 2 of the guidance document assists you in preparing
your data for submission. This is Part 3 of the guidance document, which
assists you through the process of zipping, encrypting, and sending your
files to EPA using CDX. Note that “Guidance Part 3 Supplemental” can be
used after your initial data submission. It contains the steps you will take
to make routine submissions to EPA via CDX.

Part 3 of the guidance document will help you zip data files and transmit the files
to EPA electronically via the CDX system. During this process, you will be asked
to install Java 2 Runtime Environment and the ODS Public Key to your computer.
For this reason, your first attempt to transfer reporting data via CDX may be
interrupted and fail. Log on to CDX and try again. Once the Java program and
ODS Public Key are loaded to your computer, the transfer should run smoothly.
If you have problems, contact the CDX Helpdesk at (888) 890 - 1995 for
additional assistance.

The remainder of this document discusses each of these major steps in further
detail.
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Step 1: Open the WinZip software

This is only one option for zipping files. There are several ways to zip files, and

any are appropriate.
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Step 3: Name your Zip file and choose a location to save it. Click “OK”.
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Step 4: Select items to be added to your Zip file. Remember to include the
.CSV files, electronic Excel forms, and required attachments for each Class
I and Class Il Report (see Part 2 of the Guidance). Include all the files to be
submitted for the reporting period in one Zip file.
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Step 5: You will see the files that you zipped listed.
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Make note of where the zipped file is saved on your computer. You will need to
find it on your browser as you send the Zip file via CDX. Also, be sure to
document the name of the Zip file and what reports are in that file. Be sure
you have the correct files contained within this zip file. From the CDX interface,
you will not be able to make changes to the contents of this zip file. Please
ensure now that the proper files are included in the Zip file.
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Files via CDX
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Step 6: Login into CDX at: http://cdx.epa.gov/

n¥ironmental Protection Agency - Microsoft Internet Explorer.
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Step 8: In this step, you will apply your digital signature to your submission.
Steps 8 through 8c include information to help you complete this process.

e You will be prompted to select your digital signature. If you have more
than one signature, you will should choose the appropriate signature.
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Step 8b: Click “Yes”
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Step 9: On this page, you will transfer your ODS report files to EPA. Steps 9
through 9c include information to help you complete this page.

e Enter your Company ID from Part 2 of the Guidance. You can call Mike
James at 202 343-9192 if you have forgotten your Company ID.
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Step 9a: This warning pop-up screen may appear. Click “Yes” to continue.
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You can select multiple report types by holding down the control key and clicking
the left mouse button.
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Step 9c: At the bottom of the page, attach by clicking the browse button
twice and then finding your Zip file. You must click on the box certifying thaf the
information included in the report is accurate to the best of your knowledge.
Then, click continue to proceed to the next page.
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Java Step 1: During your time on the ODS File Transfer page, you will likely see
the Java 2 Runtime Environment program appear on your screen. This program

allows end-users to run Java applications.

follow the instructions as shown here. Click “Next”.
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Java Step 2: Choose “Typical” for recommended features to be installed.
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Guidelines Part 3: Submitting ODS Data to EPA via CDX: Initial Setup and Submission

Step 10: This is the review and confirmation page for the ODS File Transfer. It
summarizes what you have submitted. At the bottom of this page, you will install
the ODS Public Key on your computer and encrypt your data .

2} ODS File Transfer, - Preview - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

Qex - © - [x] B @ Oseor Froone: @ (- L @3

e | ] hips:ficd. epa.govfods/ODSUplead.do VB ks
Google - v‘ |C| search ~ & §@ Eio4sblocked ¥ Check - o ] [ options &

U.S. Environmental Protection Agency °

ODS File Transfer

Recent Addtions | Cortact Ls Logged in as, STACYTESTT4

Please review and confirm the submission details

Submitter STACTTEST74
CLRLIERES First Mame: Stacy
MyCDX N
Inbox Last Name: Gatica
Change Password State: DC
Frequentty Asked

Questions )
e Company/Entity MName: Environmental Protection Agency

CDX Home Cornpany ID: 412
Terms & Conditions
Logout Report Status: Original

Signature and Certification:

"I certify that, to the best of my knowledge, the information included in this submission is complete and accurate."
Class I ODS report attached: Producer Eeport, Importer Report; Exporter Report

Methyl Bromide report attached:

Class IT ODS report attached:

Year: 2006
Period: Second Quarter

&] applet gov.epa.cdx.web.client.applet, SignSealeliverapplet started ® Internet

Key Install Step 1: You may get a pop-up screen that indicates the ODS Public
Key must be installed on your browser. Click “OK”.

Q- O X RAG ) search 5'e Faverkes 2) R F-JE o3
Address @ https:/Jcd.epa.gov/ods/ODSUpload.do B>
GouglEv‘ v| [C search ~ & | g9 Bhossbloded A check - Autolil wiorl @ options

Microsoft Internet Explorer

¢\ This process requires that the ODS Pubiic Key be installed on your browser
¢ ) Please uss the link provided on this page to download and instal the public key.

] Cpening pags https:jfcdx.spa, goviods/0DSUpload.do..
i3 start @

Inkernet

11 March 2008



Guidelines Part 3: Submitting ODS Data to EPA via CDX

Key Install Step 2: As you scroll down the page, you will see a link to install the
public key onto your browser. Installation should take place the first time you
upload information on CDX. Subsequent uploads should not require this

installation. Click “click here” to retrieve the key.

2 0DS File Transfer - Preview - Microsoft Internet Explorer

File  Edit

Favarites

eﬁack - @ @ :;j psaarch *Favuntes @ D?{v :;,. "] |_J il &

Todls

Help

ackivess |{€] heepsifjccb.cpa gavfads{oDSUpload.do / B ks
Google (G~ vie o & B - ¥ cookmarks~ 5992 blocked ﬁ'}chy/ N Autolink =] AutoFil (e Sendtow 4 () settings=

T ReporL, OIET RepolT, EXPUIET Report ¥
Year: 2008 1
Period: First Quarter

File MName: F\Tracking ant?!pomﬂg\ParﬁGuidancefZipandSubmit\TestS\C\ass [ Test_8_11zip

File Size: 418 Bytes

Comments: /

Encrypt and Sign

Please note that the submissionfencryption process is performed via a Java Applet. You will need
to click onthe "Encrypt and Sign" button twice to invoke the process. After you click on the "Encrypt
and Sign", your file will be encrypted and signed

Encrypted File: | | CBrowse.

You are in an encrypted secure session.

[E3

€] Applet gov.epa. cibx.weh. client applet Signsealapplet started B Internet

eﬁack - Q @ @ ‘»_h /':‘ Search \;ntrFavwwtes £ 5] L_:'-;‘v ; ] ._.I i @ 3

Address @ https:/fedx.epa.goviodsioDSUpload. do Vl Go Links

Google -

v| [C] search ~ & | §8 SpoBbiocked | 4F check - '\ Autolil

| [ options &

A

Signature and Certification

"I certify that, to the hest of my knowledge, the information included in this submission is lete and accurate."

Class I ODS report attalS =i (e | &l

Methyl Bromide report| Do you want to open or save this file?

Class IT ODS report att; Name: GatodsPublickeyServlet.p7h
Year: 2006 Type: PKCS #7 Certificates, 1,14 KB

Period: Second Quarter From: cdx.epa.gov

i

File Name: F\Tracking an [ Open J [ Save ] [ cancel | zip
File Size: 626 Bytes

Always ask before opening this type of file

Comments: Il
Idike James, this is a test. while files from the Internet can be useful, some files can potentially
4 harmn pour computer. If you do not st the source, da not apen or
save this file. What's the risk?

This process requires that the ODS Public Eey be mstalled on your browser. If you have net dene so, please
click here to retrieve and mstall the publc key.
For detal instruction, please click here

Please note that the submissioniencryption process is perormed via a Java Applet. You will need to click on the "Sign and
Submit' button twice to inwoke the process. After you click "Sign and Submut” your file will be encrypted and
transferred to EPA wa CDI0

@ Internst




Guidelines Part 3: Submitting ODS Data to EPA via CDX

Key Install Step 4: Click “Install Certificate”. The certificate for the public key is
issued to Mike James. Keep in mind you may have to navigate to find your
certificate on your computer.

j Certificate ;’!-
General | Details || Certification Path | B
E] Ued B | Expiration Date | v‘ [
E Certificate Information ames s{4/z007 — -
uioF @ options
This CA Root certificate is not trusted. To enable trust, i
install this certificate in the Trusted Root Certification
Authorities store.
s submission is complete and accurate.”
port
Issuedto: Mlames
Issued by: Mlames
valid from 5/4/2006 to Si4/2007
ITest 8 11.zp
2
nstall Certificate. . |
=
This process requires that the OD3 Public K ey be installed on your browser. If you have not done so, please
click here to retrieve and nstall the public key.
For detail instruction, please click here
Sign and Submit
Flease note that the submission/encryption process is performed via a Java Applet. You will need to click on the "Sign and
Submit' button twice to invoke the process. After you click "Sign and Submit" your file will be encrypted and
transferred to EPA via CDX

3

& Internet

aeneral | Details | Certification Path | ;3
- 1
smgion Date
Certificate Impont Wizard @ = v B s
| Aol d options 4
Welcome to the Certificate Import ~
Wizard
This wizard helps you copy certificates, certificate trust s submission is complete and accurate.”
lists, and certificate revocation lists From your disk ko a
certificate stare.
port
A certificate, which is issued by a certification authority, is
a confirmation of ywour identity and conkains information
used to prokect data or to establish secure network
connections. A certificats store is the system area where
certificates are kept,
To continue, dlick Next,
ITest 8 11 zp
4 L
< Back et > Cancel
¥ il =l
This process requires that the OD3 Public Eey be installed on your browser. If you have not done so, please
click here to retrieve and install the public key.
For detail instruction, please click here |
Sign and Submit

Please note that the submizsion/encryption process is performed via a Java Applet. You will need to click on the "Sign and
Submit' button twice to invoke the process. After you click "Sign and Submut' your fle will be encrypted and
transferred to EPA via CDX

[E3

Internet




Guidelines Part 3: Submitting ODS Data to EPA via CDX

Key Install Step 6: Let the wizard automatically select the location for the
certificate unless you have reason to choose a specific place.

eneral | Details | Certfication Path |

Certificate Store
Certificate stores are system areas where certificates are kept,

3

- |
E sgion Date
E Certificate Import Wizard @ = V‘ Go | Links

| fd options %

>

Windows can automatically select a certificate stare, or you can specify a location for
(%) Automatically select the certificate store based on the bype of certificate port

() Place all certificates in the Fallowing store

5 submission is complete and accurate."

Browse,,,

ITest 8_11.zip

|

[ < Back ] Mext > [ Canicel ]

This process requires that the ODS Public Key be installed on your browser. If you have not done so, please
click here te retrieve and mnstall the public key.
For detail instruction, please click here

Flease note that the submission/encryption process is performed via a Java Applet. You will need to click on the "Sign and
Submit” button twice to invoke the process. After you chick "Sign and Submt" your file will be encrypted and
transferred to EPA wvia CDX

Key Install Step 7: It may take a few minutes to install the certificate. Click
“Finish” to close the wizard.

General | Details | Certfication Path | ‘ﬁ
o> CREe
45 o
) || fed options &
Completing the Certificate Import ~
Wizard
You have successfully completed the Certificate Impart s submission is complete and accurate."
wizard,
¥ou have specified the following settings: port
Certificate Store Selected  Automatically determined by t
Content Certificate
& [ 2 ITest 8 11.zp
o
[ <Back [ Fmsh | [ concel |
™ T
This process requires that the OD3 Public Eey be installed on your browser. If you have not done so, please
click here to retrieve and install the public key.
For detail instruction, please click here |
Sign and Submit

Please note that the submizsion/encryption process is performed via a Java Applet. You will need to click on the "Sign and
Submit' button twice to invoke the process. After you click "Sign and Submut' your fle will be encrypted and
transferred to EPA via CDX

<

Internet



Guidelines Part 3: Submitting ODS Data to EPA via CDX: Initial Setup and Submission

Key Install Step 8: You should see the pop-up screen indicating the import was
successful. You can close the key install pop-up windows.

[- [o]x]

(==

g Certificate
aeneral | Details | Certification Path | ‘3
T ] ued B ! Expiration Date v‘ Go Links
o Certificate Information ames 5/4f2007 n—
Aol fd options &
This CA Root certificate is not trusted. To enable trust, i
install this certificate in the Trusted Root Certification
Authorities store.
s submission is complete and accurate.”
port
Issued to: Mlames
Issued by: Mlames
e 1 e |
Certificate Import Wizard |XJ
valid from 5/4/2006 to 5j4/2007 =
.
\1‘_) The import was successful, ITest 8 11.zp
5
L
This process requires that the OD3 Public Eey be installed on your browser. If you have not done so, please
click here to retrieve and install the public key.
For detail instruction, please click here |
Sign and Submit
Please note that the submizsion/encryption process is performed via a Java Applet. You will need to click on the "Sign and
Submit' button twice to invoke the process. After you click "Sign and Submut' your fle will be encrypted and
transferred to EPA via CDX

[k

& Internet

Step 11: You will see that the file path is displayed. You can simply highlight
that file location, copy, and paste it into the “Encrypted File” field, or you can
browse and find it also.

2 0DS File Transfer, - Preview - Microsoft Internet Explorer,

File  Edit Wiew Favorites Tools  Help

eBack = J E @ Ch pSearch ‘?‘;\\?Favor\tes @ Bv :;

Ld o3

Address |@ hitps:/fodx.epa. goviods/ODSUpload. do \ V| Go Links
Google |G- ﬂGo G50 & B~ 99 Bookmarks~ B 992 blocked \“& Check + % Autalink + =] Autoril (s Sendtow A0 () settings =
= o R R e

T T T AT TG T T T o P o ST o T O o o O g i o T T T

File Size: 1 KBytes

— 4 v

Comments

This pracess requires that the ODS Fublic Key be installed on your browser. If you have not done
50, please click here to retrieve and install the public key
For detail instruction, please click hare.

Please note that the submissionfencryption procegs is performed via a Java Applet. You will need
to click on the "Encrypt and Sign" button twice to ifvoke the process. After you click on the "Encrypt
and Sign”, your file will be encrypted and signed

& full path file name for the Enc
d |l T i

Encrypted File: | |(Browss__]

You are in an encrypted secure session.

£

Help Desk: (595) 5901995

&) Applet gov.epa.cdx.web. ient, applet SignSealapplet started & Internet

15 March 2008



Guidelines Part 3: Submitting ODS Data to EPA via CDX

Step 12: Your screen will look like this when you have copied or browsed for
your Encrypted file.

2 0DS File Transfer, - Preview - Microsoft Internet Explorer,

Fle Edit View Favorites Tools Help i
eBa(k -9 |ﬂ @ h f_ﬁ Search \;‘:{Favnntes o [:- ; J el ] 3
icress | (] https:fec.epa. goviods ODSUplaad.do B> ERS

Google |Gl vaos @ B - O oocknake~ Shoszblocked U Check v - s Send to~ () settings =
T T T T T T TS T T T Sy i i e i T 7T T T T =
File Size: 1 KBytes 5
Caomments:

This process requires that the COS Public Key be installed on your browser. If you have not done
50, please click here to refrieve and install the public key
For detail instruction, please click here
Please note that the submissionfencryption process is performed via a Java Applst. You will need
ta click on the "Encrypt and Sign" button twice ta invake the process. Afteryou click on the "Encrypt
and Sign", your file will be encrypted and signed
The full path file name for the Encrypted File is:
ChtemplodsiClass land | Test_8_16zip zip
Encryptegfflle: [Citemplods\Class | and Il Test_8_16.zip zip| N |[Browse.

You are in an encrypted secure session.

el Desk: (958) B30-1995 2

4&] Applet gov.epa.cd web, cisrt. applet. SignsealApplet started ® Internet

74 start

T Parts_Guidanc... | O Parts Guidanc.. | @ Part3Guidance. Desicop 7 @) 1:48PM

2 0DS File Transfer, - Confirmation - Microsoft Internet Explorer, ‘:HE‘E‘
[

File Edt View Favortes Tooks Help 5

@Ba(k - Q@ \ﬂ @ h /ﬁl Search ‘f:t(Favnntes [ %] [7:v ; ] - J el @ 3

Address @hltps‘/ﬂ[dx epa.gov/ods fODSUpload. dojjsessionid=GrvQMISN3IVCGasrwEx2Y2T MW T¥kFcqPpzsC 001 Js Oy Jv1 2gM91 202501931511 1553265927 107 actionStage=Showisg v|Gn Links
Google - v [C] search - & g Shosmblocked | AF chedk - [ options

U.S. Environmental Protection Agency

ODS File Transfer

Recent Adeitions | Contact Us Logged in 35, STACYTEST?4

CDX has received the encrypted file:

F:\Tracking and Reporting\Part3Guidance_ZipandSubmit\Tests\Class I Test_8_11.zp
for submission ID [ODSDC00196912311900005TACYTEST74]

at 08/11/2006 16:29:36 PM

Change Password

ng:::z;:gﬁ'::Skl?ﬂ Please check your MyCDX Inbox for the status of your encrypted data submission.

:SI;(‘ :ﬂf:::unn Thank you for submitting your file to EPA wia CDI,

Terms & Conditions
Logout For a copy of the report you submitted, please contact Mike James at (202) 343-9192 or james. mike@epa gov.

Click here to return to the File Upload page

You are in an encrypted secure session.

Help Desk: (358) 830-1995
EPA Home | Privacy and Security Notice | Contact Us

URL: fitp:/fwww.epa gov/epahome usenatice him
Al none By @ et

PLEASE NOTE: You may have difficulty transferring your files via CDX on your initial
attempt due to initiating the Java Software and ODS Public Key installation. If you have
problems, log back onto CDX and try to upload your files a second time. Once the Java
and ODS Public Key are installed onto your computer, the upload process should go
smoothly. A confirmation statement will appear on your screen indicating that CDX has
received the encrypted file. You should also receive an email indicating the file was
successfully sent. Retain this email for your records.
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