Attachment#1 Electronic Reporting System Overview


Electronic Reporting System (ERS)
Oklahoma Department of Environmental Quality
Overview
After careful review of the technical and legal requirements of CROMERR, Oklahoma DEQ formulated an architecture and methodology for compliance that minimizes organizational impact and cost while achieving the goals set forth in the rule and complying with the spirit of the rule. The architecture is comprised of a public key infrastructure (PKI) based system that uses a challenge and response methodology for obtaining the validations required under the rule.  

It is important to note that this Electronic Reporting System (ERS) is designed to be entirely independent of any other reporting mechanism or process and therefore is extensible to virtually any and all program areas.  To further elaborate, this system can receive reports in a CROMERR-compliant fashion by either supplanting or enhancing an existing approach.  One key design feature that makes this possible is the use of an off-line signing utility supplied by ODEQ that resides on the client computer.  This utility provides two essential functions, it will open the file to be presented in a human-readable format, and it will “digitally sign” the electronic file.  
Architecture and Process

The recommended architecture includes the following elements:

· a group of Public Key Infrastructure (PKI) certificate servers to issue digital signatures at the direction of DEQ Personnel,

· a web server or cluster of web servers providing downloadable verification documents to external end users and allowing those users to upload those documents back to DEQ once their personal digital signature is affixed, and

· a repository for storing the digitally signed documents received from regulated entities.

The CROMERR rule requires that a personally identifiable means be used to verify the identity of the submitter of electronic documents. Utilization of PKI digital signatures satisfies this requirement. It easily integrates with the web enabled methodologies of most electronic submissions, and it provides a level of security unmatched by any other methodology.
There are two distinct processes that are associated with this compliance methodology:

1) the creation and issuance of unique identifiers for individuals representing regulated entities, and

2) the challenge and response mechanism to obtain digitally signed verification of electronic submissions to the agency.

In the first of these processes, individuals representing regulated entities will make application to the DEQ for a digital signature certificate. Once the agency has verified the identity of the applicant and the applicant’s relation to the regulated entity, it will issue a certificate and deliver that certificate electronically, via web download. 

In the second process, the individual representing the regulated entity will submit information utilizing the digital signature. The DEQ will provide the regulated entities with an application for the purpose of applying digital signature. Where the information to be submitted is in the form of an electronic, “human readable” document, the representative may apply the digital signature to the document directly before submitting it to the DEQ. The DEQ would then check for the presence of the signature prior to accepting the submission.

In situations where the information is entered into a system, the rule requires that a human readable document be generated and returned to the user for verification. In these situations, the representative will enter information as usual and at the end of the process, the representative would receive an on-screen message notifying them that their submission is not valid until they have downloaded a summary document containing the information they have entered, applied their digital signature to the document, and uploaded the document back to the DEQ system. Once documents have been received by the DEQ, they will be archived for retrieval and an email message will be sent to the submitter which conforms to the CROMERR requirement of out-of-bound acknowledgement of receipt of submission. 
Agency Policy 
The following defines the DEQ policies regarding creating and issuance of certificate (the first process)
1) Level of investigation to validate the identity of the individual and their relationship with the regulated entity

The DEQ requires that the regulated entity provide the following 
information:
· Company Name and Address

· Reports they are interested in submitting electronically

· The name(s) of person(s) authorized to submit data

· Name of the company official making the authorization

· Valid email address for both the company official and the submitter

· An e-signature agreement signed with notarized hand-written signatures for both the authorized submitter and the company official.
A DEQ designated representative (ERS Administrator) will conduct investigation verifying the submitted information by making contact with the responsible company official via publicly listed phone. This information will be verified by DEQ personnel during routine inspection for facilities. 
2) Level of security (passwords, encryption strength, etc) 
The DEQ requires that the regulated entity provides the following information for security purposes:
· A password that complies with the DEQ password requirement.
·  Items of personal information that only they would readily know.
The security is comprised of the following:

· A PKI-based system with the private key being encrypted by the password provided by the registrant;
· An SSL based communication that provides a secure channel;
· Use of an encryption algorithm (RSA) with 128 bit key..

The agency does not store or manage passwords. If the registrant loses the password, they will need to reapply for the certificate.
3) Methodology to deliver the certificates 

The DEQ will be the Certificate Authority who will issue certificates to 
registrants. The agency’s certificate server will generate the private key 
and deliver it to the registrant via the secure SSL channel. The certificate 
will be downloadable from the agency website.

4) Revoking a certificate
Credentials may be revoked in certain circumstances and/or after investigation. The DEQ will maintain a Certificate Revocation List (CRL). The credentials for each and every submittal will be checked against this list.

The following defines the DEQ policies related to the second process:
1) Creating digital signatures on the client end

The DEQ will supply software to the registrant to apply the digital 
signature. The application of the signature will be off-line, meaning that 
they are required to download the document, apply the signature and 
upload it back to the DEQ server.
2) What comprises a copy of record

A copy of record is:

· The human-readable document with one or more valid digital signatures appended. One of these signatures contains the time stamp of receipt of the document;  

· A hash of the above mentioned human-readable document with all digital signatures and time-stamp and the submitter’s password as entered at the time of submission as part of log on to the ERS website.

3) Automatic acknowledgement of receipt of submission
  
The DEQ requires that the regulated entities provide a valid email 
address.  An acknowledgement of submission is sent via email after the 
signed document is received.  
4) Response to the submission of documents without compliant signatures 

The DEQ will reject all documents without a valid signature and will notify 
the submitter of the reason for rejection via email.
5) Retention requirements for the digitally signed documents (time of retention, storage methodology, etc.)

Upon successful validation check on the digitally signed document, it will 
be stored in the agency’s Electronic Document Management System 
(Edoctus). Retention period for each document will be in accordance with 
the agency’s Document Retention Schedule.
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