Attach#25a Certificate Request and Delivery


Use case: Certificate Request and Delivery
Abbreviations
	DEQ
	The Oklahoma Department of Environmental Quality

	Requestor
	The external individual requesting a digital signature certificate and the ability to submit documents to DEQ. This individual may represent themselves or a regulated entity.

	ERS
	Electronic Reporting System- DEQ’s web portal for the submission of electronic documents.

	Edoctus
	The Edoctus Document Management System

	ESA
	Electronic Signature Agreement

	Meta Data
	Data collected that is stored in index fields in Edoctus that is directly related to the ESA. 


Primary Flow
1. The Executive Director announces on DEQ's public website that DEQ is accepting specified electronic documents in lieu of paper to satisfy requirements under authorized programs.
2. A Requestor external to the DEQ, representing either themselves or a regulated entity, decides to apply for a certificate for use in delivering electronic documents to DEQ.
3. The Requestor navigates to the application form on the ERS portal on the DEQ web site. Access to this form will be secured by a Secure Sockets Layer (SSL) Connection.

4. The Requestor completes the application form on the DEQ Web Site. This application form collects all of the information necessary to complete the ESA, as well as information necessary to create the Requestor’s account. The information collected will include

· All of the information necessary to compete the ESA, as defined in Oklahoma’s ESA Rule.
· A selection of 5 “Knowledge based Questions” from a list of 20, along with answers to each.

· A user name for the ERS Account.

· A password for use in encrypting the private key and creating the user’s account. This password must be a strong password, at least 8 characters long and containing at least 3 of the following four types of characters: Upper Case, Lower Case, Numbers, and Punctuation.

5. The requestor submits the application by clicking the submit button.

6. Edoctus stores the meta data submitted to the ERS portal as a new document record. The password is temporarily stored in an encrypted field.

7. The ERS Portal responds with a page instructing the Requestor to download the completed ESA and comply with the requirements listed. A link to the ESA (in PDF) is provided. The ESA contains a barcode that uniquely identifies it in Edoctus.
8. The Requestor complies with the requirements of and returns the ESA to DEQ via U.S. Mail or some other method. 

9. The ESA form is identified in the mail room and sent to Central Records for scanning. 

10. The ESA form is scanned in Central Records.

11. Edoctus recognizes the ESA form as a specific ESA and stores the form with the meta data entered by the Requestor at the time of application. 

12. Edoctus sends an automated email to the ERS administrator notifying him or her that a completed ESA has been received. This email will contain a hyperlink to the ESA in Edoctus.

13. The ERS Administrator clicks the hyperlink to open and view the completed application. He or she validates that the information on the received form, which is visible on the screen, matches the meta data entered. He or she conducts the required investigation.
14. The ERS Administrator determines that the application is complete and should be accepted. He or she clicks the “Approved” check box in Edoctus, then clicks “Save.”

15. Edoctus creates an Active Directory Account for the Requestor, using the password provided at the time of application. The created account is not a member of Domain Users, and has no login rights whatsoever except to the portal itself.
16. Edoctus creates a Digital Signature Package, using the password provided at time of application to encrypt the private key, for the Requestor and stores that package as a new document within the Edoctus system. 

17. Edoctus deletes all record of the encrypted password.

18. Edoctus sends an email to the Requestor notifying the Requestor that the certificate is approved and available for download, with instructions on downloading. This email contains a hyperlink to the ERS portal’s login page. The hyperlink must include a 32 character unique identifier that identifies the request and serves as an additional measure of affirmation that the requestor is the person downloading the certificate
19. The Requestor logs into the ERS Portal by clicking on the hyperlink in the email, including the entry of his or her password and the answers to two randomly selected knowledge based questions, and is immediately redirected to the Certificate Download page. If the login is not made using the hyperlink, the certificate download page will not be displayed.
20. Requestor downloads the certificate package.

21. Requestor downloads the Signing tool if needed (will not need if using Acrobat professional).

22. The use case ends.

Alternate Flow: ESA Rejected.
1. At step 14 of the primary flow, the ERS Administrator determines that the ESA should be rejected. He or she clicks the “Reject” check box in Edoctus, completes the “Reason for Denial” box, and then clicks “Save.”

2. Edoctus sends automated email to the Requestor that the application has been denied, along with the reason for denial if one was entered by the ERS Administrator
3. The use case ends.
Assumptions
1. All edit interaction with Edoctus is fully logged with the record date, time, and user id of the user performing the edit.

2. The previous state of the record before the change is also logged

3. All interaction of any kind with the ERS Portal must me secured by a Secure Sockets Layer (SSL) Connection.

4. All data entered by the submitter is stored as meta data on the ESA document in Edoctus. This is the ONLY place this information is stored.

Exceptions

1. Once the encrypted password has been used to create the account and the private key, it will be blanked out. Edoctus will also blank out all log entries containing the password.
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