Attach#25b Use Case – Certificate Revocation


Use case: Certificate Revocation
Abbreviations

	DEQ
	The Oklahoma Department of Environmental Quality

	Signatory
	An external individual that has requested and been issued a digital signing certificate by the DEQ. This individual may represent themselves or a regulated entity.

	ERS
	Electronic Reporting System- DEQ’s web portal for the submission of electronic documents.

	Edoctus
	The Edoctus Document Management System

	ESA
	Electronic Signature Agreement

	CRL
	Certificate Revocation List


Primary Flow
1. A Signatory recognizes that their signature certificate and/or account has been compromised, no longer needs their digital signature certificate, or is no longer associated with the regulated entity concerning whom the certificate was issued.
2. The Signatory signs on to the ERS Portal (See Attachment# 26).
3. The Signatory navigates to the page for revocation of credentials and close of account.
4. The Signatory requests that the account be closed by selecting a reason from the drop down and clicking a check box to ensure that he or she understands that the account will close.
5. The Signatory submits the revocation request.
6. ERS Submits the revocation request to Edoctus
7. Edoctus sends an automated request confirmation email to the user
8. Edoctus sends an automated email alert to the ERS Administrator that a revocation request has been received and must be acted upon. This email includes a hyperlink to the ESA in Edoctus.
9. Edoctus disables the Active Directory account related to the certificate.
10. The user is automatically logged out of ERS (The account is now locked out, so the user cannot log in again).
11. The ERS Administrator clicks the hyperlink in the email to open and view the Signatory’s application. He or she reviews and investigates the certificate revocation request.
12. The ERS Administrator clicks the “Revoke Certificate” check box in Edoctus. This action closes the account if not already closed.
13. Edoctus adds the certificate to the CRL
14. Edoctus sends an automated confirmation email to the Signatory, the Regulated Entity (if applicable) and the Administrator confirming the revocation of the certificate and the closure of the upload account.
15. The use case ends.

Alternate Flow: Certificate Revocation Requested by Signatory by Contacting ERS Administrator.
1. The signatory or another authorized representative of the Regulated Entity contacts the ERS Administrator via phone or email requesting revocation of the certificate and account closure.

2. ERS Administator reviews and investigates the certificate revocation request.
3. Resume the primary flow at step 12.
Assumptions
1. All edit interaction with Edoctus is fully logged with the record date, time, and user id of the user performing the edit.

2. The previous state of the record before the change is also logged

3. All interaction of any kind with the ERS Portal must me secured by a Secure Sockets Layer (SSL) Connection.
Exceptions

None.
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