Attach#26 Use Case-Log On to ERS


Use case: Log-On to ERS
Abbreviations

	DEQ
	The Oklahoma Department of Environmental Quality

	Submitter
	An external individual account holder that can upload documents to the ERS Portal.

	ERS
	Electronic Reporting System- DEQ’s web portal for the submission of electronic documents.

	Edoctus
	The Edoctus Document Management System

	ESA
	Electronic Signature Agreement

	Meta Data
	Data collected that is stored in index fields in Edoctus that is directly related to the ESA. 


Primary Flow
1. The submitter navigates to the ERS Portal.
2. The submitter is presented with a login screen containing an attestation statement reminding them of the contents of their ESA and the legally binding nature of submissions to the portal.
3. The submitter successfully enters the correct User ID and password.
4. The submitter clicks the accept attestation button

5. The submitter is presented with two knowledge based questions selected randomly (using the millisecond as the seed of the random function) out of the five knowledge based questions entered at the time the account was created.

6. The submitter successfully answers the knowledge based questions.
7. The submitter is presented with the portal’s main page.

8. The use case ends.

Alternate Flow: Incorrect User ID or Password 
1. At step 3 of the primary flow, the submitter enters an incorrect User ID or password.
2. ERS denies the authentication attempt.

3. If this is the first or second attempt to enter the User ID and Password the flow resumes at step 2 the primary flow.
4. If this is the third attempt, the ERS Portal navigates the user to an access denied page with links to contact the ERS Administrator.

5. The use case ends.

Alternate Flow: Incorrect Answer to Knowledge Based Questions
1. At step 6 of the primary flow, the submitter enters an incorrect answer to one or both knowledge based questions.

2. ERS denies the authentication attempt.

3. If this is the first or second attempt to enter answers to the questions the flow resumes at step 5 of the primary flow.

4. If this is the third attempt, the ERS Portal navigates the user to an access denied page with links to contact the ERS Administrator.

5. The use case ends.
Alternate Flow: User Does Not Accept Attestation
1. At step Error! Reference source not found. of the primary flow, the submitter declines the attestation.

2. ERS denies the authentication attempt.

3. The use case ends.

Alternate Flow: User Entered Portal from Hyperlink
1. When entering the portal, the user entered with a hyperlink that specified the page to display, such as the certificate download page.

2. At step 7 of the primary flow, the user is presented with the page requested in the hyperlink.

3. The use case ends.

Assumptions
1. All edit interaction with Edoctus is fully logged with the record date, time, and user id of the user performing the edit.

2. The previous state of the record before the change is also logged

3. All interaction of any kind with the ERS Portal must be secured by a Secure Sockets Layer (SSL) Connection.

4. All data entered by the submitter is stored as meta data on the ESA document in Edoctus. This is the ONLY place this information is stored.

Exceptions

1. Once the encrypted password has been used to create the account and the private key, it will be blanked out. Edoctus will also blank out all log entries containing the password.
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