Attach#27 Use Case-Document Upload


Use case: Document Upload 
Abbreviations

	DEQ
	The Oklahoma Department of Environmental Quality

	Submitter
	An external individual account holder that can upload documents to the ERS Portal.

	ERS
	Electronic Reporting System- DEQ’s web portal for the submission of electronic documents.

	Edoctus
	The Edoctus Document Management System

	ESA
	Electronic Signature Agreement

	Meta Data
	Data collected that is stored in index fields in Edoctus that is directly related to the ESA. 

	Program Administrator
	The administrator of an individual EPA Delegated Program as specified by the program staff who is designated to receive notification that documents have been received by the ERS portal.


Primary Flow
1. The submitter applies his or her digital signature to the document, if required, using the DEQ supplied signing tool, Adobe Acrobat, or some other program that can apply digital signatures in a standard format using DEQ issued certificate.

2. The submitter navigates to the ERS Portal.
3. The submitter is presented with a login page containing an attestation statement reminding the submitter of the digital signature agreement that he or she has signed, and the legal authority and binding nature of that agreement and documents uploaded under the agreement.

4. The submitter logs into the portal (See the log on process use case).
5. The submitter navigates from the portal main page to the document upload page.

6. The ERS Portal presents a list of divisions.

7. The submitter selects the division to which the submission is being made.

8. The ERS Portal, using the division selected, presents a list of programs within the selected division.

9. The submitter selects the program to which the submission is being made.

10. The ERS Portal, using the division and program selected, presents a list of documents that are accepted by the selected program.

11. The submitter selects the appropriate document type.

12. The submitter clicks the “select file” button and navigates to the file on his or her local network or disk drive.

13. The submitter clicks the “upload file” button.

14. The ERS Portal submits the document to Edoctus.

15. The Edoctus reviews the file for compliance with digital signature requirements and business rules.

16. Edoctus stores the document in the repository 
17. Edoctus notifies the program administrator and the submitter that the document has been received.
Alternate Flow: Document Fails Signature or Business Rule Test.
1. At step 16 of the primary flow, Edoctus determines that the document does not meet signature requirements or fails other business rule tests.
2. Edoctus stores the document in the repository, marking it as an invalid submission.

3. Edoctus provides an informational message to the ERS portal describing the reason for the failure

4. The ERS Portal displays the informational message to the submitter.

5. The use case ends.

Assumptions
1. All edit interaction with Edoctus is fully logged with the record date, time, and user id of the user performing the edit.

2. The previous state of the record before the change is also logged

3. All interaction of any kind with the ERS Portal must be secured by a Secure Sockets Layer (SSL) Connection.

4. All data entered by the submitter is stored as meta data on the ESA document in Edoctus. This is the ONLY place this information is stored.

Exceptions

1. Once the encrypted password has been used to create the account and the private key, it will be blanked out. Edoctus will also blank out all log entries containing the password.
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