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Architecting a National Inspection & Evidence
Management System
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Presentation Notes
The scales on the eyes of Region 4 have fallen away.



We see clearly now that field inspection programs across the Region, and Nation for that matter, are in need of our attention.



Although the “inspection engine” is still running and functional, it is not as efficient as it was years and decades ago.  It needs to be reconditioned.  Parts need to be replaced with updated and new technologies.



Most, if not all, inspection programs are still paper based. When paper records are stored in different locations across an organization (i.e., in someone’s desk drawer, file room, the record center), retrieving and collating them to a single location for review is time consuming, complicated and inefficient.  



The process can be simplified with electronic capture, storage and retrieval.  ELIMINATE THE PAPER.



Research at PriceWaterhouseCoopers identifies the following statistics:



The average document gets copied 19 times.



7.5 percent of all documents get lost, 3 percent of the remainder get misfiled.



Professionals spend 5-15 percent of their time reading information, and up to 50 percent of their time looking for it.



Although this information pertains to documents and not necessarily records, it highlights the inherent problems of paper based systems.



This brings us to why we are here today.  Our vision is simple, getting there may be difficult.



EPA Region 4 has initiated the development of a National Inspection and Evidence Management System.  



We are in the “definition phase” of the project development lifecycle, defining purpose, scope and requirements.  

For us the purpose is clear: One Field Collection & Reporting System for the Agency

As is the scope: National & all inspection programs.



The proposed system would be designed using an Enterprise Architecture (EA) solutions approach in which EA is the master plan that links business planning to business operations and infrastructure. 



Meta Tagging (email, Repository)

Auto generate reports

Extensibility (modular construction allows the reuse/repurpose of components)

Allow for program customization

Standard Workflow (National consistency)

Two-way transmission

Photo, GPS, Digital hand drawings

Integration w/ training (Core competencies), Documentum/Domino (workflow), data systems (Regional/national/state)

CBI handling  & Enforcement confidential data

Program Manager Tools (performance, commitments, workflow distribution, etc)
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One EPA.  We hear it often these days but what does it really mean?  



If one were to look across EPA at all the inspection programs, you’d think we have 10 EPA’s multiplied by the number of inspection programs.  This interpretation is justified because nuances of each Region and each inspection program creates an aura of uniqueness for each.  



But are they truly unique or is it the way that this same business is conducted that creates differences between Regions?



The “Green Compliance Monitoring Arrows” represent the inspection process in its simplest form. 



Each of the Regions are conducting these basic steps either at a programmatic level or as part of oversight.  At this level there is no difference between Regions.



As you move down into the Regions, you begin to find variations.  At the highest Regional level, the National Program Managers Guidance establishes performance obligations and expectations in both the core programs and the national priorities.



What gets targeted and the commitments that get reported may be different between Regions but overall there are far more similarities than differences at this level.



It is only when you get to down to programmatic media inspections themselves that we see procedural differences where the regulations prescribe inspection requirements and wide variations between Regions where the regulations contain no prescriptive requirements.




Objective

" Design and Build One Field Collection
& Reporting System for the Agency
that:

— Improves National Consistency
— Integrates EPA/State Data Systems

— Provides Business Intelligence and
Improved Accountability

— Improves Accuracy, Productivity and
Efficiency of Inspectors and the Business
Processes

— Improves Control and quality of
Inspection Data and Evidence
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From an Enterprise perspective, it makes little business sense in the caring and feeding of many disparate systems and methods.  

	Expensive (system maintenance, Time and FTE used in consolidation of records (FOIA), accountability measures, paper storage)

	1TB ~ 16,000 Linear Feet of paper – Region 4 records =~ 677,864 LF or ~ 43TB

	Training (always has to be customized to the Region)

	

On the flip side of this, Regions want to ensure that “control” , customization options and usability are not lost to individuals who have little knowledge of the inner workings of a Region.



We believe that we can architect a system from the Regions Up,  A common, integrated system that meets everyone’s needs.  From the inspector in the field, to the Regional manager, to HQ and the National reporting requirements.  This architecture will:



Improve National consistency



Provide System Integration



Business Intelligence/Accountability



Increase Efficiency/Accuracy



Data/Evidence quality control







The objective of this “National Inspection and Evidence Management System”  will be to ensure the effective planning, collection of evidence, and accountability throughout the inspection and enforcement process.   Better use of technology in compliance monitoring activities has the potential to significantly increase productivity and efficiency throughout the inspection process.   It can also improve the quality and timeliness of inspection reports, enforcement orders, and data entry.  










enefits

Consolidated Data Collection Source
- Unified Work Flow Model
| Point of Observation Data Collection
Enterprise Service Model
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Benefits/Objectives include:



Quick generation of accurate and complete documents and reports.



Quick tally and summary of inspection data. 



Ability to highlight specific areas for inspection as records are reviewed and information collected during the inspection.



Consolidated Data Collection:



Consolidation of disparate legacy data bases & applications

Collection and integration of other sources of field data into reports, i.e., photos and physical samples

Lower maintenance cost

Higher turnaround on system change requests

No duplicate data entry

Higher data quality



Unified Workflow:



Sharing of Best Practice

Standard Work Process

Consistent information across regions, programs and individuals

Better Able to Share Across Program Areas

Consistent Data Collection Approach across Program Areas = Shorter Training Cycle

Reduction of physical documents that an inspector takes with him. CFRs, program policies, testing methodologies can be carried as electronic files not as paper; forms are electronic files that can be printed anywhere



Point of Observation Data Collection:



Better Quality “Just in Time”

No duplicate record of inspection



Enterprise Service Model:



Consistent Capabilities

Re-usable Components

Data & System Integration










ey Challenges

Establishing National workflows
Extensibility and customization options

Integration with National/Regional/State
systems and business processes

Avalilability of resources/partners
Determining existing components
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As with anything new, employees are apprehensive when a change is made within the organization.  Introducing a new workflow processes can cause anxiety.  Some EPA inspectors may raise the issue of learning a new and foreign process that is very different from what they have become accustomed. This is a valid concern when introducing any new data system or set of procedures.  



One way to reduce the anxiety is to incorporate the future users into the planning and development stage. This process helps ensure that when the workflow process is ready to be implemented, the users understand the new workflow process and have had adequate training.  



The biggest challenge:

		-  Initial cost of development and time to develop.




egion 6 Multi-Media (R6M)

e——

Records/Document “Front-End” Application for
the ECMS Documentum Platform

Initially focused on Water Program records
(CWPPRA, NPDES)

Leveraging Enterprise data systems to simplify
use and ensure data consistency

Conducted numerous requirements gathering
sessions with Water Permitting, Compliance
Assurance and Enforcement staff


Presenter
Presentation Notes
Separate from OEI’s ECMS Email application

R6 has legacy NPDES and UIC imaged files, and wanted to migrate them to ECMS, while carrying on day-forward capture of e-records

The Coastal Wetlands Planning, Protection and Restoration Act (CWPPRA) program in Region 6 receives electronic documents from the USACE and State of Louisiana that need to be managed

Given the level of data entry into Water program data bases, we wanted to leverage this data for document indexing during the ECMS capture process

- Eliminates duplicate data entry

- Minimizes data errors

- Simplifies and streamlines the ECMS user experience

This model is also extensible to other Agency Enterprise data in a variety of systems and repositories.

Requirements gathering included mapping out business process workflows, determining what records and documents are used and generated in the course of conducting their business, learning what data bases are utilized and updated, and identifying the various participants in these processes




6 Multi-Media (R6M) Information
W Sharing Environment Framework
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So, how do we go about establishing such an information sharing environment?

Lay out an information sharing framework that includes:

Core Services:  User interface management and administration, available Enterprise platforms, and Core Data Transport pathways

Policy and Governance:  Standards, Architectures, Business Processes, Service Level Agreements, and Suspicious Activity Reporting

Information Assurance:  Validation, verification, Non-repudiation, and so on

Participant Services:  Shared Web services, data assets and applications

Overarching Security:  Content, users, network


-CMS Metadata Standard

y ,- 3-year effort by a National work group

» Built upon the Dublin Core Metadata
Standard and the OMB Data Reference
Model

Established a high-level, flexible
taxonomy that will support sub-elements
specific to programmatic and
administrative lines of business

 Sub-elements can be mapped to existing
data elements in the Environmental Data
Registry and existing Enterprise systems
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CMS Metadata Standard

* Five Mandatory Elements:
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Mandatory elements are the absolute minimum level of document indexing terms necessary for capture in ECMS

Default date is “document date,” but other dates are also critical to workflows and statutory processes (e.g., Received Date, Approved Date)

Retention Policy is critical to the Records Management function – must be applied to ensure appropriate destruction at the end of the document life cycle


MS Metadata Standard

o » Four Mandatory if Applicable Elements
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Identifiers will vary by program, but are one of the most important elements for accurate and meaningful search and retrieval and content management (e.g., building case file, FOIA or discovery collections)

- Note how the “example values, “ or “sub-elements” correspond to data elements in other enterprise systems – these can be mapped to those systems to allow ECMS users to use that definitive data as “look up tables” when indexing documents into ECMS for later retrieval

Document Sensitivity is also a critical element, governing whether a document can be made available to the public or even EPA users outside the firewall, and controlling who has access to the document internally


MS Metadata Standard

s Four Optional but Recommended elements
Four Optional Elements
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Coverage – Lat/Lon data would be very useful in serving up publicly-releasable records through Enviromapper queries

Use of the Relation element allows parent-child relationships to be displayed in search query results, providing the user with the bigger picture of the universe of available documents




Organizational ECMS
File Plan

— All Lines of
Business (LoBs)

tadata Profile Builder

1* PROFILE KEY:
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Figure 1
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Next, we needed a tool to be able to connect to Enterprise systems from within the R6M user interface



The Metadata Profile Builder is a stand-alone tool that can build metadata tables on the fly from within in application interface from enterprise data when mapped to the appropriate data sources


WM Solution Architecture
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Se we have a framework, we have a metadata standard, we have an interconnection tool, and now we’re faced with how to set up the R6M architecture to accomplish our data sharing goals

Enterprise systems feed programmatic data to ECMS for indexing/cataloguing via Oracle connections or Web services

Additional sub-elements can be added to the ECMS metadata table structure through use of the Profile Builder

Data objects are stored in the ECMS/Ddocumenetum storage environment

Related document metadata are stored in Oracle tables external to, but registered in, ECMS/Documentum
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Here’s a larger solution architecture conceptual model showing end-to end data flows into the ECMS platform through the R6M application



But how does this help an EPA inspector in the field?
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With an established metadata structure and harmonized data elements between Agency enterprise systems and ECMS, we can develop an extensible markup language (XML) schema, and embed XML tags in electronic versions of EPA forms, for example, this Region 4 Water Compliance Inspection Report



Because of the relational nature of our various Oracle data bases, we can also minimize the input required by the inspector.

Entering a Permit Number can also yield related data, such as the Permit Approval Date, the Latitude and Longitude of the facility, and so on.  



This principle will also work when indexing documents into ECMS, reducing the number indexing fields to be filled in (they will be auto-filled from the available data in ICIS or FRS), and data accuracy is assured (at least, to the level of that accuracy in the source data base).


ecision Tree

EPA Data Exchange Business Rules:

Decision Tree for Forms

Web Services
(CDX)

Key

— Mandatory Use
—_— Preferred Use
,,,,,,,,,,,,,, > Optional Use

Web
Application

Oracle
Middleware

Documentum Email
A Pt (Lotus Notes)

Form

Fax CD Mail Scan *

XML Data ECMS as Metadata Workflow
Document . Std. System Conformanc Management Digital
Forms Usage . Primacy & . . Portal
Extraction & . Document Connections e& & Signatures
- Ownership 5 .
Uploading Repository Consistency Governance
Batch / Web /
Machine-to- Human-to-
Machine Machine
M
o
=
A A A A, 3
U i =
(Use WAM Web XML Email PDF Paper <
Mandatory’ -
D
(7]

suonn|og

*includes the EMC Cativa, Documentum Image Capture Services and Content Intelligence Services, and

Kofax Capture scanning technologies and products



Presenter
Presentation Notes
Of course, none of this will work consistently without business rules, and we’re well along that path as well, not only for forms, but for XML extraction and uploading, Data Primacy, System Interconnections, Workflows, and so on.



Any Questions at this point?



(Pass control to Jim Couch) 
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ECA — Data Repositories & Systems
— Future Architecture (example only)
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)ECA - Key Systems Integration

hallenges
,- Completing Full Batch Data Flow in ICIS:

— Electronic exchange of information between
EPA and states (e.g., Enforcement and
Compliance information).

— Electronic reporting from the regulated
universe to EPA (e.g., NPDES)

— Electronic reporting of compliance data from
Inspectors in the field

 Modernization of the data systems to:

— Enable new data flows via CDX (e.g., AFS)

— Align data access and tools with user
requirements (e.d., inspection preparation)
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ECA: Automating Inspections —
uccesses and Policy Implications

/ l007 Field Activity Compliance Technology (FACT) Strategy

~ Provides an approach to increase the use of technology in
EPA’s compliance inspection program on an on-going
basis.

Incorporates experiences with digital cameras, PDAs, and
Tablet PCs. Utilized survey of efforts by govt. agencies.

- OECA has developed inspection software specific to:
1) TSCA PCB Inspections

2) NPDES Stormwater Inspections

Software based on workflow process analysis.

OECA has focused on the development of software for
Tablet PCs to: prepare for and conduct inspections; create
Inspection reports from electronic field notes; and
electronically collect data for Agency databases.
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ECA — Expected Benefits of Use
f Software In the Field

Increase accuracy/efficiency of data collection, entry and
transfer -- enter information once, populate many fields.

Access reference materials during the inspection, e.g.,
permit information, regulations, and inspection manuals.

Create pre-filled forms, electronic chain of custody and
labels for samples, digital photo logs, GPS data.

Improve timeliness of preparing inspection reports.
Increase consistency of inspections across the Agency.

Improve Agency geospatial information using direct field
readings.

Capture senior inspectors’ insight and expertise through
software development—Knowledge Management.
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Accessibles

Pre-Inspection

Inspection

Post-Inspection

Past inspection
reports, enforcement
history, names of
contacts, permit
information

Field notes, GPS
coordinates, facility
records, samples,
photos

Sample Results,

Notice of inspection

Receipt for
Documents,
compliance assistance
materials,

Inspection Report,
Database information,

Notice of Observations

Targeting database,
inspection checklists,

Dunn and Bradstreet

reference materials,
inspection manuals

Enforcement response
policy, regulations,

eveloped wiki to assist in program specific design:
https://wiki.epa.gov/FACT/
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olicy Implications

'« With a move to consolidate how Agency
data is collected, including inspector field
notes and reports, a number of principles
as well as policy concerns need to be
addressed.

— We have learned a lot from the PCB and
storm water pilot projects.

e Need for Customization

— EPA’s inspection programs are very distinct
programs with their own requirements; SOPs
often vary between regions.
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op Priority:
rotect Integrity of Evidence Collected

Ensure that the integrity of evidence collected prior to or
during the inspection is maintained, including the
collection of electronic data (field notes, photos, GPS
data, sample logs). This includes:

Maintaining raw data in a way that it cannot be changed
— original field notes to verify that no changes were made

Recording entry date for all information
— does not change when someone re-opens the file

Creating audit trail for any modified data

Following the digital camera guidance to document and
maintain integrity of images
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olicy Concerns:
ecurity, Confidentiality, and Records

T

‘s Protect Confidential Business Information (CBI) in
accordance with specific statutory

— CBIl varies by statute, TSCA is strictest

Protect Enforcement Sensitive/Confidential Information

— what can be released to public and when; anonymity of tips
and complaints

Comply with Agency Records Retention Requirements

Wet Signatures vs. Electronic Signatures

— Currently collect wet signatures on forms. Attorneys must be
comfortable with electronic signatures.

— Facility representatives must be comfortable with signing
their name digitally.

— Security measures must be in place to limit tampering with
signatures
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olicy Concerns:
ata and Reporting Needs

Produce Appropriate Inspection Reports

— Avoid checklist inspections. Need to identify model
Inspection reports and incorporate into software

Fill and Print Documents and Forms
— Official forms vary between programs

Ensure Field Data Can Automatically Flow into Agency
Databases of Record

— Multiple databases of record with different data structures;
metadata may be needed as with GPS data

Types of Data and Evidence May Vary

— structured data for legacy databases; unstructured data for
field notes and inspection reports; physical evidence such as
containers, labels; needs for regional case workflow data
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olicy Concerns:
leld Implementation

Security of the Data and Hardware During and After the
Inspection

Compatibility with OMB Federal Desktop Core
Configuration and EPA Requirements

Training on Software and Hardware

Continuous Review and Updates for both Software and
Hardware

Environmental and Physical Limitations May Affect Ability
to Use in the Field

— Inclement weather, hazardous conditions, weight, screen
size
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olicy Concerns:
nified Workflow Model

Technology needs to be based on agreed upon Workflow
Processes for different types of inspections

— Needs to be based on inspector manuals and input from
experienced inspectors

Statutory requirements create differences in programs
— Notice of inspection, CBI, receipt for samples, split samples
— There are also Regional differences within the same statute

State role: Authorized states conduct most inspections
under their laws. In some cases, EPA enforces state
permit requirements.

Aspects of inspections can be standardized across
programs

— Doing so requires a significant change to existing
policies/inspection manuals
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El - Architecture

Region 4’s business need requires complex
solution, coordination across organizational

units and systems

Architecture provides a methodology

— Needs assessment looks across regional programs
but also HQ components

— Gathers and aligns information and issues from
strategic goals to technical solutions

* Not just system elements but underlying policies and
business processes

» Aligns business goals to Agency and program priorities,
Investments, Agency technical standards, etc.

e Breaks down complex requirements and
processes into sub-elements/ components
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El - Architecture

_ooks for commonalities across
orograms, shared issues, and existing
puilding blocks to leverage, e.qg.

— OECA work to create electronic solution

— R6 work on metadata and on permitting
process

— OElI's interest in promoting use of enterprise
services, including ECMS, FRS, data
registries, e-signatures, etc.

e Promoting a solution that other Regions

can adopt
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El - Architecture

T

'« Ease of connection/usabllity to and among
Programs and Regions

Cross-Program, cross-Region solutions provide:

— Opportunities for greater uniformity across the Agency
for important policy and enforcement-related decisions

— Significant cost savings

— Built-in documentation of processes

— Built-in training materials

— Unified, stronger voice for process issues than stove-
piped solutions

o Solution can still provide flexibility for differences

among Regions, Programs
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O  Encourages HQ and other Regions to coordinate with support effort 

	-- a single improvement will affect many customers 

	-- a request for change is likely to be coordinated among Regional implementers



O  Uniformity:  for Definitions, Policies, and Implementation Procedures (esp. enforcement actions where differences can raise legal challenge), for what are 	“records” that must be kept and available. – Reduces risk of challenge, and improves transition for cases and processes



O  Explain what kinds of flexibility (e.g.) can remain.


rtners

For Conference Purposes Only



estions
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ntacts
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