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Open Government Memos

President Obama — January 21, 2009
Transparency
Participatory
Collaborative

Administrator Jackson — April 23, 2009

Transparency and inclusiveness in
decision-making

Conduct business openly and
fairly

Deputy Assistant Administrator (OEI)
— March 5, 2010

Agency Implementation

www.epa.gov/open
www.openepa.ideascale.com
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Appointment calendars for senior Agency officials available

Rulemaking proceedings

FOIA Policy

Litigation and Formal Adjudication

Contacts with Congress and the Press

General Communications


Basic Objectives of the Privacy Act

To restrict disclosure of personally

identifiable records maintained by
executive branch agencies;

To grant individuals increased
rights of access to agency

records maintained on themselves;

To grant individuals the right to
seek amendment of agency records

that are not accurate, relevant, timely,
or complete; and

To establish a code of “fair information

practices” that regulates the collection,

use, maintenance and disclosure of PII.
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Social Networking

Social Networking

B Web-based services for building online
communities of people who share same interests or activities;

B Social networks provide a variety of ways for people
to interact and share content; and

B Social networks are “invitational” in that users control
or limit access to their content.

Examples of Government Use

B Dissemination and collaboration of both public and
private information using commercial sites such as
Face Book and YouTube.

Using a commercially hosted application:

B Payment processing
B Emergency notification systems
B HR applications

B Government travel management services
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Sunstein, Administrator, OIRA, OMB, indicates, “ Web-based technologies provide unprecedented opportunities for public participation and collaboration.  Innovative platforms, such as social media websites and web 2.0 applications, will help to foster a new generation of public engagement.  

To promote a culture of openness, agencies must be transparent with their privacy policies and collaboration must take place in a way that safeguards the security of PI.  

Explore how to best use social media to disseminate appropriate government information and to encourage public participation.  

Great mechanism to communicate with the public, but who is minding the store?

Information data quality.

How do members of the public know they are on an official agency site or page?




Social Networking Risks

Open collaborative web applications
are difficult to protect.

New technologies are continuously
introduced and users may not
understand the extent of sharing of
information.

Most sites require registration with
a private company.

Companies may track usage
across the site with a “cookie” or
other tracking mechanism.

Inappropriate sharing of personal or
other sensitive information.

Possible workplace distraction.
Staffing and budgeting concerns.
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The risks cannot be shifted --  Social networking (especially externally hosted services) are an extension of the Federal organization;

�Apply the FISMA risk management framework to Social networking technologies as you do to other business applications. 

�Challenges of improving efficiency, innovation, and economic prosperity while promoting safety, security, civil liberties, and privacy rights in cyberspace.  






Cloud Computing

B What is Cloud Computing?

B Cloud computing is a set of pooled computing resources delivered over the
Internet. The cloud (or internet) delivers a hosting environment that doesn’t limit
an application to a specific set of resources. Depending on the platform, an
application can scale dynamically and increase its share of resources.

B Why use Cloud Computing?

B The cloud can quickly access thousands of servers to make resources available as
they're needed.

B Types of hosting products:
B Cloud Servers — for on-demand computing power
B Cloud Sites — for robust web hosting

B Cloud Files — for elastic online file storage”
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Presentation Notes
SP:  Some analyst and vendors define cloud computing narrowly as an updated version of utility computing: basically virtual servers available over the internet.  Others go very broad, arguing anything you consume outside the firewall is “in the cloud” including conventional outsourcing.  

Today, for the most part, IT must plug into cloud-based services individually, but cloud computing aggregators and integrators are already emerging.  

These services let you pull more CPU cycles from thin air whenever demand appears, but they can’t solve the deepest problems that make it hard for applications to scale gracefully.  Many of the real challenges lie at the architectural level and simple pouring more server cycles on the fire won’t solve fundamental mistakes in design.  

Businesses are running all kinds of apps in the cloud these days.  Cloud based apps can be up and running in a few days, which is unheard of with traditional business software.  They cost less, don’t have to pay for the people, products, and facilities to run.  They are more scalable, secure, and reliable plus upgrades are taken care of for you so your apps get security and performance enhancements and new features automatically.    Cloud apps don’t eat up your valuable IT resources.  

Cloud computing is a simple idea, but it can have a huge impact on your business. CC is a metaphor for the internet.




Electronic Government Act (E-Gov.) 2002

B Agencies should first conduct an assessment of the data and
systems proposed for cloud storage.

B A PIA for cloud computing should assess:

= What information is to be collected and put into the cloud (e.g., nature and
source);

= Why the information is being collected (e.g., to determine eligibility for a
benefit or service);

= Intended use of the information (e.g., to verify existing data);

= With whom the information will be shared (e.g., another agency for a specified
programmatic purpose);

= What opportunities individuals have to decline to provide information (i.e.,
where providing information is voluntary) or to consent to particular uses of
the information (other than required or authorized uses), and how individuals
can grant consent;

= How the information will be secured in the cloud (e.g., administrative and
technological controls); and

= Whether a system of records is being created under the Privacy Act and
published in the Federal Register.


Presenter
Presentation Notes
Additionally, a properly executed PTA may be incorporated into the Certification & Accreditation (C&A) process and has proven to be an effective tool for analyzing and documenting the potential privacy concerns for systems.
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Privacy Act

Some of the Privacy Act requirements
that will have to be addressed before
Federal systems of records

are put into the cloud include:

m Accurate notice;

Right of access;
Redress;

Location of records;
Choice and consent:;
Data quality and accuracy; and

Collection, use, retention, and
disposal.
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The right of individual access to and amendment of records should be made known to potential CCPs. 




Required Privacy Protections

Government will;

m Establish a Terms of Service (TOS) for the use of the

collected information;

m Be allowed access to the data to perform necessary audits;

m Include breach language in the TOS that informs the provider of
their responsibility for incident handling;

m Identify retention and destruction limits for the data; and
m Notify individuals that their information is “going into the cloud.”

"-- 4.4"-( ey
. ‘-\I-LJ.. e —.Pm
hw] "F -

4*' ,

wrid

Cloud Provider will:

m Allow individual access to his or her data and/or redress;
m Not conduct searches and analyses through the data to
sell to marketers:

m Implement the Federal security requirements to prevent
the data in the cloud from being viewed by unauthorized
persons;

Obtain a court order to search through the cloud; and

Not move the data to a different country, or cloud without
government approval.
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Procedural or Substantive Barriers -- Prevent or limit the disclosure of some records to third parties, including CCPs



 May limit the government ability to use CCPs for official records.

records management 

disposal laws 




Cloud Computing Provider (CCP)

Cloud Provider should:
B Establish an agreement with the government;
W Strictly adhere to the Privacy Act requirements; and
B Ensure the protection and safety of the information.

Government should:
B Conduct a risk assessment;

B Identify appropriate security controls to protect against
the risk, and implement those controls; and

B Provide a point of contact for any questions from users.
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Cloud Computing Risks

CCPs could:

B Hold or process data without complying with Federal
privacy requirements;

B Allow secondary use of the information which
may violate laws under which the information

was collected;
B Have data in a multi-jurisdictional environment:

From one jurisdiction to another;

From provider to provider; or \ /
m From machine to machine, thus - /
creating different legal impacts.
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The privacy and confidentiality risks vary significantly with the terms of service (TOS) and privacy policy established by the CCP.

Risks may be magnified when the CCP has reserved �the right to change its terms and policies at will.







Individual’s no longer provide information solely to the government but to a third party who is not necessarily bound by the same laws and regulations;  




Contracting with CCPs

Rather than modifying TOS:

B Allow agencies greater ability to comply with
and audit the privacy concerns;

B Affirm that the CCP is following IT security requirements
and procedures to ensure that information is
appropriately secured,;

B Review the monitoring/testing/evaluating on a regular
basis to ensure that controls continue to work properly,
safeguarding the information; and

B Ensure that CCPs do not use subcontractors
or transfer information to other third parties without the
knowledge and approval of the contracting agency.

Agency rules of conduct (for the contractor and the contractor’s employees):

B Include agency personally identifiable information breach notification policies and incident
handling requirements;

B List the anticipated threats and hazards that the contractor must guard against;
B Describe the safeguards that the contractor must specifically provide; and

B Allow government inspection during performance of the contract. 13
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The design, development, operation, or disposal of a Federally-controlled information system containing sensitive personally identifiable information, or disposal of a system of records on individuals to accomplish an agency function.



TOS are not typically written with federal privacy and security requirements in mind. 

In cases where cloud computing will include the transmittal and storage of PII, amending a CCP’s TOS may not adequately cover all of the agency’s requirements;

That will ensure the continued efficacy and efficiency of safeguards and the discovery and countering of new threats and hazards. 



The clause at 52.224-1, Privacy Act Notification. 

The clause at 52.224-2, Privacy Act. 

The clause at 52.224-3, Security of Systems Handling Personally Identifiable Information and Breach Notification.

The clause at 52.239-1, Privacy or Security Safeguards.
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What an agency publishes on a social network site comprise
“federal records”;

The terms of services agreements may not be legally
acceptable to the federal government indemnification;

The service provided by the Agency to the public may
constitute an “information collection” under the Paperwork
Reduction Act;

User generated content is hard to control and can prove a
threat to agency reputation if not constantly monitored,;

Not all sites are accessible to those with disabilities; and

Most providers are for-profit enterprises, and often support
their operations by placing advertisements, which can raise
endorsement issues.
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Considerations

Cloud computing and social networking can be an option for
federal agencies when rights of individuals are recognized
and the potential risks are identified and addressed,;

Include privacy staff early in the development process; and

Review the Agency policy on Social Networking.
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Include limits on personal and professional use.
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