[image: image1.png]



Electronic Signature Agreement (ESA) for EPA’s Verify System
To be signed and submitted by a 

Verify Submitter

1. I agree to protect the electronic signature credential, consisting of my Central Data Exchange (CDX) user identification and password, from use by anyone except me. Specifically, I agree to maintain the secrecy of the password; I will not divulge or delegate my user name and password to any other individual; I will not store my password in an unprotected location; and I will not allow my password to be written into computer scripts to achieve automated login.

2. I agree that if I have any evidence of loss, theft, or other compromise of my User ID, Password, or other components of my electronic signature I will inform U.S. EPA by calling the CDX Help Desk at 1-888-890-1995 as soon as possible, but no later than 24 hours after I learn of the problem.

3. I agree to maintain an electronic mail account; if any e-mail sent to me by U.S. EPA is returned as undeliverable, I will explain this occurrence when requested by U.S. EPA. I understand that I will be informed through this e-mail address whenever my user identification or password has been modified.
4. I understand that CDX reports the last date my user identification and password were used immediately after successfully logging into CDX.

5. I understand that whenever I electronically sign and submit an electronic document to the CDX, I will receive an e-mail message at my registered e-mail address as an “out-of-band” receipt. This e-mail message will inform me that a submission has been made to CDX from my user account and will contain instructions to view information regarding the submission in my CDX Inbox.

6. I understand that I will receive an e-mail message in my CDX inbox with a link to my encrypted, electronically signed copy of my submission as an “in-band” receipt. 
7. I agree to review the acknowledgements and copies of documents that I electronically sign and submit to the US EPA’s CDX.

8. I agree that if I receive an in-band or out-of-band receipt for a submission that I do not believe that I submitted, I will notify the CDX Help Desk as soon as possible, but no later than 24 hours, after receipt.
9. I agree to contact the CDX Help Desk if I do not receive a receipt either by in-band or out-of-band message within 5 business days for any electronically signed submission using my credentials.

10. 1 agree to report, within 24 hours of discovery, any evidence of a discrepancy between an electronic document I have signed and submitted and what the CDX has received from me by contacting the CDX Help Desk.
11. I agree to notify U.S. EPA if I cease to represent the regulated entity specified below, by sending an e-mail message to verify@epa.gov with “Verify Account Termination” in the subject line.

12. I agree that I will be held legally bound, obligated, and responsible for any submittal made through my user account using the Verify System, as though I were making such a submittal in hardcopy form with my handwritten signature as certification.
13. I agree to retain a copy of this signed agreement as long as I continue to represent the regulated entity specified above as signatory of the company’s electronic submissions. 
Signature:______________________________________________________________
Printed Name:                                                                                                                      
  
Title:                                                                                                                                    
  
Company:                                                                                                                            
  
Address:
_______________________________________________________________


City, State, Zip:
_______________________________________________________________


E-mail Address:_________________________________________________________
Telephone Number:_________________________   Date:_______________________

CDX User ID:_________________________   
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