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If you questions about electronic reporting, please contact:
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Stratospheric Protection Division
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james.mike@epa.qgov
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Overview

This document, Register as a CDX User, is the first part of a comprehensive Three-
Part Guidance developed to assist you in submitting your ODS data electronically. In its
entirety, the Three-Part Guidance Document provides step-by-step instructions to:

1. Register as a CDX User,
2. Prepare Data for Submission, and
3. Submit ODS Data to EPA.

Part 1 of the guidance walks you through the steps of registering as a CDX user
and setting up your system for ODSTS e-Reporting. This is a one-time registration
process that you will need to complete the first time you submit your data electronically.
Part 2 assists you in preparing your data for submission. Part 3 guides you through the
process of zipping, encrypting, and sending your files to EPA using CDX.

A number of security measures are taken to safeguard user access and identity, so
various passwords, passphrases, and verification numbers are created during the
process. For this reason, the document provides guidance as you maneuver through
the various steps. Itis important to remember your passwords and keep track of
verification numbers provided to you. You should refrain from clicking on “remember
password” at any of the password creation stages. This impairs database protection
and the registration process can fail to verify passwords if the box is checked.

You will see there are numerous steps in this section of the guidance. Don't be afraid —
the steps are very simple. Although registration is easy and your part only takes
approximately twenty minutes, it will take several days for the CDX Helpdesk to verify
the information and complete the registration process. It may take the CDX Helpdesk
up to 48 hours to complete this step; this does not require action on the part of the user.

Please keep the CDX Helpdesk phone number on hand as you register as a CDX user.
There may be slight variations in screenshots or pop-ups you encounter during the
registration process. You can call the Helpdesk if you have difficulties. [CDX
Helpdesk: 1-888-890-1995]



Here is a quick overview of the steps included in Part 1 of this guidance.

CDX Registration - First you will register with CDX and create a username and
password. You will use this password each time you log onto the CDX system to
submit your electronic forms.

Application for a Digital Signature - After registering with CDX, you will:

1. Submit an agreement to obtain a digital signature;

2. Register with IdenTrust (the company that specializes in identity authentication
systems and issues digital signatures) to obtain your digital signature;

3. Create a passphrase for your digital signature (which is different from your CDX
password); and

4. Wait for an e-mail from the CDX helpdesk informing you that your application has
been approved.

A digital signature is your handwritten signature in electronic format, and provides
authentication.

Downloading the Digital Signature - You will receive an email confirmation from the
CDX with your activation code. With this code in hand, you will return to the IdenTrust
web site. You may be prompted to adjust certain security settings on your computer.
You will then enter your activation code and passphrase to retrieve the digital signature.
After this, you will then download the digital signature to your computer. You will also
create a password that you will use each time you apply your digital signature.

The remainder of this document discusses each of these major steps in further detail.



|. Registering for CDX and Signing the Digital Signature Agreement

First, you should register as a CDX User.

Step 1: Access CDX at the link: http://epa.qgov/cdx

e Click on Log-in to CDX (on the left sidebar)
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Step 3: Read the Warning Notice and Privacy Statement and click to
continue



http://epa.gov/cdx

Step 4: Carefully read the Terms and Conditions and click | Accept to
continue

Step 5: Fill out the reqgistration information boxes and choose a
password

e Keep Password Secure. Follow the instructions provided on the CDX
Website if the password is compromised. (CDX support # 1-888-890-
1995)

¢ At the bottom of the page, select Next to continue
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Step 6: Enter Organization Information and click Next to continue
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Step 6a: Click the oval to the right of Ozone Depleting Substances
(ODS)

e Make sure the oval is highlighted and click Next to continue

Step 7: On the Add Program ID page, enter N/A into the box
designated for the ID #

e Make sure that the pull down screen indicates that you are a submitter
and that the submission method indicates Webform

e Click Finished
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Step 7a: You are finished with the online portion of CDX reqistration.
Read the screen and click Finished. A digital signhature
agreement will be automatically generated.

e The Ozone Depleting Substances Program requires approval for use of
the dataflow, so your access to ODS will be on hold until approved by
Mike James at the EPA.

e Your Ozone Depleting Substances account will be activated upon
approval.






Il. Obtaining a Digital Certificate and Digital Signature

Now you begin the process for obtaining your digital signature. There are three steps to
the applications process: 1) Application, 2) Authentication, and 3) Retrieval.

APPLICATION STAGE

Step 10: Apply with ACES in order to obtain a Digital Signature

e Read the introduction page and click on Next
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Step 10a: Read and click Next

Step 10b: Provide your e-mail address and your organization’s postal
code (zip code)

Step 10c: Enter the information for your Organization’s Headquarters

e You may be prompted to select the appropriate entry from a list if your
organization is already contained in the system.

Step 10d: Enter your Mailing Address

Step 10e: Enter your Employee Information
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Step 10f: Create a Passphrase for your digital signature: Remember
this Passphrase and keep it in a secure location
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Step 10g: Choose three questions that you will use in case you forget
your Passphrase (Questions will change for each new user)
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Step 10h: Provide easy-to-remember answers to the questions you've
selected

Step 11: Review your information and make sure it is correct. Click
Next

Step 12: Read the privacy statement, and, if you agree with the terms,
click | Accept and click Next.

Congratulations! You have completed the “Application Stage” for
acquiring your digital certificate!
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AUTHENTICATION STAGE

Digital Signature Trust (DST), the certification entity, will now begin the authentication
process. Please be sure to send in your “Digital Certificate Agreement” (Page 8, Step
7a) as soon as possible. Expect a phone call from the CDX helpdesk to verify your
applicant information. The authentication stage should take no longer than two
business days.

You will receive an email acknowledging your application request. The email will
provide an application ID and a website address that can be accessed to track your
approval status.

e The email you receive will look like the page below.
e Please note that you will need your passphrase (Page 10f, Step 11) when the
Retrieval Stage begins!!

Dear Your Name,

Thank you for applying with Digital Signature Trust (DST) for a TrustID certificate. We have received your
application and have begun the approval and authentication process. As you know by now, your TrustID
certificate stands for the highest level of authentication available, allowing you to use the Internet with
confidence for your secure online transactions.

The approval process is normally completed within two business days of application submission. You
can check the status of your application at any time by going to http://www.trustdst.com/app-status.html.
You will need the following information in order to check your application process: Application ID ,
provided below, and your passphrase that you entered during your application process.

Application ID: 662235

Please remember to keep track of your passphrase. You must be able to provide your passphrase at the
time you retrieve your certificate.

For any other questions, please contact DST Customer Support by sending e-mail to
helpdesk@identrus.com, or call 888-248-4447 (call direct at 801-326-5972). Customer Support
representatives are available to assist you Monday through Friday, 7 a.m. to 6 p.m. Mountain Time.

Thank you again for applying for a TrustID certificate. We look forward to creating the highest level of
trust in all of your digital transactions.
Sincerely,

Marlene Martinez

Certificate Registration Manager

Digital Signature Trust, LLC a subsidiary of Identrust, LLC.
www.trustDST.com
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RETRIEVAL STAGE

When your digital certificate is approved, you will receive an email from the CDX
Helpdesk. This email provides you the website and activation code. If your email does
not contain the activation code, it will include instructions on how to call the CDX
Helpdesk to retrieve your activation code.

Your Name,

| have approved your digital certificate and now you will have to activate it, which will be the last part of
creating your digital certificate. Please click the link below and follow the instructions to complete your
application.

Thanks

Charles

This is a PRIVATE message. If you are not the intended recipient, please delete without copying and
kindly advise us by e-mail of the mistake in delivery. NOTE: Regardless of content, this e-mail shall not
operate to bind CSC to any order or other contract unless pursuant to explicit written agreement or
government initiative expressly permitting the use of e-mail for such purpose.

Dear Administrator,

Your Name DST TrustSource Certificate request has

been approved. Please have the client visit the following web address
to retrieve the new certificate. He/She will be asked to

use the following Activation Code and enter the passphrase

he/she selected when submitting the request.

http://www.digsigtrust.com/retrieve-cert.html
Activation Code: 1743737696

Name: John Smith

Account: 30353576-2

E-Mail: John.Smith@email.com
Cert Type: 520009

Server: secure.digsigtrust.com

TrustSource Certification Service
Digital Signature Trust Co.

Salt Lake City, Utah
trustsource@trustdst.com
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Step 13: From the previous email, click on or type in the Web
site address to retrieve the digital certificate. Read
and click Next.
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Step 14: You will complete a compatibility check. You may be
prompted to adjust certain security settings on your computer;
these vary depending on your computer. Follow the onscreen
instruction.

e You may need to add https://secure.digsigtrust.com to your trusted
sites
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https://secure.digsigtrust.com/

Step 15: You now need your Activation Code (provided by
email— see sample email on Page 13) and Passphrase (Page 11,

Step 10f).
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Step 16: Again, you will follow the instructions listed for the next
few steps.
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Step 17: If this warning screen appears, click Yes and continue
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Retrieve Digital Certificate

Key Pair Generation

Keep the default selection below
| Microsoft Enhanced Cryptographic Provider ¥1.0 ~

Important: On the next pop-up screen, please follow the Step-by-Step instructions to set your password,
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choose "Set Securi certificate For you,

choose "High" to e Do you wank to request a certificate nowy
click "Next >"

Step 1. When the "Creating 'E This Web site is requesting a new certificate on your behalf, You should allow only trusted ‘Web sites to request a

es

Step 2. When the "Choose
chaose "Create a new password far this Rern', then
enter the password, then enter the password again to confirm it, then
click “Finish"

Step 17a: Click Set Security Level

ACES Business Representative Certificate Application -
coaptppcsagiis IdenTrust | piGiTALSIGNATURETRUST

Retrieve Digital Certificate

Key Pair Generation

Keep the default selection below __ -
|Michsoft Enhanced Cryptographic Provider v1.0 %

Important: On the next pop-up screen, please follow the Step-by-Step instructions to set your password.

Step-by-Step Instructions: g a new RSA exchange key

Step 1. When the "Creating a new RSA exchange key!" screen appears,
choose "Set Security Level" and then
choose "High" to enforce password protection, then
click "Next >

An application is creating a Protected item.

Step 2. When the "Choose or create a password to protect this itemn" screen appears,
choose "Create a new passwaord for this item”, then
enter the password, then enter the password again to confirm it, then

click "Finish™ CryptodPl Private Key

Securty level set to Medium Set Security Level

Ok J[ Cancel ][ Details... ]

| Next = ®2006 Identrust, Inc. Al Rights Reserved.
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Step 17b: Choose High and then click Next
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Step 17c: Create a password for your exchange key, then click

Finish

e An exchange key is a standard protocol used to ensure security for
virtual private networks (VPN) and remote host or network access
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Step 17d: Click Yes

Potential Scripting Yiolation

certificates is a security risk, The Web site could install certificates you do not brust, which could allow programs that

) This Web site is adding one or mare certificates ko this camputer. Allowing an untrusted Web site ta update yaur
LY
i do nok Erust ko run on this computer and gain access to your data,

Do you want this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, click Mo,

Step 18: Read the information and then click Next
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Step 19: Now the system wants to verify the certificate has been
properly retrieved. Read the information on the screen, PRINT
THE INSTRUCTIONS and click Next.

ACLCE Busress Regerssantatinve Cartificals Application M CInM - -
. IdenTrust | oiGmaLsiGNATURETRUST

Retrieve Digital Certificate
Instruckions for Verifying Cortificate Retricval

Ko thal s e ebomwild puur cerbficets, iollus luee saiudione o weiy el L hae Buen covocluadud
propac . Tasss inshuctiors wil Falp vau nsvigss Hrough 8 =s582 of windnes, Print theas instructions, than
kllom therr x5 you ga bvacigh £A2 process online

. The Clbent Authentication windos 2ppears
ot Ui curlicebe g oo jusl cei e e dick O
A, Tao may he promplac tnoprosce scer passanrd. IF soeecesd, provics shs parsensd Sor voor rartificsts,

In Hre =eark that tha rartificabs cannnt ke <arifind, dus b5 calacting e wmoec canfisate, oo dlickicg Cancel
inskzzc of OK szt Client Authentication @ nda wrcaws that 2re cper, then restert yous
biosscr aod reborn Lo the Follosing diCEo bega of

It the Congratulations page sppears, »ouc cerricate Faz been suczessuly rebieved and downlosdec, The
Promess is complze.

18



Step 20: Click on the appropriate digital certificate if you have
more than one.

CES Busness Rep 8 Carliiicabs Appicatl me CIrRIATY B -
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Step 21: This congratulations screen assures you have
successfully retrieved your certificate. Click Yes and the
process is complete.

e If this screen does not appear, look at the instructions that you
printed in Step 20 or call the CDX Helpdesk.

ACES Businsas Represanialiva Cerificats Appbcation !ﬂﬂm | DIGITALSICMATURETRUST™

OB MO 3090-0373
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I1l. Downloading/Exporting your Digital Certificate

You must export your certificate and place it onto your PC. This will allow
your PC to be identified when you submit your data through CDX. In simple
terms, this process is providing your computer with the ability to sign digital
forms you will be submitting to EPA.

The following is a technical note, and could be helpful if you need IT support:

This procedure enables the applet to access the user's digital certificate in a
platform independent fashion. Since browsers (e.g., Microsoft Internet
Explorer, or Firefox) manage certificates in different ways, the applet has no
access to the customer's certificate. This procedure provides a way around
this problem, by creating a "copy" of the user's certificate (from their browser)
into a secure “keystore” file on their computer.

The certificate export procedure is a mechanism to copy a user’s certificate

(from their browser's proprietary keystore) into standard keystore file (NIST
approved PKCS#12 format) on their PC file system.
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Step 22: From the Internet, click the Tools menu and select
Internet Options. Click the Contents tab and then click the
Certificates button near the center of the dialog box. You should
see your certificate(s) in the dialog box that appears.

Select the certificate you wish to export and click the Export button.
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Step 23: The Certificate Export Wizard appears. Read the page
and click Next.

Certificate Export Wizard

YWelcome to the Certificate Export
YWizard

Thiz wizard helps pou copy certificates, certificate trust
liztz and certificate revocation lisks from a certificate stare
to pour disk.

A certificate, which iz izzued by a certification authority, iz a
confirmation of your identity and containg information used
to protect data or to establizh secure network, connections.
A certificate store is the system area where certificates are
lkept,

To continue, click Mext.

Cancel
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Step 23a: Select the “Yes, export the private key” option and
then click Next.

Certificate Export Wizard m I

Export Private Keyp
'ou can chooze bo export the private key with the certificate.

Private keys are password protected. |f pou want to export the private key with the
certificate, pvou must type a password on a later page.

Do wou want to export the private key with the certificate™?

i %es export Ehe privake kew:

" Mo, do not export the privakte key

= Back I Mext = I Cancel I

Step 23b: Select the “Personal Information Exchange — PKCS
#12 (.PEX)” format, and check the middle option (Enable strong
protection).

e Do not select “Delete the private key if the export is successful”
e Click Next to continue.

| General | Security || ?

SSaseriTeni:

IR B Certificate Export Wizand

Ratings
viewed Export File Format
Certificates can be exported in a variety of file Farmats.

Cerlificates

% Use cert Select the Format you want to use;
@l authoritie ) )
Clear

Personal informati

D

retrieve your pi

% ’:ﬁ;ogl?g (&) Personal Information Exchange - PKCS #12 {.PFX) ur paystubs on th

[ include all certificates in the certification path if possible
Micrasal | [¥]Enable strong pratection (requires IE 5.0, MT 4.0 5P4 ar above) Alphabeticat 1 i

perzonal [ Delete the private key if the export is successful Korvice

ice Program, Feedb:
fnent Policy, Federal ¢

< Back, ]| Next = I[ Cancel ]

Resources
rary, BMA Report, Sciel

‘ [ bank, Inside EP&
Close

ATCT4 POTCY
Customize? W ocFo iork, Federal Holidays, Contracts, Grants, / Administrative Policies, Human Res
Financial System Modernization Project, Financial Data Directives System, Technical Opsr:
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Step 23c: Type a password for your new keystore. This
password does not have to be the same as the password for
your certificate, CDX account, nor your computer. In fact, it is

wise to have a DIFFERENT password for the keystore.

e Click Next when done.
e A keystore is a protected database that holds your certificates and
keys.

Content Advizor

Ratings
@f wiewed Password

T maintain security, you must protect the private key by using a password,

Certificates

% Use cert Type and confirm a password.
gl authorit
Passward:
Clear [

Personal informat C,"n*r:l::‘:::iwnrdl PAS SWO R D C R EAT E D ! !
—u Awole ‘ Remember it!!
[ s Keep It Secure!!

Microzof
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< Back, H Mext = ][ Cancel \

Resouri
rary, BhA Rep

Mevvshank, In

o
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Customize?

Step 24: Another screen appears asking you the “File to Export.”
Click Browse.
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Step 24a: Navigate to the directory where you want to save your
keystore file
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Step 24b: Specify afile name for your keystore. Note: the
export format should use the “Personal Information
Exchange(pfx)” automatically.

e Click Next.

VS S
p Internet Options [? %]

Certificates ﬁ
Content Advisor
@{ Fiatings || Intended purpose: |<A\I> v| -
viewed o =
| Autall Cptions
Persanal |Other Pecple | Intermediate Certification Authorities | Trusted Root Certificatior ¢ * ik E 2 1
Certificates Issued To Issued By Expiratia...  Friendly Name | ‘
% Use cert EelstaaiD Gati Certificate Export Wizard
@l authoritie Elstacy Gatic
[ Clear File to Export
Specify the name of the file you want ko expart -
ite s
Perzonal informat
v AutaCol File name: h?t'sc'
and sug |F:\Tracking and Reporting|StacyGatica_key.pfx | L Browse... ]
Microsof List 0
hack
Certificate intend | avic
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Step 24c: Click Finish to close the wizard

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

“ou have specified the following zettings:

File Marme Do
Expork Kewvs Yes
Include all certificates in the certification path  Yes
File Formak Person
4] | 3|

= Back I Finish I Cancel

Step 25: You may see the following confirmation dialog box. If
so, click OK.

Exporting your private exchange key % |

An application iz requesting access to a Pratected item.

CryptodPl Private Key

(] I Cancel Details...

Step 26: Enter your password (from Step 23c) for the export
process. EPA suqggests NOT checking the “Remember
password” box. Click OK.
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Step 27: Click OK to recognize the export was successful! You
have completed Part 1 of the Electronic Reporting Guidance!!

[2 x| B
Content Advisor
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