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General Approach
Ohio EPA launched the Ohio EPA eBusiness Center, an electronic portal to Agency business services for the regulated community, in October 2007.  The portal provides the regulated community users a single web site from which they can access electronic services offered by the Ohio EPA.  
The services may be citizen focused or facility focused, and include services for applications (permits, licenses, registrations, etc.), reporting (MORs, compliance, etc.), and fee payments.  The portal also allows the Agency a single means of complying with general regulatory requirements such as CROMERR and other state or federal security-oriented requirements.

The regulated community user has a single site to access the services and has the ability to provide complete and accurate information to the Agency.  In addition, the regulated community is able to receive information relative to Agency processing of customer-specific requests (for example, the status of a recent permit application) as well as more general Agency communication like upcoming deadlines or seminars.

Each program area determines the full set of services they offer via the portal and all Agency-endorsed electronic services will be offered through the portal.  The extent and complexity of services offered are determined by customer needs, Agency needs and resources, and state and federal legislation.  
The portal represents a different means of collecting the information the Agency is legally authorized to collect and affords the Agency the opportunity to add or change services with relative ease. 

CROMERR requirements are addressed through 3 primary methods:  manual procedures, program level service software, and portal software.  These methods with CROMERR requirements are outlined below:

Manual Procedures
Acquisition and verification of an e-signature device (PIN + security question answers) 

Review of portal users’ service level request at a facility

Detection of a spurious submission due to off schedule submissions 

Ability to investigate a repudiated submission
Program Level Service Software

Opportunity to view human-readable version of submission

Presentation of attestation language 

Collection of PIN and security challenge responses at submission
Portal Software

Association of account with password

Association of account with PIN

Collection and management of account information

Association of portal users’ account with services at a facility (where appropriate)

Verification of PIN with account

Binding of PIN with submission

Copy of Record services

Long term management of Copy of Record
Notice of events surrounding PIN or service acquisition

General Security
The portal will use HTTPS with enTrust being the Certificate Authority.  HTTP works at the application layer and SSL works at the transport layer.  Secure Sockets Layer (SSL) uses public key encryption and provides data encryption, server authentication, and message integrity.  Customers can verify that a connection is secure in two different ways, either by looking at the URL to see that it includes https:// or by checking for a padlock or key icon on their web browser. 

Access Control

User Identification

At the portal, any user can create and use one or more accounts.  The accounts serve as a means to gain access to the portal and its general services.  Users create accounts on their own.  Account creation involves the user creating a username, a case-sensitive password, providing key password security information, and other, non-mandatory metadata about the user.

User Authentication to Portal Services

Password creation follows NIST IR 5153 guidelines.   Passwords are stored in a one-way encrypted form.  Only administrators with the authorized privilege will have access to encrypted passwords.  The clear-text representation of the password will be automatically suppressed or fully blotted from display at the point of entry.  The system will, by default, prohibit the use of null passwords during normal operation.  
The system will allow users to change their password from within their account.  If the users forget their password, they can call the help desk for a password reset after providing the answer to a security question associated with the Account.  A temporary password will be emailed to the email address associated with the account.  When the user accesses the account with this temporary password, they will be prompted to change the password.
The system will provide an algorithm for ensuring the complexity of user-entered passwords meet the following requirements:  Password minimum length will be eight characters; the password will include at least one upper case and one lower case alphabetic character, one numeric character, and one special character; and a password shall be reasonably resistant to brute-force password guessing attacks. 
It is important for CROMERR purposes to note that the Account password does not meet any of the identity-proofing requirements put forth in the rule – it is merely a means of controlling access to the portal site. 
User Authentication to CROMERR-Related Services

To access CROMERR-related services, a signature device will be obtained and is a randomly generated unique PIN.  The PIN format will follow NIST IR 5153 guidelines and the PIN will be stored in a two-way encrypted form.  Only administrators with the authorized privilege will have access to encrypted PINs.  The clear-text representation of the PIN will be automatically suppressed or fully blotted from display at the point of entry.  By default the system will prohibit the use of null PINs during normal operation.
The system will provide an algorithm for ensuring the complexity of system-generated PINs to meet the following requirements:  minimum length will be eight characters; the PIN will include at least one upper case and one lower case alphabetic character, one numeric character, and one special character; it shall be reasonably resistant to brute-force PIN guessing attacks; and it shall be uniquely associated with the individual requesting the PIN.
The PIN is intended to act as the individual’s unique signature device and as such is a lifelong signature device and can be used for multiple types of data submissions with the Ohio EPA.  If the individual changes employment the PIN will not change, but new service authorizations will need to be completed to identify the facility for which the person now submits reports.  The PIN can only be deactivated upon evidence of compromise or at the request of the user.   

As part of the PIN request and in order to act as a second factor, the user will establish five security challenge questions and answers known only to the user who is applying for a PIN.  These, along with the PIN, will be used to uniquely identify and validate the user at the point of data submission via any of the portal services subject to CROMERR and other state and federal requirements.  

To acquire a PIN, the user must first establish an account at the Ohio EPA eBusiness Center.  At this point the user has access to several services including account management and PIN acquisition.  The PIN acquisition service includes prompting the user for the information that is part of the Subscriber Agreement and asking the user to create the 5 security challenge questions and provide answers for each.  The security challenge questions and answers are stored in the portal as part of the PIN request.  The security question answers are encrypted.  This information is not associated with an account at this point.
The user then prints the Subscriber Agreement and takes the downloaded unsigned Subscriber Agreement to a public notary.  Once the notary has verified the information and determined the person completing the request is the person presenting it to the notary, the user will sign the Subscriber Agreement in the presence of the notary and the notary will sign and attach their seal to the document.  The user then mails, sends by courier, or hand-delivers the Subscriber Agreement to the Ohio EPA for manual review and processing.

PIN management will be performed centrally at the Ohio EPA where staff will receive the notarized Subscriber Agreements, review the document for completeness, document critical actions such as the time/date that the Subscriber Agreement was received, and generate the PIN.  
At the point the reviewer indicates the Subscriber Agreement is complete, the PIN is server-generated and associated with the security questions and answers entered online.  The PIN is also associated with the account.  The PIN and security answers are encrypted.   
Staff will print the PIN letters on a secured printer, and mail the PIN letter containing the PIN along with a PIN Fact Sheet to the user at the mailing address supplied by the user online; to help ensure the PIN is not compromised.  
If the PIN Management Section staff has questions or concerns about the PIN request, they will email or call the PIN applicant to resolve the problem.  If program staff needs to be involved, PIN Management staff will coordinate with the appropriate program as needed.  PIN-holders who forget their PIN or believe it to be compromised must contact the PIN management staff to resolve their issue.  
When PIN Management staff is notified of a compromised PIN, they then deactivate it and the PIN-holder goes through the “Request a PIN” process again in order to obtain a new PIN.  The customer is reminded of his/her responsibility to be the sole user of his or her assigned PIN and to protect it from view or use by others.   The Ohio EPA has an internal procedure in place to handle all known potential issues with the e-signature device.
When a PIN-holder forgets a PIN, staff will re-send the original PIN by letter to the address on file for mailing of the PIN; if the PIN-holder has failed to update their PIN mailing address online and want the PIN mailed elsewhere, they must initiate the PIN request process again after the agency deactivates the current PIN.
User Authorization to CROMERR-Related Services

At this point the user has established two means of identity proofing – the PIN and the PIN security challenge questions.  They are now able to submit data via the portal provided they have established that they are the authorized responsible party.

The user, now in possession of both an account and a PIN, will request recognition by the Ohio EPA as the Responsible Official.  When a user requests a service, he or she attests to being an RO or their authorized representative and are required to comply with the signatory regulation applicable to the program.  The program staff reviews the service requests and denies or approves the user's request to create and submit data for a specific service and specific facility (ies). 
Once this recognition is established, the user can request authorization to delegate the submission privilege for a specific facility within a specific service (provided the specific service allows for delegated submission) to other identity-proofed individuals who have completed the PIN request requirements. 
The Responsible Official can delegate the service-level privileges (create/edit/review) at a specific facility to other account-holders.  This allows the delegated service account holder to work with files that will eventually be submitted and to have access to facility-specific supporting data.
Account-holders other than the Responsible Official can delegate the create/edit/review privileges they have at a certain facility within a specific service to other accounts so that multiple users can work with the same facility or on the same documents.  All delegated privileges can always be revoked by the delegating account holder.  
In the eBusiness Center, the Responsible Official can delegate submit/certify rights to a delegated person; however, the Delegated Responsible Official (DRO) cannot further delegate submit/certify rights to another user online using the eBusiness Center software. 
If Responsible Official rights have been delegated to another in writing through submission of the proper paperwork and that person applies for a service [eDMR, eDWR, Air Services, eDRUMS (HW Annual Reports) etc.], the eBusiness Center allows those DRO’s (who are viewed as Responsible Officials) to delegate submit/certify rights to another user.  
This customer service-oriented functionality was built in order to preclude the necessity for all RO’s to obtain a PIN for the sole purpose of using the eBusiness Center to delegate the certify/submit role to someone else.
Associating the privileges with the account, program service, and facility is designed to provide the user access to only that information they are entitled to see.  Authorizations for Responsible Officials and Delegated Responsible Officials are designed to restrict the actual submission of data to known identity-proofed individuals who have completed and submitted a Subscriber Agreement and have received a PIN.

The process to obtain service level submission privileges varies from program to program based on the prevailing statutes and business practices of the program Division, but all follow general Agency-endorsed guidelines.  The user/requestor accesses the authorization Web forms from the portal.  These screens are program specific and ask the user to provide, as appropriate, facility information and level of privileges requested.
Depending on the program area for which they are requesting the submission privileges, the user may be asked to provide documentation that they are properly associated with a facility.  This information is then passed, either by mail, hand delivery, or electronically where possible, to program area staff within the Ohio EPA where a more detailed review is performed.  
Once the Agency program staff has determined that privileges should be granted, they will use the administrative features of the portal to assign the submission privileges.

Each program area has specific rules for how long privileges remain associated with accounts before they are timed out and the user must make the request again.  Additionally, users can revoke their own privileges, the primary Responsible Official can revoke delegated privileges, and the regulated entity can request, with proper documentation, that privileges be revoked.
Preparation for Submission

Service level software varies in its source and complexity based on the regulatory requirements it addresses.  All service level software is required to have a common look and feel and be integrated with the portal (follow portal navigation paradigms and make use of certain portal services).  The services range from modified commercial off-the-shelf (COTS) software to Ohio EPA-developed software to contractor custom software.
The complexity ranges from simple Web forms to large complicated applications with attachments and multiple layers of data.  The user experience ranges from a simple 15-minute session culminating in a submission to many sessions by many accounts over many months where a group of users contribute to a final submission.  Even with this range of content and complexity, each of the services will provide specific features to address certain CROMERR requirements.

The first of these features is the:
· Creation of and the provisioning of a human readable form of the data to be submitted.  Once the data has passed all service-level specific validation, the service will offer the user the opportunity to view a human readable form of the submission.  This may take different forms depending on the nature and size of the data involved; it may be an XML style sheet, a representative PDF file or a word processing document.
The second feature provided by the service level software is the:

· Attestation language for CROMERR purposes.  The service level software will display the CROMERR attestation language as well as any service-specific required attestations.  The user will respond to all language and the service-level software will collect the response.  The CROMERR-specific attestation language will be maintained and referenced from one physical location in the database. 

The last feature the service-level software will address is the:

· Collection of the user’s PIN.  Provided the user has agreed to all attestations, the service- level software will ask for and collect the PIN.  The user will provide the masked PIN and the software will bundle the PIN, the data submission package, the type of submission, and any other meta data needed for further processing and pass this bundle  to the portal submission service.  The service also retrieves and displays a random security question and collects the answer.  If the customer fails to correctly answer one of the randomly presented security questions within 5 presentations of several security questions, s/he is locked out of the system.
Submission

When a submission is made, regardless of the source service software or the object application system, the portal enforces the use of a common submission Application Programmer Interface (API).  The API provides many common services including several that meet the CROMERR requirements.  Generally these include PIN validation, the additional identity validation via security questions, preparing and creating the Copy of Record, and recording the event.

The program level services will have performed data validation appropriate to the purpose of the service and will have created an XML file for submission.  Additionally the service will have prompted for and captured the provided PIN and given the submission a name and type.  
The submission API will first validate the PIN (does the PIN supplied match the PIN on record relative to the account and privileges for the submission type and facility (if appropriate) associated with that account).  If successful, the API will then validate the security question answer associated with the PIN.
If the user successfully answers the security question the submission is deemed valid and the process continues.  If, at any of the identity validation steps, the response from the user does not pass validation criteria, the submission process is terminated and an error message indicating failure is returned by the service.  
The user will be asked to re-enter his/her PIN and answer a different randomly generated security question to attempt a subsequent submission.   Every failed submission attempt will result in an out-of-band email alerting the account holder and/or the PIN holder of the attempt and the reason for failure.   
Each successful and unsuccessful attempt to provide a PIN and security answer will be logged by the portal including the account and service attempting submission, type of submission, name of the data file attempting submission and date/timestamp.  If the customer fails to correctly answer one of the randomly presented security questions within 5 presentations of several security questions, s/he is locked out of the system.
A successful submission will result in the Copy of Record being created and the data package passed on to the object application system and a notice sent to the submitter via email.  The email will confirm a successful submission with instructions on how to access the Copy of Record.
Copy of Record (COR)
As one of the common services provided by the portal, CROMERR Copy of Record involves storing a copy of each successful submission in one central copy-of-record database.   Upon a successful submission, an on-screen acknowledgement will be generated by the system.  
An email will be automatically sent to the PIN-holder making the submission at the email address on record providing notification that a Copy of Record of the successful submission is available with instructions for accessing the Copy of Record.

Each Copy of Record is bound with the submitter’s PIN, security question and answer, and the data being submitted in one encrypted database CLOB (character large object).  At the same time, the portal performs a hash of the resultant file and stores the hash, the encrypted files, and other metadata about the submission, in the COR database.

The COR will remain in the database always available to the submitter for review, but available to no one else without submission of a proper FOIA request.  Through the portal services, the submitter can see a list of all submissions made by the submitter as well as pertinent metadata, and from that list select the COR s/he would like to review.  There are no printing capabilities as some of the CORs may contain trade secret data. Data remains in the COR database indefinitely.
Regardless of whether or not a COR is ever repudiated, accidental, or spurious, all COR’s are kept forever, but flagged as appropriate.
User Repudiation
If and when a user (RO or DRO) wishes to repudiate a submission, s/he does so by clicking on “My Submissions” in the menu for his or her Account and selecting “repudiate” for that specific submission. This is done in the same interface as the Copy of Record viewing.  At that point, a manual process is initiated that is supported by the information from the portal, the COR database, and the programmatic data systems. 
While the specific steps may vary from program area to program area depending on the specific nature of the repudiation claim, all programmatic processes are essentially the same.  Program system administrators begin the process of reviewing the data submitted (COR), the user claim, the data received (programmatic application system) and determining whether or not the data should be resubmitted.
If the original submission is found to be in error, the appropriate steps are taken to remove the data from the programmatic data system if possible and the user is instructed to re-submit.  The resubmission results in a separate Copy of Record and new data in the programmatic application system.  The COR metadata for the original entry is noted as repudiated and, if necessary (for instance due to a compromised e-signature device), the user’s signature device (PIN) is deactivated.
Spurious Submissions

At the Ohio EPA, spurious detection will take place in the program offices as part of the routine review and handling of program-related submissions.  In other words, as part of the business practices the program areas follow, staff will review results and the initiating submission whenever anything out of the ordinary occurs including off-cycle submissions that were not expected; compliance results that are out of range or out of the ordinary for what to expect for a given facility; or multiple unexplained submissions of the same document(s), and submissions with apparent incorrect data.  
In each case, program staff will follow through with direct contact with the facility person who made the submission(s) to determine the reasonable cause or that a spurious submission has occurred.  

If a true spurious submission is detected, the program area and facility/submitter shall work together to determine the appropriate action which may include deactivation of the signature device or revocation of privileges.

Accidental Submissions

An accidental submission can be identified by either EPA staff or by the user.  If an accidental submission is reported by the PIN holder, it will be referred to the program for investigation.  Review for potential accidental submissions is similar to the review procedure for spurious submissions.  The review will take place in the program office as part of the routine review and handling of program-related submissions.  
Staff will review results and the initiating submission whenever anything out of the ordinary occurs including off-cycle submissions that were not expected, compliance results that are out-of-range or out of the ordinary for a given facility, multiple unexplained submissions of the same document and submissions with apparent incorrect data.
In these cases, staff will follow through with direct contact with the facility/person that made the submission to determine the reasonable cause.  If determined to be an accidental submission, the Copy of Record for that submission will be flagged as accidental and the data will be removed from the programmatic data system.
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