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System 1 of 1

System Name: Florida Department of Environmental Protection (FDEP) e-Reporting System

Please complete the information below for each report received by this system.
For additional reports, please make copies of this page.

Report 1 Name: See attached inventory of all reports — Attachment B

Associated EPA Applicable EPA Region:

Office:
See Attachment B

40 CFR Citation:

See Attachment B See Attachment B

Requires Signature: Electronic Signature: | Priority Report:

[]Yes[]No []Yes[]No []Yes[]No

Brief Overview of System:

The FDEP e-Reporting System will be a secure web portal through which FDEP customers may submit a wide variety of
reports, including those specific to our agency’s environmental regulatory responsibilities. As many of these reports fall
under the requirements of the CROMERR, the FDEP e-Reporting System will conform with all requirements of this rule.
Refer to Attachment A for a more detailed system overview.

Attachments included in this application for this system:

X] Description of how this system complies with CROMERR requirements under 40 CFR 3.2000

[] Schedule of planned upgrades or changes to this system

X] Other Attachments (Please list):

Attachment A — System Overview

Attachment B — Reports inventory

Attachment C — General Counsel’s Certification of Legal Authority for Authorization to Implement Electronic Reporting in
Conformance with 40 CFR 3.2000

Attachment D — Checklist (additional attachments supporting the checklist are referenced within the checklist itself.)
These attachments are:

>

FDEP CROMERR Process Flow
Self-Registration Screen

Sample Registration E-mail/Verification Screen
Electronic Signhature Device & Subscriber Agreement
Sample Authorization Document

Sample Online Data Entry Form

Example of Detail Report

Screenshot of Document Submittal

Sample e-mail with Transmission Error
Sample Professional Authentication Document
DEP Directive 335 — Records Management

BOO~NOTORONEE

o




11.
12.
13.
14.
15.

Application Server Schematic

DEP Directive 390 — Information Security Policy & Standards
FDEP Backup Standard

FDEP Application Disaster Recovery Plan

FDEP Continuity of Operations Plan
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Introduction

The Florida Department of Environmental Protection (FDEP) is the lead Florida state
government agency for environmental protection and resource management. In addition to its
role as lead state environmental regulatory agency, FDEP is also responsible for the acquisition
and management of state lands, the oversight and management of the Florida State Parks System,
and a variety of other land and natural resource management activities. With such a range of
responsibilities, FDEP receives numerous and diverse documents and reports from an array of
customers. These documents include permit applications, monitoring reports, event driven
notices, notices of intent, land acquisition authorizations, construction specifications and
certifications of compliance or non-applicability.

FDEP would like to improve the efficiency and effectiveness with which it does business with its
customers by developing a single, enterprise-wide electronic document receiving system. This
system, hereafter called the FDEP Electronic Reporting (e-Reporting) System, is part of our
larger e-Services Portal Strategic Initiative. The successful implementation of a single e-
Reporting system would result in numerous benefits, both for the FDEP and its customers,
including:

e Improved quality in data submissions from the public
e Reduced data entry workload for FDEP staff
e Faster communications between FDEP and its customers

e Reduced burden on the public by allowing FDEP customers to register and establish a
single account for submitting electronic documents to any FDEP program

While there are many significant benefits to developing a single e-Reporting system to support
all FDEP programs, the adoption of EPA’s Cross-Media Electronic Reporting Rule
(CROMERR, Title 40 Code of Federal Regulations) has made development of such a system
critical specifically to the environmental regulatory programs. CROMERR has two purposes: 1)
to provide electronic reporting alternatives that improve the efficiency, the speed, and the quality
of regulatory reporting, and; 2) to provide electronic documents with the same level of legal
dependability as corresponding paper documents submitted under environmental programs.

As they relate specifically to CROMERR compliance and FDEP enterprise e-Reporting, the
current high-level objectives for a FDEP e-Reporting System are to:

e Meet performance standards established by the CROMERR in order to receive approval by
the EPA for changes to all affected delegated, authorized, or approved programs

e Comply with any additional document submission requirements specified in Florida
Statutes, Florida Administrative Code and EPA regulations

e Provide a user interface that is seamless and integrated

e Allow FDEP customers to register, establish their identity, and request and obtain an e-
signature device through a single user account manager
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e Receive any information in digital form, including images, data, text, electronic file
“attachments”, sounds, codes, computer programs, software or databases

e Provide the flexibility necessary to incorporate FDEP land and resource management
programs’ electronic reporting needs into the FDEP e-Reporting system.

The remainder of this document details FDEP’s e-Reporting system that both complies with the
federal CROMERR requirements and fits within the vision of a single system that supports both
its regulatory and resource management programs. While specific requirements have been
identified for regulatory program compliance, any Department-wide e-Reporting system must
also provide the flexibility to allow other non-regulatory programs to integrate their reporting
and document submission requirements, as those requirements are identified. Due to federal
deadlines, the FDEP e-Reporting System will initially focus on the specific requirements for
CROMERR compliance.

Background

A number of programs in FDEP currently receive documents electronically. For example, the
Office of Wastewater Management receives electronic Discharge Monitoring Reports through
the Electronic Environmental Reporting (e2 Reporting) System. The Division of Air Resource
Management receives several permit applications electronically through the Electronic Permit
Submittal and Processing System (EPSAP). With this in mind, the FDEP CROMERR
Coordinators Workgroup established the following objectives:

e FDEP should use the 40 CFR Part 3 approval process that allows consolidated applications
for multiple programs to submit a single consolidated CROMERR Application for all
programs, even those that are not currently receiving documents electronically.

e FDEP should create a single, enterprise-wide electronic document receiving system as part
of its larger e-Services Portal Strategic Initiative to be used by all programs at FDEP,
whether they must comply with CROMERR or not.

e The drive toward a single enterprise-wide electronic document receiving system and our
effort to apply for and receive EPA approval should not interrupt existing, successful on-
line electronic document receiving systems.

e The FDEP Electronic Reporting System design and development will occur concurrent to
the EPA CROMERR review and approval process.

Scope

The FDEP e-Reporting System includes the business practices, apparatus, procedures, software,
records and documentation used by FDEP to receive electronic documents and reports. The
FDEP e-Reporting System encompasses the common business and system processes associated
with:

e Registration of users and potential signatories
e E-signatures (issuance, acceptance and validation)

e Signing authority (verification and maintenance)
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e Report submittal

e Copy of record creation and maintenance

The FDEP e-Reporting System also encompasses the customized processes associated with
reports submitted electronically, including:

e Electronic Interfaces

The actual creation of the electronic report whose contents is obtained through an on-line
session, a data flow or the identification of electronic document attachments.

e User Account Management

This includes the creation, validation and establishment of user accounts and electronic
signatures. This also includes the information and processes needed to establish or
revoke signing authority among the many DEP program areas (e.g., gathering
participation paperwork, automated multiple signatories, or certification statements.)

e Creation and Management of Report Content

The actual creation of the electronic report whose content is obtained through an on-line
session, a data flow or the identification and uploading of electronic document
attachments.

e Management of Report Submission

This includes the collection and validation of electronic signatures, authorizations, report
and signature hashing and notifications to submitter and any additional
signatories/responsible parties.

e Creation and Management of Copy of Record

The Copy of Record process handles the storage and management of the official copy of
record, as well as any repudiation or spurious submission flagging for submitted reports.

e Data Distribution

Data Distribution encompasses any actions that occur as a result of the receipt of a
particular electronic report or document, including but not limited to: the distribution of
the data contents of the electronic report to a database management system, a document
management system, or a geographic information system; generation of e-mail; initiation
of workflows; or starting of time clocks.

e Other Reusable Modules

A collection of common modules that can be used to meet the business needs of
individual programs, such as electronic payment, document management or spatial
locator/mapping tools.
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Overview of the FDEP e-Reporting System
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Customer Portal: Custom User Interfaces

A customized User Interface must be developed for each type of report to be received through the
FDEP e-Reporting System. The specifications for each User Interface are based on the business
rules of the program that manages the electronic report, and the characteristics of the electronic
report itself. The User Interface consists of on-line forms, instructions, references to legal
authorization, downloadable files, etc.

E-signature Business Rule

One of the most important business rules governing the submittal of electronic documents is
whether an electronic signature is required. If a signature is required on the paper document, then
the corresponding electronic document must bear an electronic signature. Programs that receive
electronic documents in lieu of paper must require that any electronic document bear the valid
electronic signature of a signatory if he or she would be required to sign the paper document for
which the electronic document substitutes.

Authorization Business Rule

“Authorization to sign” or “signing authority” is defined as the relationship of the person signing
with a report type and the entity for which he or she will sign. Signing authority must be
determined with legal certainty by the Department in order to ensure that the person signing is
authorized to sign a specific report for a specific entity. A program may select any or all of the
following four methods for determining authorization to sign:

1. Certification Statement: The individual is required to sign a certification statement attesting to
their authority to sign reports based on their relation to the entity for which they will sign, such
as an owner, responsible corporate officer, proprietor, principal executive officer, or ranked
elected official. Regulations, statutes or rules may identify allowable signatory relations. For
example, Section 62-620.305(1) F.A.C. (Florida Administrative Code) specifies the allowable
signatory relations to a wastewater facility for wastewater permit applications.

2. Duly Authorized Representative: Owners and responsible officials may be allowed to duly
authorize one or more representatives to sign certain reports on their behalf. This authorization
must be made in writing with a hard-copy form or an electronic report and must be received
prior to any reports, information or applications to be signed by the authorized representative.
This choice will frequently be used by programs wishing to establish and maintain authorization
information over a long period of time, to cover frequent and periodic reporting requirements.
For example, Section 62-520.305(2) F.A.C. allows a duly authorized representative to be named
by a responsible official only if the authorization is made in writing and submitted to the
Department.

3. Multiple Signatory Process: If the paper form for which the electronic report will substitute
requires multiple signatures, then a multiple signatory automated process can be used for both
collecting multiple signatures and for authorizing signatories. For example, in the case of a
Title VV Air permit application which must be signed by a Professional Engineer and an Owner
or Responsible Official:

a. the Professional Engineer signs the document,
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b. the permit application is electronically forwarded to the Owner or Responsible
Official,

c. the Owner or Responsible Official signs the document. The Owner or Responsible
Official’s signature both certifies the permit application and authorizes the signature
of the Professional Engineer,

d. the permit application is received by the FDEP e-Reporting System.

4. Post-Receipt Verification: Some programs may choose to determine the signing authority
through verification after the electronic document has been received. This option may also be
used in addition to other methods for determining the authorization to sign. For example, this
method could be used to check property ownership through the county tax appraisers’ offices or
to check the professional credentials of a signatory if the report requires the signature of a
Professional Engineer or Professional Geologist.

Restriction for Priority Reports: If the program is delegated, authorized or approved by the
EPA, and if the report to be received is a “Priority Report” as identified in Appendix 1 of Part 3,
Title 40 CFR, then the identity and authority of the individual signing the document must be
established before the electronic document is received. Post-Receipt Verification cannot be
used for Priority Reports.

The authorization business rule should be accompanied by a reference to any regulation, statute or
rule specifying who is authorized to sign the report and how the authority may be established. For
example, Section 62-620.305(2) F.A.C. specifies how a duly authorized representative can be
identified to sign reports required by wastewater permit applications and other related information
requested by the Department.

Certification Statement Business Rule

In cases where the electronic document must bear an electronic signature, the FDEP e-Reporting
System is required to give the signatory the opportunity, at the time of signing, to view and
acknowledge the content or meaning of the any required certification statements and warnings.

As seen in the Authorization Business Rule above, certification statements can be used to establish
the relationship of the person signing to the entity for which he or she will sign. Additionally, some
reports require that any person signing a document must make very specific certification statements.
A report may require certification that the document and any attachments were prepared under their
direction or supervision; that to the best of their knowledge the information submitted is true,
accurate, and complete; that the permit, if granted by the department, cannot be transferred without
authorization from the department; or that they are aware that there are significant penalties for
submitting false information. The Certification Statement business rule will be accompanied by a
reference to any regulation, statute or rule specifying required certification statements.

Options for Creating an Electronic Report

Every user (submitter/signatory) of the FDEP e-Reporting System uses at least a minimum online
data entry form to submit an electronic report. This online data entry form is used to associate the
submitter with the report being submitted. The submittal can be built using several methods:
additional online data entry, the use of attachments, the creation of a valid XML submission file or
the creation of a valid text-based submission file. Programs may use any or all of these methods.
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CROMERR Modules

User Account Manager Module

The User Account Manager includes the user profile, authentication, security and electronic
signature information associated with all Customers of the FDEP e-Reporting System. The User
Account Manager handles the registration and login processes for using the FDEP e-Reporting
System, and the automated parts of the identity-proofing process associated with issuing electronic
signatures. The Customer interacts directly with the User Account Manager to manage their account
and modify user profile information.

The department will use its enterprise document management system as the central clearinghouse
for the processing and storage of Electronic Signature Device/Subscriber Agreements. Only one
Subscriber Agreement is needed for each signatory. The single Subscriber Agreement is valid for
any electronic submittal to any program in the agency. The agreements will be stored in a manner
that prevents unauthorized access. Sufficient security will be maintained to ensure that no
agreement has been tampered with or prematurely destroyed. The paper copy Electronic Signature
Device/Subscriber Agreement containing the wet-ink signature of the Signatory will be securely
stored until five years after the associated electronic signature device has been revoked or
deactivated.

Content Manager Module

The Content Manager provides the Customer of the FDEP e-Reporting System with a means to
review their draft submissions (before they are officially submitted). The Content Manager allows
Customers to work on a draft submission over multiple sessions. Once an electronic report is
submitted to the Department using the Submission Manager of the FDEP e-Reporting System, it is
no longer available in the Content Manager.

Submission Manager Module
This module manages the following processes:

Determining Electronic Signature Device Ownership
Determining that electronic signature device is not compromised
Determining a registrant’s signing authority

Validating Signatures

Acknowledgement Receipts

Transmission error checking and documentation

Copy of Record Manager
This module manages the following processes:

e Ensuring that the electronic document cannot be altered without detection at any time after
being signed

“Including” signatures in copies of record

Creating (establishing) the Copy of Record

Maintaining the Copy of Record

Providing opportunity to review

Providing opportunity to flag invalid/compromised submittals
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The table below shows an overview of the user types and privileges of the CROMERR modules in
the e-Reporting system.

User Type e-Reporting System Account Privileges
(CROMERR Modules only)
Customer User Account Manager e Maintain their personal user account
e Change their email/password (not within
same session as submitting a report)
e Generate an Electronic Signature
Device/Subscriber Agreement
Customer Content Manager ¢ View and obtain reporting requirements
e Draft new reports
e Upload potential attachments
Customer Submission Manager e Submit reports that do not require a
signature
e Track the status of submitted reports
Customer Copy of Record Manager e View copies of record
Signatory User Account Manager e Request PIN reset
Signatory Submission Manager e Sign and submit any report that requires a
signature
Signer Submission Manager e Sign and submit a single report that
requires a signature (one time only)
FDEP Authorized | User Account Manager Authorize the issuance of a PIN
Staff Reset passwords & PINs

Revoke or inactivate a PIN/account

Signatory/Signer

Copy of Record Manager

Repudiate a report
Flag report submission as spurious

Refer to the FDEP - CROMERR Process Flow (Attachment 1A) for details on the system process

flow.

Attachment A
Page 9 of 9




Attachment B

FDEP: CROMERR Reports Inventory

Signature Electronic Priority
EPA Required? Signature OK? Report?
Report Name 40 CFR Citation | EPA OFFICE | REGION (Yes/No) (Yes/No) (Yes/No)
Hazardous Waste
40CFR262.12;
Notification of Regulated Waste Activity 271.10 HW/OSWER 4 YES YES NO
RCRA Permitting for Hazardous Waste Facilities - 40CFR270; 264F;
applications and modifications 265F HW/OSWER 4 YES YES YES
Hazardous Waste Transporter Registration - to
include:
-Transporter Status Form
-HW Certificate of Liability Insurance
-Transfer Facility Notification Form 40CFR263; 271.11|HW/OSWER 4 YES YES NO
Universal Waste Handler Registration 40CFR273 HW/OSWER 4 YES YES NO
Used Oil Handler Registrations - to include:
-Used Oil Handler Registration Form
-Used Oil Certificate of Liability Insurance
-Used Oil Annual Report
-Public Used Oil Collection Center Notification and
Annual Report 40CFR279 HW/OSWER 4 YES YES NO
Hazardous Waste Notification - Land Disposal
Restrictions 40CFR268.9(d) HW/OSWER 4 YES YES YES
Certification of Closure and Post Closure Care, Post-
Closure Notices 40CFR264; 265 |HW/OSWER 4 YES YES YES
40CFR270;
264.101; 264F,;
RCRA Corrective Measures reporting 265F HW/OSWER 4 YES YES NO
RCRA Facility Investigation 40CFR264.101 HW/OSWER 4 YES YES NO
40CFR264.97
Groundwater monitoring reports through 264.99 HW/OSWER 4 YES YES NO
Certification of Testing Lab Analysis 40CFR270 HW/OSWER 4 YES YES YES
40CFR262.41;
Hazardous Waste Biennial Reporting 264.75; 265.75 HW/OSWER 4 YES YES NO
Contingency Plan Implementation Reports 40CFR264; 265 |HW/OSWER 4 YES YES YES
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Attachment B
FDEP: CROMERR Reports Inventory

Signature Electronic Priority
EPA Required? Signature OK? Report?
Report Name 40 CFR Citation | EPA OFFICE | REGION (Yes/No) (Yes/No) (Yes/No)
40CFR264; 265;
264.72(b);
Significant Manifest Discrepancy Reports 265.72(b) HW/OSWER 4 YES YES YES
40CFR264; 265;
Unmanifested Waste Reports 264.76; 265.76 HW/OSWER 4 YES YES YES
40CFR264; 265;
Noncompliance Report 264.1090 HW/OSWER 4 YES YES YES
40CFR262.42;
Exception Reports 262.55 HW/OSWER 4 YES YES YES
One Time-Emergency ID manifest returns 40CFR271.10 HW/OSWER 4 YES YES NO
Solid Waste
Solid Waste Permitting - applications, modifications,
variances, waivers, operating records, and financial
assurance records. 40CFR257; 258.29|0SW 4 YES YES NO
Solid Waste Facility Monitoring — Water Quality,
Leachate, Ash, and Gas Monitoring reports 40CFR257; 258.29|0SW 4 YES YES NO
Solid Waste Compliance — compliance records,
evaluation reports, and remediation records. 40CFR257; 258.29|0SW 4 YES YES NO
Water Facilities Funding
DWSRF/CWSRF — Loan Applications None N/A 4 Yes YES NO
DWSRF/CWSRF — Request for Inclusion Forms None N/A 4 Yes YES NO
DWSRF/CWSRF — Planning Documents None N/A 4 Yes YES NO
DWSRF/CWSRF — Various other forms None N/A 4 Yes YES NO
OCP - Exam and License Applications None N/A 4 Yes YES NO
Wastewater
Discharge Monitoring Reports (DMRS) f;;pter 1, Part EPA Region 4 4 Yes Yes Yes
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FDEP: CROMERR Reports Inventory

Signature Electronic Priority
EPA Required? Signature OK? Report?
Report Name 40 CFR Citation | EPA OFFICE | REGION (Yes/No) (Yes/No) (Yes/No)
Drinking Water
No CFR Citation -
L o . Florida
Application for a Specific Permit to Construct PWS - .
Components Adm|n|s'tra't|ve n/a Yes n/a
Code Citation: #62-
555.900(1) 4 NO
No CFR Citation -
Florida
Monthly Operation Report for Subpart H Systems Administrative Yes Yes
Code Citation: 62-
555.900(2) EPA Region 4 4 NO
No CFR Citation -
Monthly Operation Report for Consecutive Systems |Florida
that Receive Purchased Finished Water from a Administrative Yes Yes
Subpart H System Code Citation:62-
555.900(6) EPA Region 4 4 NO
No CFR Citation -
New Water System Capacity Development Financial FIongg .
and Managerial Operations Plan Adm|n|s_tra_t|ve ves NO
Code Citation: 62-
555.900(20) EPA Region 4 4 NO
No CFR Citation -
Certification of Delivery of Consumer Confidence Floru_ja_ .
Information to Supplied Systems Adm|n|s_tra_t|ve ves NO
Code Citation: 62-
555.900(21) EPA Region 4 4 NO
No CFR Citation - Office of
Format to be used for reporting all drinking water Florida
. ) . . Ground Water
chemical analysis results except for lead and copper |Administrative . Yes Yes
. o and Drinking
tap samples and water quality parameter samples. |Code Citation: 62- Water
550.730 4 NO
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FDEP: CROMERR Reports Inventory

Signature Electronic Priority
EPA Required? Signature OK? Report?
Report Name 40 CFR Citation | EPA OFFICE | REGION (Yes/No) (Yes/No) (Yes/No)
EI(;%;R Citation - Office of
Format to be used for reporting all drinking water . . Ground Water
. . . Administrative . Yes Yes
bacteriological analysis results. o and Drinking
Code Citation: 62- Water
550.730 4 NO
NPDES Stormwater
: . L Stormwater/N
Generic Permit Applications 122.26 PS Section 4 Yes Yes Yes
: Stormwater/N
Notices of Intent (NOIs) 122.26 PS Section 4 Yes Yes No
. L Stormwater/N
Notices of Termination (NOTS) 122.26 PS Section 4 Yes Yes No
No Exposure Exclusion 122.26 Stormwgter/N Yes Yes No
PS Section
Discharge Monitoring Reports (DMRS) None N 4 Yes Yes No
Underground Injection Control (UIC)
Monthly Operating Reports 146.13(c) EPA Region 4 4 Yes Yes No
Engineering/Construction Reports 146.13(c) & EPA Region 4 Yes Yes No
146.14 4
Drilling Reports 146.13(c) EPA Region 4 4 Yes Yes No
Mechanical Integrity Testing Reports 146.13(c)(2)(i) EPA Region 4 4 Yes Yes No
Permit Applications 146.14 EPA Region 4 4 Yes Yes' No
Compliance reports 146.13(c) EPA Region 4 4 Yes Yes No
Signatory 144.32 & 144.51 |EPA Region 4 4 Yes Yes' No
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FDEP: CROMERR Reports Inventory

Signature Electronic Priority
EPA Required? Signature OK? Report?
Report Name 40 CFR Citation | EPA OFFICE | REGION (Yes/No) (Yes/No) (Yes/No)
Air
70.5(c )(9),
70.5(d), 70.6(c
)(5), 71.5 (c )(9),
Air Permit Application Forms 71.5(d), 71.24(f) |EPA Region 4 4 Yes Yes Yes
Annual Operating Report 51.211 EPA Region 4 4 Yes Yes Yes
Notice of Demolition or Asbestos Renovation 61.145|EPA Region 4 4 Yes Yes No

Notes:
1. Also requires hard copy
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Attachment C

GENERAL COUNSEL’S CERTIFICATION OF LEGAL AUTHORITY FOR AUTHORIZATION
TO IMPLEMENT ELECTRONIC REPORTING IN CONFORMANCE WITH 40 C.F.R. §3.2000

| hereby certify, pursuant to my authority as General Counsel of the Florida Department of
Environmental Protection (FDEP) and as designee of the Honorable Witliam McCollum,
Attorney General of the State of Florida, and in accordance with 40 Code of Federal
Regulations § 3.2000(c) that in my opinion the laws of the State of Florida provide adequate
authority for the State of Florida Department of Environmental Protection to accept electronic
documents in lieu of paper documents to satisfy requirements under federal programs
delegated to the Florida Department of Environmental Protection or that the Florida Department
of Environmental Protection is authorized to administer. | further certify that the statutes and
rules discussed below are in full force and effect on the date of this certification.

Section 403.061, Florida Statutes, assigns to the Department the power and duty to control and
prohibit air and water pollution in the State of Florida. Among the many powers granted to the
Department are the powers to: exercise general supervision of the administration and
enforcement of the laws, rules, and regulations pertaining to air and water pollution,
§403.061(6); to adopt rules, §403.061(7); to issue orders necessary to effectuate the control of
air and water pollution, and to enforce those orders by all appropriate administrative and judicial
proceedings, §403.061(8); to establish ambient air quality and water quality standards,
§403.061(11); to require persons engaged in operations that may result in pollution to file
reports with the Department, §403.061(13); to establish a permitting system whereby a permit
may be required for the operation, construction, or expansion of any installation that may be a
source of air or water pollution, §403.061(14); and to perform any other act necessary to control
and prohibit air and water pollution, §403.061(28). The Department has the authority to adopt
rules to obtain approval from the United States Environmental Protection Agency to administer
the National Pollution Discharge Elimination System permitting program. §§403.061(31), and
403.0885, Fla. Stat. It has the authority to exercise the duties, powers, and responsibilities
required of the state under the Clean Air Act, 42 U.S.C. §§7401, et seq. §§403.061(35), and
403.0872, Fla. Stat. It has the authority to adopt rules necessary to obtain delegation of the
hazardous waste management program from the United States Environmental Protection
Agency under the Hazardous and Solid Waste Amendments of 1984. §§403.704(21), and
403.721-722, Fla. Stat. The Department is authorized to establish primary and secondary
drinking water standards and to adopt rules to implement the federal Safe Drinking Water Act.
§403.853-.861, Fla. Stat. Finally, the Department has the authority to implement the
underground injection contro! program. §§373.309, 403.061, 403.087, 403.704, 403.721, Fla.
Stat. | or my predecessors have previously opined that the Department has sufficient legal
authority to administer each of these federal programs and the United States Environmental
Protection Agency has determined that the Department has the requisite authority and
delegated the program to the Department or authorized it to administer the state program in lieu
of the federal program. See, 40 C.F.R Part 52, Subpart K-Florida; 40 C.F.R Part 62, Subpart K-
Florida; 40 C.F.R. Part 272, Subpart K- Florida;40 C.F.R. Part 147, Subpart K-Florida; 60 Fed.
Reg. 25718 (May 12, 1995) Thus, the Department has authority to require all documents
necessary to comply with these authorized programs.
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1. A person is subject to any appropriate civil, criminal penalties or other remedies under
state law for failure to comply with a reporting requirement if the person fails to comply
with applicable provisions for electronic reporting.

Chapter 403, Florida Statutes, makes a failure to comply with Chapter 403 or any Department
rule, order, permit, or certification a violation of the Chapter. See, §§403.161, 403.514,
403.533, 403.708(10), 403.727(1), and 403.859, Fla. Stat. Thus, any person who fails to
comply with any reporting requirement found in a Department rule, permit, or certification,
whether the requirement is for the filing of *hard copy” or electronic reports, has committed a
violation of Chapter 403. Any such person is liable for appropriate civil and criminal penalties,
for injunctive relief, and for damages. See, §§ 403.121, 403.141, 403.161, 403.708, 403.727,
and 403.860, Fla. Stat.

2. Where an electronic document submitted to satisfy a Department reporting requirement
bears an electronic signature, the electronic signature legally binds or obligates the
signatory, or makes the signatory responsible to the same extent as the signatory's
handwritten signature on a paper document submitted to satisfy the same reporting
requirement.

Fiorida has adopted the Uniform Electronic Transaction Act. See §668.50, Fla. Stat. This
statute applies to transactions between parties each of whom has agreed to conduct
transactions by electronic means. §668.50(5)(b), Fla. Stat. The Department is authorized to
determine whether and the extent to which it will send and receive electronic records and
signatures. §668.50(17)-(18), Fla. Stat. Department rules do not currently require the use of
electronic reporting or other electronic transactions. However, some programs provide regulated
persons the opportunity to do so. Those persons who elect to submit reports or other
documents are required to enter into a Subscriber Agreement, thus making the transactions
subject to this act. Section 668.50(7), Florida Statutes, provides that if a provision of law
requires a record to be in writing, an electronic record satisfies that requirement and that if a
provision of law requires a signature, an electronic signature satisfies the requirement. Thus,
this statute gives the same legal effect to an electronic signature as to a handwritten one on a
paper document.

3. Proof that a particufar electronic signature device was used to create an electronic
signature that is included in or logically associated with an electronic document that is
submitted to satisfy a Department reporting requirement will suffice to establish that the
individual uniquely entitled to use the device at the time of the signature did so with the
intent to sign the electronic document and give it effect.

Pursuant to section 668.50(2)(h), an electronic signature is "a sound, symbol, or process
attached to or logically associated with a record and executed or adopted by a person with the
intent to sign the record.” Pursuant to section 668.50(9)(a), Florida Statutes, “An electronic
record or electronic signature is attributable to a person if the record or signature was the act of
the person. The act of the person may be shown in any manner, including a showing of the
efficacy of any security procedure applied to determine the person to which the electronic record
or electronic signature was attributable.” The security procedure to be used in connection with
the Department's electronic reporting system is described in the Department's CROMERR
Checklist. A person using the electronic reporting system must first register on-line to obtain a
user name and password. If the applicant wishes to electronically submit any document
requiring an electronic signature (required for all documents electronically submitted to satisfy

2



requirements of federally delegated or authorized programs if the documents would require a
“wet-ink” signature if submitted on paper), the applicant must log-on to the system using the
appiicant’s assigned user name and password, select and provide answers to five personal
security questions, print out a subscriber agreement, sign the agreement before a notary, and
submit that hard copy document to the department. The Department then assigns the applicant
a personal identification number {(PIN}. The user name, password, PIN and an answer to one of
the five personal security questions thereafter constitutes the applicant’s electronic signature. In
the Subscriber Agreement, the person requesting a PIN expressly agrees that the subscriber
will protect the electronic signature, immediately notify the Department if the electronic signature
is compromised, and immediately notify the Department of any suspect filings made after the
compromise and repudiate those documents. Furthermore, the applicant expressly agrees to
be legally bound, obligated and responsible for the use of the electronic signature assigned to
the person by the Department. Thus, by the security procedures described in the CROMERR
Checklist and the express terms of the Subscriber Agreement, the use of the electrenic
signature will suffice to establish that the person uniquely entitled to use the device did so with
the intent to sign the electronic document and give it legal effect. The subscriber, of course,
may present evidence to an approprate tribunal in an attempt to demonstrate that the
subscriber did not, in fact, electronically sign a document, just as the subscriber could challenge
a signature on a hard-copy document. Although | cannot know with certainty how any particular
trier of fact will regard adduced evidence, | expect that, barring unforeseen circumstances
unique to the case, the electronic documents produced by the DEP e-Reporting System will be
both admissible and will satisfy the government's burden of proof with regard to the authenticity
and authorship of any such electronic document in an administrative, civil, and/or criminal
enforcement proceeding.

4. Nothing in the Department’s authorized program limits the use of electronic documents
or information derived from electronic documents as evidence in enforcement

proceedings.

As noted above, Florida has adopted the Uniform Electronic Transaction Act. This act
establishes parity between electronic signatures and handwritten signatures, and between
electronic documents and paper documents. Section 668.50 (7)(a), Florida Statutes, provides
that a record or signature may not be denied legal effect or enforceability solely because the
record or signature is in electronic form. Section 668.50(13), Florida Statutes, further provides
that evidence of a record or signature may not be excluded solely because the record or
signature is in electronic form. Finally, section 92.28, Florida Statutes, provides that
reproduction of electronic documents required or authorized to be filed with governmental units,
including the Department, “shall in all cases be admitted and received as evidence with a like
force and effect as the original would be...”

| hereby certify that the General Counsel of the Florida Department of Environmental Protection
does not have a Seal of Office to affix to this document.

Thomas M. Beason,
General Counsel

Date
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Item

FDEP Electronic Reporting System Application

The Florida Department of Environmental Protection’s (FDEP) e-Reporting system is an enterprise-wide
electronic document receiving system which ties in with our larger e-Services Portal Strategic Initiative. This
one system will be used to receive all of the numerous and diverse documents and reports sent to the
agency from an array of customers. The primary benefit of developing a single e-Reporting System is to
reduce the burden on the public by allowing FDEP customers to register and establish a single account for
submitting electronic documents to any FDEP program. Where e-signatures are required, a single
electronic signature device can be used to sign any electronic document submitted to the FDEP.

Registration (e-signature cases only)

1. Identity-proofing of registrant

Overview:

FDEP will use a Subscriber Agreement: per CROMERR 3.2000(b)(5)(vii)(C) the receipt of a signed
Subscriber Agreement is sufficient proof of the user’s identity. FDEP requires that the Subscriber
Agreement be notarized. FDEP staff will use due-diligence when processing signed/notarized
Subscriber Agreements. To the best of its ability, FDEP will validate the information provided to
assure accuracy and authenticity and will confirm the agreement has been properly notarized. The
same business practices are used for identity-proofing all reports that require an electronic signature;
no distinction is made between priority reports and non-priority reports. Further explanation of the
Subscriber Agreement is listed in la.

la. Id

entity-proofing before accepting e-signatures

Business Practices:

The FDEP e-Reporting System requires, at a minimum, that a unique Username be established and
a Password be issued. The (Username + Password) combination is sufficient to access the system,
and to electronically submit any report that does not require an electronic signature. The following
business practices occur for all registrants to become users of the FDEP e-Reporting System:

1. The user first registers with the FDEP Business Portal by providing their name, a valid email
address and an answer to their primary Security Challenge Question. This data is stored in the
Oracle Lightweight Directory Application Protocol (LDAP), and the Security Challenge Answer is
hashed via SHA-256 protocol. The system generates a temporary password using a random
string function residing within the Oracle Identify Management package.

2. Aregistration-in-process record is written into the FDEP production database that contains the e-
mail address, the temporary password and a Globally Unique Identifier (GUID) used as the
confirmation key for the next step of the process.

3. The system sends an e-Mail is sent to the registrant with a secure URL; the registrant clicks the
URL and is taken through the final registration process. The only information contained in the
link is the Confirmation ID.

4. Clicking the secure URL takes the registrant to the page where they create their password.
Getting to this page requires the lookup/matching of the confirmation ID into the temporary table,
using the temporary password to perform an LDAP bind to the account, and then allowing the
user to set the password. If the confirmation ID and temporary password do not match, the user
is rejected and requested to contact FDEP staff directly to resolve the issue.
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All passwords must be between 8 and 20 characters. At least one character must be a capital
letter and at least one a number or special character. These password requirements are
enforced through code contained in the Oracle Identity Management package; if the password
does not conform to these requirements, it is automatically rejected.

A user may change their password. When a user initially registers with the FDEP portal, they are
asked to provide an answer to a security question. This security question/answer is only used to
reset a password, and is not used in any CROMERR-specific processes related to electronic
signatures, report submissions or for PIN recovery.

A user can change their email address by updating their profile online, within an SSL session. A
confirmation email is sent to both the old and new email addresses to ensure the email change is
not fraudulent. However, the user cannot change their email address in the same session in
which they are submitting a report.

Electronic Signhature

In order to affix an electronic signature to an electronic report or document, users must also submit a
notarized Subscriber Agreement and obtain a Personal Identification Number (PIN) after they have
registered with the FDEP portal.

The following additional process describes how a user obtains a PIN and becomes a signatory, and
how FDEP ensures that identity proofing occurs before accepting electronic signatures:

1.

The user logs in to the FDEP portal and accesses an online Subscriber Agreement/Electronic
Signature Device series of screens. The user fills in the information on these screens (mailing
address, telephone number). The system generates an Electronic Signature Device &
Subscriber Agreement form containing the user’s information and emails them a copy. The email
directs them to print out, sign, notarize and return the form to the specified FDEP office.

In addition, the system prompts the user to provide answers to 5 out of 20 system provided
security questions. The security questions selected and the answers provided are permanently
linked to the user account and can never be changed. The answers to the questions are hashed
via SHA 256 protocol and stored as hashed values.

Once the FDEP has received the signed and notarized Subscriber Agreement, it is reviewed by
an authorized FDEP employee. To the best of its ability, FDEP will validate the information
provided to assure accuracy and authenticity. If the agreement has not been notarized, is
incomplete or account information does not match, FDEP will reject the agreement and notify the
applicant by email notifying them of rejection and why it was rejected.

If the agreement is approved, and authorized FDEP staff member scans and stores a copy of the
signed/notarized Electronic Signature Device & Subscriber Agreement into the FDEP document
management system and stores the original copy in a secure file area. The authorized staff then
initiates the PIN notification process using the e-Reporting system. The system sends an emalil
to the subscriber that contains a secure URL that directs the subscriber to a PIN Retrieval
screen. The user must log-in with their username and password, and provide the answer to one
of five randomly selected security questions provided when they generated their PIN
request/Subscriber Agreement form. If they successfully answer this question, they are provided
their PIN on-screen. These personal security questions are also used when creating the
Electronic Signature Device.

The signatory now has the four necessary pieces of the Electronic Signature Device and can use
it to create an electronic signature on any document being submitted to the FDEP e-Reporting
System.
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Electronic Signature Device = (Username + Password + PIN + Security Question Answer)

System Functions:

The following system functions help to ensure that identity proofing occurs before accepting
electronic signatures:

1. The FDEP e-Reporting System checks the Electronic Signature Device (Username, Password,
PIN & security question answer combination) of the signatory (from the User Account) prior to
allowing report submittal. If all 4 pieces of the electronic signature device do not validate, the

system automatically halts the submittal process. see CROMERR System Checklist: 13.
Credential validation.)

Supporting Documentation (list attachments):

1. FDEP e-Reporting System — Process Flow (Attachment 1A)

2. Online FDEP Portal Self-Registration Screen- (Attachment 1).

3. Sample Registration e-mail and Verification/Acknowledgement Screens (Attachment 2).
4

Electronic Signature Device & Subscriber Agreement (Attachment 3).

1b-alt. (priority reports only) Subscriber agreement alternative

Business Practices:

FDEP does not distinguish between priority and non-priority reports for the purpose of determining
identity. See la for business practices and system functions for identity proofing for both priority and
non-priority reports. See la business practices.

System Functions:
1.

See la.

Supporting Documentation (list attachments):

1.

See la.

2. Determination of registrant's signing authority

Overview:

The existence of an electronic signature is not sufficient for report submission unless the signatory is
authorized to sign the document by virtue of his or her legal status and/or his or her relationship to the
entity on whose behalf the signature is executed. Because the FDEP e-Reporting System is an
enterprise-wide system, the signing authority is the relationship not only between the signatory and
the entity for which they are signing, but also the type of report being signed. In the case of priority
reports, the determination of signing authority must be made before the electronic document is
received. The FDEP e-Reporting System contains an Authorization table within the User Account
Manager where information is maintained about the relationship between a signatory, the entity(ies)
on whose behalf they may sign, and the type(s) of reports they may sign.

FDEP does not distinguish between priority and non-priority reports for the purpose of determining
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identity. We do make a distinction between priority and non-priority reports for determining signing
authority. See “Business Practices” for the four possible scenarios and how the FDEP e-Reporting
System establishes a registrant’s signing authority.

Business Practices:

There are four possible business practices used by the FDEP e-Reporting System to establish the
registrant’s signing authority. At least one of the following business practices will be chosen for each
type of report:

1.

Certification Statement: Signing authority may be established based on the signatory’s legal
status and relationship to the regulated entity on whose behalf they report, such as an owner,
responsible corporate officer, proprietor, principal executive officer, or ranked elected official.
Individuals must attest to their legal status and relationship to the regulated entity, using a
certification statement such as: ‘I, the undersigned, am the owner or responsible official of the
facility.” This type of signing authority may be established as a separate step or as part of the
submittal process for those reports that themselves contain language attesting to the signatory’s
legal status and relationship to the regulated entity. This process will frequently be used by
programs who receive electronic permit applications.

Duly Authorized Representative: Signing authority may be established through an enroliment
process that involves a written (hard-copy or electronic) form. An individual is identified by their
management and/or the management of the facility (such as an owner or responsible official) on
whose behalf they report as a “duly authorized representative.” This process will frequently be
used by programs wishing to establish and maintain authorization information over a long period
of time, to cover frequent and periodic reporting requirements. In the case of “priority reports” this
authorization must be received before any reports, information or applications can be signed by
the authorized representative.

If representatives are to be duly authorized using hard-copy forms, then both the member of
management and the representative(s) must have established User Accounts with the FDEP e-
Reporting System. Once Subscriber Agreements have been reviewed, the Authorization table
within the User Account Manager will be updated by an authorized FDEP program staff member.

If representatives are to be duly authorized using an electronic document, then both the member
of management and the representative must have established User Accounts with the FDEP e-
Reporting System, and the member of management must have already become a signatory by
obtaining an electronic signature device.

Multiple Signatory Process: If the submission requires multiple signatures, signing authority is
established as part of the submittal process before the electronic document is received by the
FDEP e-Reporting System. In this case, individuals are explicitly authorized to sign submissions
by their management and/or the management of the facility on whose behalf they report through
a process that routes the submittal to multiple signatories before the electronic document is
received by the FDEP e-Reporting System. This process might be used for a permit application
that is prepared and signed by a Professional Engineer prior to being routed to, reviewed by, and
signed by the facility owner or responsible official. All parties must have established accounts
with the FDEP e-Reporting System and become signatories.

Post-Receipt Verification: The signing authority may be determined through verification after the
electronic document has been received. Post-receipt verification may also be used in addition to
other methods for determining the authorization to sign. For example, this method could be used
to check property ownership through the county tax appraisers’ offices or to check the
professional credentials of a Professional Engineer or Professional Geologist.

Restriction for Priority Reports: If the program is delegated, authorized or approved by the
EPA, and if the report to be received is a “Priority Report” as identified in Appendix 1 of Part 3,
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Title 40 CFR, then the identity and authority of the individual signing the document must be
established before the electronic document is certified. Post-Receipt Verification cannot be used
for Priority Reports.

System Functions:

1. The FDEP e-Reporting System contains an Authorization table within the User Account Manager
where information is maintained about the relationship between a signatory, the entity(ies) on
whose behalf they may sign, and the type(s) of reports they may sign. An authorized member(s)
from the relevant FDEP program area maintains the information within the User Account
Manager specifying the correct relationships, depending on the specific program rules noted
above in Business Practices. Any hard-copy documentation necessary to document a
registrant’s signing authority is stored in a secure area by the respective DEP program area.

2. The FDEP e-Reporting System uses a Data Distribution Module that contains the programmatic
implementation of the rules that determine which of the business practices indicated above apply
for each specific submission. In other words, it serves as a ‘traffic cop’ indicating which business
practice to follow.

Supporting Documentation (list attachments):

1. FDEP e-Reporting System — Process Flow (Attachment 1A)
2. Attachment 4: Sample Signing Authority document (Title V — Responsible Official)

3. Issuance (or registration) of a signing credential in a way that protects it from compromise

Electronic Signature and the Electronic Signature Device: At FDEP, a shared-secret-based
electronic signature device will be employed consisting of the username, password, PIN and security
guestion answer. The answer to a personal security question uniquely identifies the signatory and the
PIN allows them to affix their electronic signature to reports that are being submitted to FDEP
electronically.

Signing Credential = Electronic Signature Device = (username + password + PIN +
Security Question Answer)

The electronic signature device (signing credential) is compromised if the code or mechanism is
available for use by any other person. The FDEP relies primarily on prevention to ensure that the
electronic signature device is not compromised. See CROMERR System Checklist # 1a. Identity-
proofing before accepting e-signatures for a complete description of the business and system
processes related to issuance of signing credentials.

Summary of Security Features:

1. Communications referencing system accounts are sent to an “out-of-band” e-mail address.

2. Passwords and PINs are never emailed to the user. Instead, a secure URL is embedded in the
email that directs the user to a final registration series of screens (in the case of DEP Portal
registration) or a PIN retrieval screen (for obtaining a PIN for electronic signature device use).
Users can only retrieve their PIN by correctly answering one of five randomly selected personal
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security questions, for which the answer should only be known to the user and the system.

3. Usernames, passwords and PINs are not stored together in the database. Passwords, PINs and
answers to security questions are only stored in a hashed (SHA-256) format.

4. Secure Socket Layer (SSL, Verisign Managed PKI 128-bit Premium SSL certificates version 3)
is used to keep the transmittal of credential information secure during online sessions.
1.

System Functions:

All PINs, Passwords and answers to security questions will be hashed and stored in the Oracle
databa?e. The FDEP e-Reporting application will use the SHA-256 protocol to generate all hash
values.

Supporting Documentation (list attachments):

1. FDEP e-Reporting System — Process Flow (Attachment 1A)

2. Online FDEP Portal Self-Registration Form (Attachment 1)

3. Sample e-mail with temporary password assignment language (Attachment 2)
4

Subscriber Agreement (PIN Request Form and Electronic Signature Agreement) (Attachment 3)

4. Electronic signature agreement

Business Practices:
An Electronic Signature Agreement is an agreement signed by an individual with respect to an
electronic signature device requiring such individual to:

1. protect the electronic signature device from compromise,

2. promptly report to the agency or agencies relying on the electronic signatures created any
evidence discovered that the device has been compromised, and

3. be held as legally bound, obligated, or responsible by the electronic signatures created as
by a handwritten signature.

For the FDEP e-Reporting System, the Electronic Signature Device & Subscriber Agreement form
acts as an Electronic Signature Agreement and also serves as the Subscriber Agreement once it is
signed and notarized

The FDEP e-Reporting System is an enterprise-wide system. Only one Electronic Signature Device
& Subscriber Agreement is needed for each signatory. This Agreement is valid for any electronic
submittal to any program in the agency, and it remains valid even if the signatory changes his or her
password or PIN. Once the agency receives a signed and notarized Agreement form, it is reviewed
by an authorized FDEP employee. To the best of its ability, FDEP will validate the information
provided to assure accuracy and authenticity. If the agreement has not been notarized, is incomplete
or account information does not match, FDEP will reject the agreement and notify the applicant by
email notifying them of rejection and why it was rejected.

If the agreement is approved, and authorized FDEP staff member scans and stores a copy of the
signed/notarized Electronic Signature Device & Subscriber Agreement into the FDEP document
management system and stores the original copy in a secure file area in a manner that prevents

! Federal Information Processing Standards Publication 180-3: Secure Hash Standard(SHS). National Institute of
Standards and Technology. Downloaded from http://csrc.nist.gov/publications/fips/fips180-3/fips180-3_final.pdf



http://csrc.nist.gov/publications/fips/fips180-3/fips180-3_final.pdf

Attachment D - Checklist
Florida Department of Environmental Protection

EPA Application Checklist — 1/19/11

CROMERR System Checklist

unauthorized access. The authorized staff then initiates the PIN notification process using the e-
Reporting system.

Identity Records Policy: The original paper Subscriber Agreement containing the wet-ink
signature of the signatory will be securely stored until five years after the associated electronic
signature device has been deactivated.

System Functions:

1. The FDEP e-Reporting System generates a PIN Request Form (Electronic Signature
Agreement) for the user to print and pre-fills it with the user information from the User Account.
This pre-filling of User Account information, and the requirement for notarization, associates the
handwritten signature and the Subscriber Agreement with the User Account.

Supporting Documentation (list attachments):

1. FDEP e-Reporting System — Process Flow (Attachment 1A)
2. Subscriber Agreement (PIN Request Form and Electronic Signature Agreement) (Attachment
3)

Signature Process (e-sighature cases only)

FDEP e-Reporting System - Custom User Interfaces:

The document content can be built using several methods: online data entry, the creation of a valid
XML submission file, or the creation of a valid text-based submission file. Attachments can also be
associated with documents and reports. A web-based Custom User Interface will be developed for
each report type. These web-based Custom User Interfaces associate the submitter with the report
being created; facilitate online data entry; and enable the uploading of XML files, text-based
formatted files and attachments. Programs may use any or all of these methods. At a minimum
every submitter/signatory uses an online form to associate the specific report(s) with his/her
Electronic Signature device.

FDEP e-Reporting System — Submission Manager

Signature Process

1. The data content is converted to XML and the corresponding XSLT style sheet is used to present
the submitter/signatory with the contents (called a “Detail Report”) in HTML. See CROMERR
System Checklist: 6. Opportunity to review content.

2. Links to attachments are provided. See CROMERR System Checklist: 6. Opportunity to review
content.

The submitter/signatory is requested to review the document contents and attachments.

4. Certification statements and warnings are presented. See CROMERR System Checklist: 7.
Opportunity to review certification statements and warnings.

5. An “l agree” button is presented to ensure that the submitter/signatory has reviewed the
document contents, has reviewed the attachments, attests to the certification statements and has
read and understands the warnings.

6. The electronic signature device fields are presented and the user is required to affix their
electronic signature (e-signature cases only).

Signhature Validation Process
7. Credential is validated (e-signature cases only). See CROMERR System Checklist: 13.
Credential validation.

8. Signatory authorization is verified (e-signature cases only). See CROMERR System Checklist:
14. Signatory authorization.
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Submission Process

9. The submittal and all associated data are stored in the Copy of Record Manager, creating the
Copy of Record (see CROMERR System Checklist: 9b. Creation of copy of record in human-
readable format).

10. An Acknowledgement Receipt is automatically e-mailed to all associated submitters/signatories
(see CROMERR System Checklist: 9a. Natification that copy of record is available and
CROMERR System Checklist: 12. Automatic acknowledgment of submission).

11. An acknowledgement window is presented notifying the submitter that their transmission was
successful (see CROMERR System Checklist: 9a. Notification that copy of record is available
and CROMERR System Checklist: 12. Automatic acknowledgment of submission).

5. Binding of signatures to document content

Binding of signatures to document content means ensuring that the electronic document cannot be
altered without detection at any time after being signed.

(1) The user is provided with an opportunity to check the contents of the submittal and
instructed to do so (see CROMERR System Checklist: 6. Opportunity to review contents). In
the case where the data manipulation is being handled on the client side, the report content
is hashed prior to submittal and rehashed at FDEP’s server side upon receipt. This
mechanism insures that the content is not corrupted during submission and migration into
the Copy of Record Manager.

When a user submits data directly via the FDEP e-Reporting System, a secure, SHA-256
hashing algorithm is applied. This hashing process derives a hash value for each file
associated with the submission and an additional hash value for the entire submission.
These hash values are considered “original” and are stored temporarily, until they can be
checked against the hash codes derived after the final submission is received and filed in
the Copy of Record Manager. The Submittal Manager accesses the submittal from the
Copy of Record database and rehashes the entire submission along with each file
associated with the submission. The “original” hash values are compared to the “Copy of
Record” hash values.

o If the two sets of hash values match, the Copy of Record Manager stores these verified
and cross-checked hash values.

o If a difference in the hashed values is detected by the FDEP e-Reporting System the
submission file in the Copy of Record Manager is flagged as having potential
discrepancies using the “invalid submission” flag. See CROMERR System Checklist: 8.
Transmission error checking and documentation.

The Copy of Record Manager stores records associated with the Copy of Record.

Thefinal step for submitting a report electronically is for the all signatories to read the
Certification Statement and provide a valid e-signature (username+ password+ PIN+security
guestion answer). The report is not submitted to the system until the combination of
username+password+PIN+ security question answer has been validated by the system. The
signatory is given 3 tries to sign a submission. If after 3 attempts the signature process is
not validated, the system stops any further attempts and notifies signatory to contact DEP to
report this issue. If signature is validated, the signature is hashed with the COR and stored.
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If a report requires multiple signatories, the system emails the remaining signatories notifying
them of a report that is ready for their signature (note: all signatories must have a username
& password, successfully completed the Subscriber Agreement, been issued PINs and
created personal security questions.) Once validated, the signature is hashed with the COR
and stored. For more information, see CROMERR System Checklist: 13. Credential
validation.

(2)For electronic reports that by rule require a wet-ink signature and seal of a licensed
professional, such as a Professional Engineer or Professional Geologist, the following
additional steps occur:

a.

After the COR is created, an “Authentication Document” is generated that contains
information clearly identifying the submittal, the date, and the hash codes representing
the data being submitted. At a minimum it will include the report/file name, a unique
identifier for the report/file so that the COR and authentication document are “linked”,
submitter name, and date and time of submission, The document also contains
language indicating that the signature/seal was executed with the intention to certify to,
attest to, or agree to the content of that electronic document.

This “Authentication Document,” is printed, a wet-ink signature and seal is affixed by the
professional (signatory), and this hard-copy paper document is sent to the appropriate
FDEP Program Office. FDEP staff compare the Authentication Document hash values
to the hash values calculated using the Copy of Record Manager in the FDEP e-
Reporting System. If both sets of hash values match, the COR is deemed complete
and valid. The signed/sealed Authentication documents are kept on file in a secure
area and are retained for as long as is currently required by the specific related
program.

If the Authentication Document is not received, the COR is flagged accordingly and
further action is not permitted. FDEP staff will follow-up with the submitter to determine
any issues related to the non-receipt of the Authentication Document.

System Functions:

Use of Hashing and Hash Keys

To verify the integrity of data submitted from the field, all uploaded files will utilize a
secure FTP applet as the data uploader facility. This applet will generate a SHA-256
hash code of the file on the user’'s PC, open a secure socket to the server, transmit the
file, and store it in the drafts repository. The stored file will then be hashed, and the two
hash keys compared.

If they do not match, the signer/signatories will be notified of a transmission error, and
the file will be flagged in the drafts repository as an invalid file. An out-of-band e-mail will
be sent to the signer/signatories informing them of the error and that the file must be re-
submitted.

If the keys match, the stored name of the file and its hashkey will be stored in the drafts
repository manager. All access to the file will be via the drafts repository manager, and
the hash key will be re-computed and compared with the stored hash key on every
access. If a mis-match is detected, the file will be locked and flagged, and an e-mail will
be sent to the signer/signatory informing them that the file has been locked due to the
hashkey mismatch, thus signifying a file which has been tampered with since uploaded.

For the final submission, all files will be moved from the Drafts Repository to the Copy Of
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Record (COR) Manager. Once moved, the files will be hashed again, and again the
hash keys will be compared and verified. The COR files will be set to read-only, and
again, all access will be via a COR manager which re-hashes and compares the hash to
the stored values on every successive access. If the hash verification fails, e-mails will
be sent to the signer/signatory as well as the COR system manager and security
personnel to initiate an investigation into the cause.

2. Any additional professional credential validation and security requirements required by
Florida law will be met by generating an Authentication Document to be signed, sealed and
sent to FDEP by the professional signatory.

3. The FDEP e-Reporting System prevents tampering by allowing only read-only access to the
electronic report, once stored in the Copy of Record Manager. We believe the likelihood that
someone could gain access to both the hash and the COR, change data in the COR, and
then replace the original hash with a recalculated hash so that the changes to the COR are
undetectable, is extremely low. For this event to occur without detection, an individual would
need to access the database and the application server. The staff member would also need
enough detailed knowledge of the system to make all the necessary modifications within the
database. It is extremely unlikely a single external person, or internal staff member, would
have the access and knowledge required to make all necessary changes to prevent
detection. FDEP adheres to the principles of “least access” and “separation of functions” so
that activities of one employee act as a check on those of another to reduce the risk of any
one employee controlling the handling and recording of a transaction from beginning to end.
Refer to Attachment Attachment Y: FDEP 390: Information Security Policy and Standards for

details.
Supporting Documentation (list attachments):
1. FDEP e-Reporting System — Process Flow (Attachment 1A)
2. Sample Authentication Document —Professional Engineer (Attachment 9)

6. Op

portunity to review document content

Business Practices:

The FDEP e-Reporting System segregates the functions of document creation from document
submittal. Document creation is handled through custom User Interfaces and document submission
is handled through the Submission Manager. FDEP allows signatories the ability to review the report
content at any time during the creation and submittal process.

During an online (FDEP server) session:

When the document content is created during one or more online sessions (within a custom User
Interface), the FDEP e-Reporting System always allows the signatory to scroll through the
appropriately-formatted “data entry” display of the content.

Attachments:

When additional files are to be included as part of the submittal (MS Word, Microsoft Excel, Images,
CADD files, flat files, etc.), then the user must upload files to the server before associating the files
with the submission. Once the files are identified as attachments, links are provided that enable the
submitter/signatory to select, open and view these attachment files. These files can be viewed at
any time within FDEP’s retention policies after their attachment to the report.

Prior to Submittal:
The document content that was created during an on-line session is available for review by the
submitters/signatories prior to submittal via a “Detail Report” in readable format that can be opened
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or printed at any time within FDEP’s retention policies. The data content is converted to XML and the
corresponding XSLT style sheet is used to present the contents in “report” display format.

At the time of Submittal:

At the time of submittal any data content entered through an online data entry interface is converted
to XML and the corresponding XSLT style sheet stored. These are combined to present the
contents in “report” display format. The submitter/signatory is directed to review the document
content and any associated attachments. They must acknowledge that they have reviewed the
document contents and associated attachments using an “l agree” button.

System Functions:
See above.

Supporting Documentation (list attachments):
1. FDEP e-Reporting System — Process Flow (Attachment 1A)

2. Example of on-line data entry form (Custom User Interface) (Attachment 5).

3. Example of Detail Report (excerpt) (Attachment 6).

7.0p

portunity to review certification statements and warnings

Business Practices:
Certification statements can be included in two ways:

1. General certification statements are displayed at the time of using the electronic signature device
during the submission process. In addition, warnings about illegal or inappropriate use of the
electronic signature device are displayed. The certification statements and warnings that were
displayed at the time of signing are kept in the record of the Copy of Record Manager and can be
reviewed.

2. Some types of reports require that any person signing a document must make very specific
certification statements. A report may require certification that the document and any
attachments were prepared under their direction or supervision; that to the best of their
knowledge the information submitted is true, accurate, and complete; that the permit, if granted
by the department, cannot be transferred without authorization from the department; or that they
are aware that there are significant penalties for submitting false information. These certification
statements are incorporated within the Custom User Interface and the corresponding XSLT style
sheet. Because these types of certification statements are part of the document contents, the
signatory is given an opportunity to review them as described in CROMERR System Checklist: 6.
Opportunity to review document content.

System Functions:
1. The FDEP e-Reporting System displays certification statements and warning on submittal page
at the time of signing.

2. The Copy of Record Manager keeps a link to the certification statements and warnings that were
displayed at the time of signing.

3. The FDEP e-Reporting system enables retrieval and display of certification statements and
warnings that were displayed at the time of signing, as part of the Copy of Record Manager.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

11
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Submission Process

8. Transmission error checking and documentation

Business Practices

Detection: For client side data manipulations, the report content and any optional or additional
attachments are hashed by the server along with a hash code calculated for the entire submittal
package. These “original” hash codes are stored temporarily and presented to the signatory. After
transmission is complete, the report components and the electronic signature components are
hashed by the server again and automatically compared to the original stored hash values. If the
hash values have changed, this indicates a transmission error has occurred. The system allows the
submitter/signatory the ability to run the hash comparison at any time.

Notification: If there is a discrepancy when the report is accessed in the FDEP e-Reporting System
a message is displayed indicating that the hashed value at the time of transmission does not match
the current hashed value.

Documentation: If the signatory or the report reviewer finds that the report contains transmission
errors, the report is flagged. A copy of record can be flagged as: “invalid submittal”’, “accidental”, or
“repudiated”. Once a submittal is flagged the action is final.

1. Invalid submittal flag: indicates a transmission error occurred. If there is a transmission error
then the following procedures are used:

a) A system e-mail is automatically generated to the submitter(s) notifying them that a
transmission error has occurred and requesting that they run through the submittal process
again.

b) The original copy of record is retained and flagged as invalid (in accordance with FDEP’s
records retention policies), but not processed. The subsequent successful submittal copy of
record is used as the official submittal.

2. Repudiation flag: indicates that a compromised credential was detected as a result of the
Acknowledgement Receipt and the signatory/submitter has notified the agency. For further
information see CROMERR System Checklist: 10. Procedures to address submitter/signatory
repudiation of a copy of record.

3. Accident flag: indicates an accidental submission that the submitter/signatory wishes to “recall.”
For further information, see CROMERR System Checklist: 11. Procedures to flag accidental
submissions.

System Functions:

As submissions may include both on-line and offline content, it is imperative that the full chain of
custody be defined for each set of data. To handle off-line content such as attached files, or PDF
based forms filled out on an external PC and uploaded:

1) ALL uploaded/client-side submitted files are handled by a signed, secure applet. This "Uploader"
applet can only be initiated by the user upon entering their electronic signature device ((User
ID/email+password+PIN+Security Question Answer) AND confirming to their browser that they want
to execute the signed applet.

Once the applet starts, the end user selects a file to be uploaded. The applet will first hash the file
(using SHA-256 protocol) on the PC, and then open a secure FTP connection to the FDEP data
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receiving server. It will transmit the file to the server, and then transmit the PC side hash key. The
server will receive the file, store it on a common write-protected file space, and compute the hash
value of the stored file. If the two hash values match, the user is informed that the file was
successfully transmitted without interception.

The user may then submit more files, or end the upload session.

2) The user may then continue the server-side session by reviewing those files as submitted. All file
access is done via a control screen which will read the database to find file names and stored hash
values, re-hash the file, and compare. As long at the hash values match, the file will be displayed to
the user. Should the hash values NOT match, the system will automatically send e-mail to all parties
in the signer/signatory chain for that submission containing the warning that a file has been tampered
with..

3) Upon final submission, all files are collected into a single repository and a hash value for the set of
files is computed and stored in the database. This hash value can be used at any time to verify that
no part of a submission has been altered since the submission package was assembled.

Supporting Documentation (list attachments):

1. FDEP e-Reporting System — Process Flow (Attachment 1A)
2. Sample e-mail Notification of File Transmission Error (Attachment 8)

9. Opportunity to review copy of record (See 9a through 9c)

9a. Notification that copy of record is available

Business Practices:

The submitter or signatory is notified that a copy of record is available for their review through an
automatic acknowledgement of submission, as described in CROMERR System Checklist: #12.
Automatic acknowledgement of submission.

System Functions:
1. See CROMERR System Checklist: #12. Automatic acknowledgement of submission.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

9b. Creation of copy of record in a human-readable format

Business Practices:
For information about the copy of record, see CROMERR System Checklist: 18. Creation of Copy of
Record, which addresses how the copy of record file is created and what attributes it contains.

See CROMERR System Checklist: 18e. Ability to be viewed in human-readable format for an
explanation of how the copy of record is presented and accessed in human-readable format for the
life of the copy of record.

System Functions:
1. The system functions related to creation of the copy of record in a human-readable format are
addressed in CROMERR System Checklist: 18. Creation of Copy of Record.

13
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Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

9c. Providing the copy of record

Business Practices:

The FDEP e-Reporting System uses the same method of presenting the copy of record both during
and after the submission process. See CROMERR System Checklist: 19. Timely availability of copy
of record.

System Functions:
1. See CROMERR System Checklist: 19. Timely availability of copy of record.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

10. Procedures to address submitter/signatory repudiation of a copy of record

Business Practices:
A copy of record can be flagged as repudiated indicating that a compromised credential was detected
and the signatory/submitter has notified the agency.

In the FDEP e-Reporting System, the submitter or signatory may repudiate any copy of record that
they did not knowingly submit or sign, or one they did knowingly submit/sign but are claiming the
COR does not agree with what was submitted/signed/certified. If the submitter/signatory determines
that the copy of record should be repudiated then the following procedures are used:

1. The signatory/submitter flags the report in the system. The system automatically notifies FDEP
that the signatory/submitter has flagged a submission for possible repudiation. FDEP contacts
the signatory/submitter of the action that will be taken on their User Account.

2. The Copy of Record is flagged as repudiated by FDEP. No data processing takes place. Any
processing that has begun for this copy of record will be undone, withdrawn or deleted. The COR
itself is never deleted; only subsequent processing work that has taken place may be rolled
back/deleted. An audit trail is maintained of any changes.

3. The FDEP e-Reporting System notifies the appropriate program area that the COR is flagged as
repudiated by FDEP.

Once a submittal is flagged the action is final.

The Acknowledgement Receipt also includes the timeframe the submitter will be allowed to withdraw
the submittal. The timeframe is pre-established by the program area and is based on the type of
report. The user must repudiate the submission within the allowed timeframe; they cannot repudiate
a COR after the specified timeframe. The timeframe for repudiation varies, depending on the specific
program-area requirements. If there is no action from the submitter requesting withdrawal within the
prescribed timeframe, it is assumed that the electronic document was submitted properly.

System Functions:
See above.

Supporting Documentation (list attachments):
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FDEP e-Reporting System — Process Flow (Attachment 1A)

11. Procedures to flag accidental submissions

Business Practices:
The FDEP e-Reporting System attempts to prevent accidental submittals in the following ways:

1. The system has the ability to track off-schedule submissions and notifies FDEP staff as well as
the submitter of record. Additionally, FDEP staff review submissions and take action when there
are signs of spurious submissions such as duplicate reports or deviations from normal content or
procedure.

2. The FDEP e-Reporting system provides the submitter/signatory with an opportunity to review the
document contents prior to final submittal.

3. The FDEP e-Reporting System presents a statement, such as “| have reviewed the document
contents, any optional attachments, and the certification statements and warnings” and requires
the submitter/signatory to select an “I agree” button prior to prompting the signatory to affix their
electronic signature to the final submittal.

An Acknowledgement Receipt is e-mailed to each submitter/signatory(ies) at the time of final
submittal, notifying them that a final submittal has been successful, and instructing them on what to
do if the submittal was accidental. It is the responsibility of the submitter to notify the agency that the
submittal was made accidentally.

In order to flag a submission as accidental, the submitter/signatory must login, go to the Copy of
Record Manager, identify the appropriate submission, select the appropriate flag, and enter his/her
Electronic Signature Device. The Copy of Record is flagged as accidental by the FDEP system, and
any other signatories and appropriate FDEP staff are notified. No further data processing takes
place. Any processing that has begun for this copy of record will be undone, withdrawn or deleted.
The COR itself is not deleted. An audit trail is maintained of any changes.

Once a submittal is flagged the action is final.

The Acknowledgement Receipt also includes the timeframe the submitter will be allowed to flag the
submittal as spurious. The timeframe is pre-established by the program area and is based on the
type of report. If there is no action from the submitter within the prescribed timeframe, it is assumed
that the electronic document was submitted knowingly and not by accident.

System Functions:
See above.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)

12. Automatic acknowledgment of submission

Business Practices:
The FDEP e-Reporting System automatically responds to the receipt of the submittal (in both e-
signature cases and non-signature cases) with two Acknowledgement Receipts:

Upon making a final submission, the FDEP e-Reporting System displays an online acknowledgement
of receipt message. An Acknowledgement Receipt message is also sent in the form of an out-of-
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band e-mail confirmation to the e-mail address(es) of all signatories.
These include:

e Unigue submission ID

e Submission details (name of report, facility (if applicable), etc.) Details depend on program-
specific requirements)

Hash values associated with submittal

Date and time of Submission receipt

Submitter/signatory(ies) information and

Instructions on how to view, repudiate or withdraw the copy of record and the timeframe the
submitter will be allowed to withdraw the submittal

All outgoing system emails are retained.

System Functions:
See above.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)

1.

Signature Validation (e-signature cases only)

13. Credential validation (See 13a through 13c)

13a. Determination that credential is authentic

Business Practices:
During the signatory stage of the submittal process, the FDEP e-Reporting System requires that the
signatory enter their electronic signature device, which consists of the username, password and PIN.

Signing Credential = Electronic Signature Device = (username + password + PIN +
Security Question Answer)

The Electronic Signhature Device is automatically validated by the FDEP e-Reporting System by
matching it against the username, password, PIN and security question answer stored in the User
Account. The credential must match the information stored in the User Account of FDEP e-Reporting
System or submittal is denied.

System Functions:

1. The elements of the Electronic Signature Device are automatically validated by the FDEP e-
Reporting System during the Signature Validation process by matching the combination against
the combination stored in the User Account of FDEP e-Reporting System. If they do not match
submittal is denied.

2. The system signature process times-out after the user is inactive for thirty minutes. This can be
modified to a shorter time span if needed.

3.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)
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13b. Determination of credential ownership

Business Practices:
Only the valid signatory knows the username, password, PIN and answers to their 5 security
guestions. The credential is owned by the user with whom the User Account is associated.

System Functions:

Supporting Documentation (list attachments):

13c. Determination that credential is not compromised

Business Practices:
The FDEP relies on the following means to ensure that the credential (electronic signature device) is
not compromised.

An email is sent to the signatory email address of record for every submission allowing for the
signatory to detect fraudulent use of his/her credentials.

Prevention:
1.

Communications referencing the temporary password are sent “out-of-band.” The temporary
password is only valid for the initial login.

PINs are never sent via email. Instead, the user is sent an URL that directs them to a PIN
retrieval screen. They can only retrieve their PIN if they successfully log in with their username,
password and correctly answer to one of 5 randomly selected personal security questions.

The username, password, PINs and security questions answers are not stored together in the
database. The username is stored in an identity management system, the password, PIN and
security question answers are hashed (SHA-256) and stored in separate database. Both within
the Subscriber Agreement and during the submittal process, a certification statement and
warning is displayed advising the signatory that false certification carries criminal penalties.

Rejection:
1.

During the use of the electronic signature device, if the (username, password, PIN, security
guestion answer) combination on file does not match the device used during submittal, the
transaction is not allowed.

After five consecutive failed attempts to use the electronic signature device, the transaction is
terminated and the user account is locked.

Detection and Reporting:

1.

The Subscribers Agreement, statements and warnings and Acknowledgement Receipts all
instruct the user to notify the agency immediately if they suspect that their credential has been
compromised. The Acknowledgement Receipt sent to the out-of-band e-mail address of the
submitter/signatory(ies) directs them to notify the department of unauthorized use of the
electronic signature device.

If a user believes their credentials have been compromised, they are directed to contact the
FDEP by phone or email. Contact information is provided to direct them to the appropriate
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office/FDEP staff person. Once FDEP is notified of a potential credential compromise, the
affected account is shut-down immediately by suspending permissions on the account. Any
submissions made during the period when the user believes their credentials were compromised
are investigated.

3. Once the issue that caused the account to be locked/shut-down has been researched and
resolved to the satisfaction of both the owner of the account and FDEP, the account permissions
are reinstated by authorized FDEP staff. The user is then required to change his/her password
and apply for a new PIN.

System Functions:
See above.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)

14. Si

ghatory authorization

Business Practices:

For more information about how signing authority is established, see CROMERR System Checklist:
2. Determination of registrant's signing authority. An authorization table is maintained in the User
Account Manager. At the signatory stage of the submittal process, the e-Reporting System validates
the authorization using information from the User Account Manager.

Maintenance and Management of the Authorization Table.

Signing authority can be revoked under several circumstances including but not limited to unusual
account activity (e.g. repeated spurious data submissions, repeated duplicate data submissions, off-
schedule submissions, etc.), registered user request or inactivity.

1. Signing authority that has been established based on Certification Statement attesting to the
signatory’s legal status and relationship to the regulated entity on whose behalf they report can
be revoked by user request.

2. Signing authority that has been established for a Duly Authorized Representative by their
management and/or the management of the facility (such as an owner or responsible official) on
whose behalf they report is maintained until it is explicitly revoked in writing.

3. Currently, we do not invalidate a user account if that account has been inactive for any period of
time, but we do foresee a potential need for this in the future.

4. The system itself does not limit a signature device owner’s authorization to a defined period and
force them to re-register after that period. However, FDEP staff proactively maintains the
information stored in the Authorizations table. If a program area requires specific period during
which a person can be authorized, or if they are notified or become aware that an individual no
longer requires a signature device (i.e., they are no longer submitting reports), they will take
steps in the system to inactivate the authorization.

System Functions:

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)
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15. Procedures to flag spurious credential use

Business Practices: Timely revocation and suspension of access by those individuals with
compromised signature devices.

System Functions:

The FDEP e-Reporting system includes functions that allow users to detect if their account has been
compromised. After each report is submitted the submitter is sent an email acknowledging the
submission. See CROMERR System Checklist: 10. Procedures to address submitter/signatory
repudiation of a copy of record and System Checklist 11. Procedures to flag accidental submissions.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

16. Procedures to revoke/reject compromised credentials

3.

Business Practices:
Credential compromise is identified by the subscriber as follows:
1.

Actual compromised credential use: The submitter/signatory reviews the copy of record as a
result of an e-mailed Acknowledgement Receipt and determines that the credential has been
compromised. In this case, the copy of record is flagged as repudiated, see CROMERR System
Checklist: 10. Procedures to address submitter/signatory repudiation of a copy of record.
Suspected or known credential compromise: The submitter/signatory suspects that the credential
may now be known to another person in addition to themselves.

Once the user believes their credentials have been compromised, the following actions are taken:
1.
2.

The signatory/submitter notifies the FDEP that their credential has been compromised.

The FDEP revokes the signing credential by resetting the password to a temporary value and
issuing a new PIN.

The FDEP automatically e-mails the temporary password to the out-of-band e-mail address listed
in the User Account Manager. The user is prompted to immediately log-in and change the
temporary password to a new password. This must be done before the PIN can be retrieved.

A separate e-mail is sent to the out-of-band e-mail address listed in the User Account Manager
containing a URL to a PIN retrieval screen. The user must correctly log-in with username, new
password and answer to one of their five security questions (as randomly selected by the
system). If they successfully login, the system displays their new PIN.

System Functions:

See above.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

17. Confirmation of signature binding to document content
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Business Practices: See CROMERR System Checklist: 5. Binding of signatures to document
content.

System Functions: See CROMERR System Checklist: 5. Binding of signatures to document
content.

Supporting Documentation (list attachments):

Copy of Record

18. Creation of copy of record (See 18a through 18e)

18a. True and correct copy of document received

Business Practices:

The Copy of Record (COR) Manager captures and preserves the file containing the electronic
document exactly in the form and format in which it is received for off-line files, and in an XML
representation of the data entered from online forms. The COR is shown to be true and correct using
a process of storing the hash values that were calculated at the time of submittal and enabling a
rehash and comparison at any time. The style sheet is included when the COR is hashed. The
matching datum and style sheet become part of the COR and are hashed together to allow detection
of alteration. For more information about the method used to ensure that the document is not altered
after signing see CROMERR System Checklist: 5. Binding of signatures to document content. For
more information about repudiation see CROMERR System Checklist: 10. Procedures to address
submitter/signatory repudiation of a copy of record.

The system prevents tampering by not allowing updates or changes to the any part of the copy of
record, with the exception of the flags. The flags are not part of the COR itself, but are part of the
COR Manager. They indicate an accidental or repudiated submission of data. Flags are controlled
by requiring the user to supply their electronic signature device (Username+Password+PIN+Security
Question Answer) before a flag can be set or changed.

For more information, see CROMERR System Checklist: 8. Transmission error checking and
documentation, CROMERR System Checklist: 11. Procedures to flag accidental submissions and
CROMERR System Checklist: 10. Procedures to address submitter/signatory repudiation of a copy of
record.

System Functions:

See above and referenced sections.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)
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18b. Inclusion of electronic signatures

Business Practices:

The electronic signature is included as part of the Copy of Record. The electronic signature device is
validated by the Submittal Manager at the time of final submission of a signed electronic report. See
CROMERR System Checklist: 13. Credential validation for details.

System Functions:

See above.

Supporting Documentation (list attachments):

FDEP e-Reporting System — Process Flow (Attachment 1A)

18c. Inclusion of date and time of receipt

Business Practices:
The Copy of Record Manager maintains a record for each submission, which contains the date and
time of receipt of the final submission.

System Functions:
The date and time of receipt are obtained using the date and time stamps identified by the FDEP
server at the time the data is loaded into the Copy of Record Manager.

Supporting Documentation (list attachments):

18d. |

nclusion of other information necessary to record meaning of document

Business Practices:
Copy of Record Manager contains the following:

e Link(s) to the user information in the User Account Manager for the
submitter(s)/signatory(ies) (See 18b Inclusion of electronic signatures)

e The date and time stamp of the submittal (See 18c. Inclusion of date and time of receipt)
e Flags for “repudiated” or “accidental”

1. Repudiation flag: indicates that a compromised credential was detected as a result of the
Acknowledgement Receipt and the signatory/submitter has notified the agency. (See
CROMERR System Checklist: 10. Procedures to address submitter/signatory repudiation
of a copy of record.)

2. Accident flag: indicates an accidental submission that the submitter/signatory wishes to
‘recall.” (See CROMERR System Checklist: 11. Procedures to flag accidental
submissions.)

e The XML file containing the “content” of the on-line submittal

e Alink to the XSLT style-sheet that was used at the time of on-line submittal and that provides
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the necessary information to record the meaning of the “content” of the submittal if applicable

e Links to any certification statements and warnings that were displayed at the time the
electronic signature was affixed

e Attachments (files in common formats such as Microsoft Excel, Microsoft Word, or AutoCad)
included as part of the submittal

The only parts of the Copy of Record that can be changed are the flags noted above.

System Functions:
See above.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)

18e. Ability to be viewed in human-readable format

Business Practices:

See CROMERR System Checklist: 9b. Creation of copy of record in a human-readable format for
information about the presentation of the copy of record within the submission process. #18e
addresses the ability to view the copy of record in human-readable format for the life of the copy of
record.

Access to the copy of record is provided through the “Report Home Screen” which allows a user to
select any report that has previously been submitted and is now residing within the Copy of Record

Manager with FDEP’s retention policies.

The human-readable copy of record is presented to the submitter or signatory in the following
manner:

1. Non-binary documents: (such as XML files, or documents created via web-form during an on-line
session) copy of record documents that are non-binary are displayed in HTML format using a
template file (such as XSLT) that associates the information provided in the copy of record file
with descriptions or labeling of the information.

2. Binary documents: (such as Word, Excel, etc.) A human-readable copy of a binary “copy of
record” document is presented in the form of a hyperlink, which enables the submitter or
signatory to open and view its contents using a compatible software tool.

System Functions:

See above.

Supporting Documentation (list attachments):
FDEP e-Reporting System — Process Flow (Attachment 1A)
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Attachment D - Checklist
Florida Department of Environmental Protection

EPA Application Checklist — 1/19/11

CROMERR System Checklist

19. Timely availability of copy of record as needed

Business Practices:
The copy of record is available to the preparer, submittor, signatory(ies) and authorized FDEP staff.

1. The system allows users to search for individual CORs using a variety of search parameters.
Specific search parameters depend on the on the individual program area module, but typically
search parameters include facility id, facility name, permit type, etc. The copy of record can be
formatted to print in human readable form via an interface with the Copy of Record Manager. An
electronic copy of the copy of record of the submittal can be downloaded via an interface with the
Copy of Record Manager.

System Functions:

See above.

Supporting Documentation (list attachments):

20. Maintenance of copy of record

Business Practices:

The CORs are read-only and cannot be altered or deleted. Since the entire COR (submission,
associated style sheets, username, password, PIN, date/time of submission and IP address of the
submitting client) is hashed in its entirety, it is impossible for anyone to alter a COR without detection.

All CORS are stored per FDEP record retention requirements, which comply with the same
requirements for paper-based documents as specified by each individual program area. Refer to
Attachment AB: DEP Directive 335-Records Management for details.

FDEP conducts full backups weekly (on weekends) to ensure a static, complete copy of the file
system can be obtained. Incremental backups are performed each weekday. Full datapump exports
and RMAN backups are performed nightly (7 nights a week) on all production Oracle databases.
Non-production databases and data warehouse databases are exported and backed up five nights a
week. The last full backup of each month is be moved offsite to be stored for a full year for disaster
recovery purposes.

The FDEP system includes intrusion detection, virus detection and a firewall to protect the system
against hackers. Additionally, it includes physical access security to system components such as
servers. Please refer to the Attachments in the Supporting Documentation section for details on
FDEP Backup, Security and Disaster Recovery policies and procedures.

See checklist item 18 for further details

System Functions:
See checklist item 18.

Supporting Documentation (list attachments):
Attachment 10: DEP Directive 335-Records Management
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Attachment D - Checklist
Florida Department of Environmental Protection

EPA Application Checklist — 1/19/11

CROMERR System Checklist

Attachment 11: Application Server Schematic

Attachment 12: FDEP 390: Information Security Policy and Standards
Attachment 13: FDEP Backup Standard — Production Data
Attachment 14: - FDEP Applications - Disaster Recovery Plan

Attachment 15: FDEP Continuity of Operations Plan (COOP)
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Attachment 1A: CROMERR Process
Flow

FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram
User Account Manager

User DEP e-Reporting System

(User Account Manager)
< Start Authorization >

\

01. Register at
FDEP Portal

\

02. Login to Portal

& Select Program 1. If signature not required, proceed
Area/Reporting to Content Manager process
Activity

Signature
Required?

e e

> 04. Store answers to
security questions

Yes

v

03. Select 5
security questions
& Provide Answers

05. Generate
Electronic Signature
Device/Subscriber
Agreement Form

06. Complete,
Print, & Sign/ &
Notarize Form

Y

Authorization 07.
Process Yes—P»| | Authorization
Required? Process *

2. Certain programs allow online authorization. If so, user is directed to
online authorization screen. If program requires a hard-copy authorization
No document, user is directed to print out, sign and submit an authorizations
document. If program requires professional credential to be affixed to
submitted report (e.g., professional engineer, etc.), the authorization
document also contains credential language and a place to affix the
submitters professional certification. Regardless of the authorization’s
process, all users submitting signed reports must submit a separate,
@ notarized Electronic Signature Device/Subscriber Agreement form.

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page10of 8
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FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram
User Account Manager

User DEP Program Staff DEP Document Mgt DEP e-Reporting System
System (User Account Manager)

09. Review, Scan,

P Store hard-copy -
Forms

08. Send in
necessary form(s)

10. Store
electronic form(s)

No
Email Rejection
Yes End Process

12. Email PIN

11. Authorize PIN P> vieval URL.

13. Login, Answer
Question, Retrieve [
PIN

User Authorized

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page2of 8




FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram

Content Manager

User DEP e-Reporting System

(Content Manager)
Gtart Content Managemea

Y

01. Login to FDEP
Portal

\

02. Select
Program Area

\

Online
Submission

Yes No

03. Select File for 04. File is hashed

07. Enter Data Upload > prior to upload.

05. Upload File |

06. Uploaded
Result is hashed.
Before/After Hash
Codes Compared

@4 |

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page3of 8



FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram
Content Manager

DEP e-Reporting System
(Content Manager)

08. Convert Data

Codes Match =———— to XML with XSL
No
Stylesheet.
Attempt # < 3? Yes‘»@ 09. Hash XML and
Store Hash Code
No

Yes
Contact DEP
End Process

@<

y

Content Stored
End Process

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page4of 8



FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram

Submission Manager

User DEP e-Reporting System

(Submission Manager)
< Start Submission >

\

01. Login to FDEP
' Y—> Portal

02. Select
Program Area

v

03. Select
Report(s) to
Submit

Y

04. View Selected
Report(s)/Accept
Certification
Statement

\

05. Sign using 06. System
Username/ > Validates
Password/PIN/ Signature

Security Question

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page 50f 8



FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram
Submission Manager

DEP e-Reporting System
(Submission Manager)

Valid
Signature?

Valid
Authorization?

Yes—-

Yes

No

07. System Stores

Signature
Attempt # < 3? Yes:

No
No 08. Hash XML
+ (with Signature)
and Store Hash

Contact DEP Code
End Process ¢

09. Email
Acknowledgement

10. Email Additional
Signature gYes Signature
Request Required?

No

v

Copy of Record Created
End Process

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd Page 6 of 8



FDEP — CROMERR Process Flow Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram

Repudiation
User DEP e-Reporting System
(Copy of Record Manager)
( Start Repudiation >
01. Login to FDEP
Portal
04. Sign using
) Username/ Valid
* Password/PIN/ Signature?
Security Question
02. Select

Program Area

\

03. Select
Report(s) to
Repudiate

'

User is
Submitter?

No

\

Within

Yes| .
Timeframe?

C

Cannot Repudiate
End Process

)%No

No

\

Yes

No
Contact DEP
End Process
05. Mark Report ¢

Attempt # < 3?

as Repudiated

'

06. Email
Notification to all

Report(s) Repudiated
End Process

Signatories/
Submitter

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd
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FDEP — CROMERR Process Flow

Doc Created on 09/09/2010 | Last Updated on 12/03/2010

Process Flow Diagram
Spurious Submission

User

DEP e-Reporting System
(Copy of Record Manager)

( Start Repudiation >

01. Login to FDEP
Portal

\

02. Select
Program Area

\

03. Select
Report(s) to Flag
as Spurious

'

User is

Submitter? Yes|

No

\

Cannot Flag
End Process

C

)%No

Within
Timeframe?

C

Report(s) Flagged

End Process

04. Sign using
Username/
Password/PIN/
Security Question

Valid

Signature?

No

\

Yes

Attempt # < 3?

No

\

Contact DEP
End Process

C

05. Mark Report
as Spurious

'

06. Email
Notification to all

e

Signatories/
Submitter

Filename: Attachment 1A - CROMERR_ProcessFlow20101203.vsd
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Attachment 1: FDEP Self-Registration & Confirmation Screen

MyFDEP

Florida Department of Environmental Protection

Register | Already have an account? Sign In

Home » Register

Register
If you've already registered with the DEP. then sign in.
* Fields marked with an asterisk are required

Email Address™: robert.w.smith@roadrunner.net

First Name™: Robert
Middle Name: William
Last Name™: Smith

In the event you forget your password, enter a question and answer only known to you:
Security Question™; Mother's Maiden Name

Security Answer*: Jones

If you are a registered user but have forgotten your password. then reset vour password

2010 Florida Department of Environmental Protection. All rights reserved.
Site Map | DEP Website | Contact Us

MyFDEP

Florida Department of Environmental Protection

Register | Already have an account? Sign In

Home » Registration Complete Search the Site: e

Thanks!

Your registration is almost complete. We have sent you an email in order to verify your email address. Please follow the
instructions in the email to verify your account.

Copyright 10 Florida Department of Environme ection. All righ

Site Map | DEP |




Attachment 2: Sample Registration e-mail & Verification/Acknowledgement Screens

Florida Department of

Environmental Protection

Eob Martinez Center
2600 Blair 5tone Road
Tallahassee, Florida 323992400

Charlie Crist
Governor

Teff Kotthamp
Lt. Governor

Mimi A Drew
Secretary

Registration Request

Hello Louis Smith:

please verify your email address by clicking the link below.

https-/fwww ldepportal com/accountiverifyEmail Pconfirmationld=1294e2b071ad27223a9865fe 723584 ac

Thank you for registering with the Florida Department of Environmental Protection. To complete your registration,

MyFDEP

Florida Department of Environmental Protection

Register | Already have an account? Sign In

Home » Verify Email Search the Site: C)f

Verify Email

Congratulations! Your email address has been verified. To complete your registration, please choose a password below.
Passwords must be between & and 20 characters long and must contain at least one uppercase letter, one lowercase
letter, and one number.

New Password™: ssssssee

Confirm Password™. | sseessse

Create Password

Copyright @ 2010 Florida Department of Environmental Protection. All rights reserved.

Site Map | DEP Website | Contact Us




Attachment 2: Sample Registration e-mail & Verification/Acknowledgement Screens (continued)

MyFDEP

Florida Departnent of Environmental Protection

Register | Already have an account? Sign In

Home » Verify Email Search the Site: ij

Thanks!

Thanks for verifying your email address. You can now log in.

Copyright @ 2010 Florida Department of Environmental Protection. All rights reserved.

Site Map | DEP Website | Contact Us

Page 2



Attachment 3: Electronic Signature Device & Subscriber Agreement

Electronic Signature Device & Subscriber Agreement

Please complete the following form and mail to:

Florida Department of Environmental Protection
2600 Blairstone Rd., Suite 618
Tallahassee, FL 32399

Name: Louis L. Smith
User Login ID: Louis.L.Smith@dep.state.fl.us
Telephone: 8132637587
Email: Louis.L.Smith@dep.state.fl.us
Street Address: 4405 W. Harborview Ave
City: Tampa
State: FL
Zip Code: 33611

I, Louis L. Smith, the undersigned, am hereby submitting this Subscriber Agreement to the
Florida Department of Environmental Protection (FDEP) in application for a Personal Identity
Number that shall, along with my username, password and additional personal security
information, serve as the Electronic Signature Device and equivalent of my handwritten
signature on all electronically submitted reports, documents, applications, files and forms to the
FDEP. | hereby agree to:

1. Protect my electronic signature device from compromise;

2. Prohibit anyone from using my electronic signature device, including anyone who may be
acting as my agent;

3. Promptly report (within 24 hours after discovery) to the FDEP any evidence of the loss, theft,
or other compromise of this electronic signature device;

4. Review and, if necessary, repudiate, any electronic reports, documents, applications, files and
forms that may have been submitted to the FDEP after this loss, theft or compromise;

5. Promptly review (within 24 hours after discovery), the acknowledgements (email and
onscreen) and copies of submitted documents using this electronic signature device, and;

6. Promptly report (within 24 hours after discovery) evidence of discrepancy between any
electronically submitted information signed using this electronic signature device and what was
received by the FDEP's electronic receiving system.

| understand that | shall be held as legally bound, obligated, and responsible by the electronic
signature created using this electronic signature device as by my handwritten signature.


mailto:Louis.L.Smith@dep.state.fl.us
mailto:Louis.L.Smith@dep.state.fl.us

Signature: Date:

This ESD was applied for on the 10th day of November, Two Thousand Ten

Notarization of Electronic Signature Device and Subscriber Agreement

In the State of

and the County of:

On before me,

4

(date of signing) (Notary's name)

Personally appeared Louis L. Smith, personally known to me (or proved to me

on the basis of satisfactory evidence) to be the person whose name is
subscribed within this instrument and acknowledged to me that he/she executed
the same in his/her authorized capacity and that by their affixed signature on
this instrument do affirm their lawful execution thereof.

Witness therefore my hand and official seal(Notary Seal)

(Signature of Notary)



Application Responsible Official Certification

Complete if applying for an initial/revised/renewal Title V permit or concurrent processing of an
air construction permit and a revised/renewal Title V permit. If there are multiple responsible
officials, the “application responsible official” need not be the “primary responsible official.”

1. Application Responsible Official Name:

2. Application Responsible Official Qualification (Check one or more of the following
options, as applicable):

[] For a corporation, the president, secretary, treasurer, or vice-president of the
corporation in charge of a principal business function, or any other person who
performs similar policy or decision-making functions for the corporation, or a duly
authorized representative of such person if the representative is responsible for the
overall operation of one or more manufacturing, production, or operating facilities
applying for or subject to a permit under Chapter 62-213, F.A.C.

[] For a partnership or sole proprietorship, a general partner or the proprietor,

respectively.

[] For a municipality, county, state, federal, or other public agency, either a principal
executive officer or ranking elected official.

[] The designated representative at an Acid Rain source.

3. Application Responsible Official Mailing Address...
Organization/Firm:

Street Address:
City: State: Zip Code:

4. Application Responsible Official Telephone Numbers...
Telephone: () - ext. Fax: () -

5. Application Responsible Official Email Address:

6. Application Responsible Official Certification:

I, the undersigned, am a responsible official of the Title V source addressed in this air permit
application. | hereby certify, based on information and belief formed after reasonable
inquiry, that the statements made in this application are true, accurate and complete and
that, to the best of my knowledge, any estimates of emissions reported in this application
are based upon reasonable techniques for calculating emissions. The air pollutant
emissions units and air pollution control equipment described in this application will be
operated and maintained so as to comply with all applicable standards for control of air
pollutant emissions found in the statutes of the State of Florida and rules of the
Department of Environmental Protection and revisions thereof and all other applicable
requirements identified in this application to which the Title V source is subject. 1
understand that a permit, if granted by the department, cannot be transferred without
authorization from the department, and 1 will promptly notify the department upon sale or
legal transfer of the facility or any permitted emissions unit. Finally, I certify that the
facility and each emissions unit are in compliance with all applicable requirements to
which they are subject, except as identified in compliance plan(s) submitted with this
application.

Signature Date

Attachment 4 - Sample Signing Authority Document



/= EU Pollutant

GC« v [g, http:finternetbetafair JEPSAP/EmissionUnit/PollutantForm. asp?Mode=PollList&Poll_Code=CO&FacID=13438AppID=1784&AirsI| Vl ‘71 X |

File Edit View Favorites Tools Help

w [@EU Pollutant Form

[_~| @ 8 deh v |:bPage v iCf Tools ~ b

“More Protection, Less Process”

Programs Contact Site Map

EPS&P Menus | Application Section  |l. Facility Section Il EU Section  EU List  Help |
FACILITY: FLORIDA POWER & LIGHT {(PMS) {#0810024)

(APPLICATION: TEST FOR JIM {#1651-1}
[EU 001: FUEL OIL HEATER "A1254" 15 MMBETU/HR MAXIMUM

[ Update ] [ Add New Pollutant J | Return to EU Pollutant List | [ Return to EU Menu J

EU POLLUTANTPOTENTIAL EMISSIONS FORM
® Click here to View/Edit/Add Allowable Emissions Information for this Pollutant

Pollutant Code: CO << Pollutant Navigation>>

Pollutant Description: Carbon Monoxide
Is this a Valid Pollutant? ® Yes O No
Include in the Facility Emissions Cap? O Yes ® No
Pollutant Regulatory Code: |Select a Pollutant Regulatory Code
. Click Here to Add a Control Device to this EU
Primary Control Device: | No Primary Control Devices Available V'
Secondary Control Device: | No Secondary Control Devices Available v]

Total % Efficiency of Control

Potential Emissions |0.6 | Ib/hour 12.42 ]tons.fyear
Synthetically Limited? O Yes ® No

Emission Factor:

Emission Factor Units: | Select Units for Emission Factor

Emission Factor Reference: I
Emissions Method Code: | Select an Emissions Method Code

Calculation of Emissions:

Comment:

Do You Want to See Details about this Pollutant for Another EU?
[Select an Emissions Unit v

J 2|
& Local intranet H100% <~

A

Attachment 5 — Example of online data entry form (Custom User Interface)



EPSAP Submitted Application Page 1 0ol 329

Department of
Environmental Protection

Division of Air Resource Management

SUBMITTED APPLICATION REPORT
APPLICATION FOR AIR PERMIT - LONG FORM
--- Torm Effective 03/16/08 ---
Application Number:  1998- 1
Application Name: JUDY TESTING PROD ERROR REQ 628
Date Submitted: 08 July 2008

I. APPLICATION INFORMATION

Air Construction Permit - Use this form to apply for an air construction permiit:

« Forany required purpese at a facility operating under a federally enforceable state air operation permit (FESOP) or
Title V air operation permit:

« For a proposed project subject to prevention of significant deterioration (PSD) review, nonattainment new source
review, or maximum achievable control technology (MACT);

« Toassume arestriction on the potential emissions of one or more pollutants to escape a requirement such as PSD
review, nonattainment new source review, MACT, or Title V: or

o Toeslablish, revise, or renew a plantwide appheatility limit (PAL).

Air Operation Permit - Use this form to apply for:

« an mitial federally enforceable state ar operation permit (FESOP); or
« an initial/revised/renewal Title V air operation permit.

To ensure accuracy, please see form instructions.

Identification of Facility
1. Facility Owner/Company Name: FLORIDA POWER & LIGHT (PMR)

2. Site Name: MARTIN POWER PLANT
3. Tacility Identification Number: 0850001
4. Facility T.ocation...
Street Address or Other MARTIN CO 6 MI W OF INDTANTOWN
T.ocator:
21900 SW WARFIELD BOULEVARD
City: INDIANTOWXN County: MARTIN Zip Code: 34956
5. Relocatable Facility? 6. Existing Title V Permitted Faeility
O Yes No O Yes O No

hitp://appprod.dep.state [Lus/epsap_eng/Submilted App.asp?FaclD—1634& AirsID—085000...  8729/2008

Attachment 6 — Example of Detail Report (Excerpt)



/_ Final Verification of Submittal - Windows Internet Explorer

= g :
G@ v |§, http:finternetbeta/air/epsap/Final. asp?FaclD=1343&AppID=1784&AirsID=0810024&Type=NONTS&YN=18AN=1651 Yl \‘1“ A ] [Li-».--r:— Search I'p ,':
File- Edit Wiew Favorites Tools Help

< - & >

W [gFinaI Verification of Submittal I ] - gt v b Page v {F Tools ~

GO
U (AA/ 2 Prote a5 Pro
Depa 0 0 al Protectio DEP Home About DEP Programs Contact Site Map
2
EPSAP Home  Logoff EPSAP  Help ]

IFACILITY: FLORIDA POWER & LIGHT (PMS) (#0810024}
IAPPLICATION: TEST FOR JIM ({#1651-1)

AIR PERMIT APPLICATION VERIFICATION OF SUBMITTAL
8/26/2008 2:01:27 PM
APPLICATION NUMBER: 1651-1
Note! The Permitting Clock Does Not Start Until Fees are Received.

Your Application has been Submitted.
Please refer to the above application # in any future correspondence regarding this application.
Please Direct Any Questions and Correspondence to:
Sylvia Livingston
sylvia.livingston@dep.state.fl.us
FDEP Bureau of Air Regulation
2600 Blair Stone Road MS 5505
Tallahassee, Florida 32399-2400
850-921-9505

Click Here to Print Fee Calculation Page
Flzsse s2nd this form and reguirsd fees to the aoove address
Click Here to Print Your Submitted Application

This grintad cooy is for your records only and is not intendad to reglace the slectronic suomission

& Lacal intranet C ®100% v

Attachment 7 — Screenshot of Successful Document Submittal



o Charlie Cnis
Florida Department of Govenns
Environmental Protection Teff Kottkamp
Bob Martinez Center Lt Govemor
2600 Blair Stone Road ) _
Tallahassee, Florida 32399-2400 -\'Achaéi W. Sole
Secretary

Notification of Transmission Error

Your transmission of the file: EU_AIR 4Q_08 xls has failed due to a Hash Key Mismatch error.
Please verify the integrity of the file, and re-process your transmission.
Should vou have further problems in transmittng this file, please contact the Help Desk at (850) 555-1234

Thank vou.

Attachment 8 — Sample e-mail for File Transmission Error




Attachment 9: Sample Professional Authentication Document (Professional Engineer)

. Rick Scott
Florida Department of Governor
Environmental Protection Jennifer Carrol
Bob Martinez Center Lt. Governor

2600 Blair Stone Road rschel N

Tallahassee, Florida 32399-2400 Herschel T. Vinyard, Jr.

Secretary

Electronic Submission

Professional Engineer Signature Document
This document is signed and sealed to secure files electronically attached to the below application
per the Procedures for Signing and Sealing Electronically Transmitted Plans, Specifications,
Reports or other Documents as described by the Florida Department of Business and Professional
Regulation, Board of Professional Engineers in Rule 61G15-23.003, F.A.C.

Application Type: Domestic Wastewater Tranmission/Collection System
Application Name: City of Tallahassee — 11/15/2010 - 13465

Facility ID: 6548123

Facility Name: City of Tallahassee Tram Road Spray Field
Description of Documents:

Specifications for equipment.

Attached Files:
File Description File Name Hash Value

Equipment Equip_Spec_001.pdf | DOA72427F7A04E0D78052404FC59CF5CF4523BCA
Specification_001
Equipment

Specification_002

Equip_Spec_002.pdf | D222C740981DFB22C72580F042C4D94E90C596AB

Signature File Hash: 7651ADD85274EFAD696AEAOAALGE13B2179986A4
Signature File Created: 11/30/2010 01:20:14 PM
Name: Pete Peterson License Number: 123456789

Signature:

Date:

Seal:



Attachment 10

State of Florida DEP 335
Department of Environmental Protection Effective: May 15, 2003
Administrative Directive Approved by Secretary Struhs

RECORDS MANAGEMENT

1. Purpose

This directive establishes and implements uniform guidelines for the proper
accountability and disposition of all records/documents created or received by
the agency.

2. Authority

Chapters 119 and 257, Florida Statutes; Chapters 1B-24 and 1B-26, Florida
Administrative Code.

3. Definitions

a.

Dispositioning: The process of disposing of records/documents to include
such methods as recycling or shredding.

General Records Schedule: Retention requirements issued by the
Department of State, Bureau of Archives and Records Management, to
establish disposition standards for public records common to all State
agencies.

Individual Records Schedule: Retention requirements requested by
individual agencies, divisions/districts or programs for records which
pertain to their individual office and which do not fit the records listed in
the General Records Schedule.

Obsolete, Superseded or Administrative Value Lost (OSA) Files: Those
files, normally duplicates, eligible for destruction when they become
obsolete, are superseded or lose their administrative value. Submittal of
form DEP 55-413, Records Disposition Document (Attachment II), is not
required for destruction of these type records.

Record: A file or series of files or documents which relate to activities
carried out by the agency or one of its Divisions/Districts.
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DEP 335
May 15, 2003
Page 2 of 8

f. Record Copy: Original documents or files which will be maintained or
stored by the agency for legal, historical, fiscal or administrative value
(also referred to as “Copy of Record”).

g. Records Coordinator: The individual appointed by the Division/District
Director to act as the Division/District liaison to the Records Management
Administrator. This individual is responsible for organizing records
management practices within the Division/District.

h. Records Management Administrator (RA): The individual designated by
the agency to act as the agency representative in dealing with the
Department of State’s Bureau of Archives and Records Management. This
individual is responsible for organizing records management practices
within the agency.

i. Records Series: A group of related documents arranged under a single
filing arrangement or kept together as a unit because they consist of the
same form, relate to the same subject, result from the same activity, or
have certain common characteristics.

j. Retention Period: The minimum period of time a record/document must
be retained before final disposition can be made.

K. Retention Schedule: A standard approved by the Department of State,
Bureau of Archives and Records Management for the agency’s orderly
retention, transfer and disposition of records/documents.

l. State Records Center (SRC): General term used to reference the
Department of State’s (Bureau of Archives and Records Management)
State Records Center.

Policy

a. The Department will designate a Records Management Administrator
(RA). The RA is the Records Management Liaison Officer for the
Department. The RA will coordinate with the Department of State,
Bureau of Archives & Records Management (hereafter called the State
Records Center) to develop and maintain a sound records management
program. The RA also has overall responsibility for the orderly retention,



DEP 335
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Page 3 of 8

transfer and disposition of all agency records. All forms relating to
records management will be approved by the RA.

Each Division/District will designate a Records Coordinator. The Records
Administrator will be notified of this delegation in writing. The Records
Coordinator will assist the division/district in the maintenance and disposal
of records. They will also coordinate these functions with the RA.

Each Division/District will ensure all records maintained in its programs
have an approved retention schedule. When no retention schedule exists,
or a new file series is created, the Division/District will submit to the
Department’s Records Administrator, in writing, a request to assign a
retention schedule for the new record series. The RA will ensure the
requested retention schedule is based on precedents established by the
SRC.

All Retention Schedule Requests, Disposition Requests, Requests for
Storage of Records and Record Retrieval Requests will be forwarded
through the Division’s/District’s Records Coordinator prior to being sent to
the RA for approval or transmittal to SRC.

No records will be stored at the agency’s Records Management facility
beyond their authorized retention period unless they are needed for
litigation or to aid in any type review or audit process.

No permanent records will be destroyed without written approval by the
Department’s Records Administrator on Form DEP 55-413, Records
Disposition Document (Attachment II). Record copies of permanent
records will not be destroyed, whether approved or not, until they have
been converted to another media (i.e., microfilm, electronic imaging, etc.)
and reviewed to ensure the copies contain all the significant record data
shown on the originals in accordance with Chapter 1B-26.0021 of the
Florida Administrative Code (FAC).

Divisions/Districts which utilize electronic media to store records will
ensure the media conforms to standards set forth in Chapter 1B-26.003,
of the Florida Administrative Code (FAC).
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h. Divisions/Districts shall utilize the guidelines established in Directive DEP
375, Guidelines for Providing Public Records.

5. Procedures

a. Records Storage/Transfer:

(1)

(2)

(3)

4)

(5)

(6)

The Records & Inventory Management Section will store, on a
space available basis, only records which have an approved
retention schedule of three (3) years or more.

To transfer records for storage, the Division/District must complete
Form DEP 55-412, Records Transfer Form (Attachment I).

Records must be stored in approved Records Storage boxes.
These may be ordered from PRIDE (PRIDE # 611610434).

Once Form DEP 55-412, Records Transfer Form (Attachment I) is
completed, Tallahassee-based Divisions/Districts should contact the
Records & Inventory Management Section to schedule pickup.
Outlying Divisions/Districts should coordinate with the Records &
Inventory Management Section for the transfer of records on a
space available basis. All expenses for records shipped to the
Records & Inventory Management Section must be paid by the
shipper.

The originator of the transfer form will retain a copy of their
transfer form for future reference.

The boxes will be assigned a storage code after receipt by the
Records & Inventory Management Section. This code will be
annotated in the database once assigned by the Records &
Inventory Management Section. The Records & Inventory
Management Section will also place a copy of the Records Transfer
Form on the records storage box. A copy of the Records Transfer
Form (DEP 55-412, Attachment I), with the assigned storage code
will be returned to the originating office. This storage code
number will enable the Records & Inventory Management Section
to readily retrieve the records/documents that have been stored.
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Records Retrieval:

(1)

(2)

(3)

Should the originator need to retrieve a file or a box of records,
form DEP 55-416, Record Retrieval Request (Attachment III) must
be sent to the Records & Inventory Management Section.

The Records & Inventory Management Section has the capability to
make limited paper copies of microfiche or filmed records. If a
paper copy is needed, the requestor should so state when the
retrieval request is made.

All records which have been placed on a media other than paper
have a security copy stored in the SRC. If the record media in your
possession is lost or destroyed, it is possible to retrieve files from
the SRC. However, if the requestor cannot provide the Records &
Inventory Management Section with the roll number of the
microfiche, it may delay the retrieval process. Roll numbers and
identifiers for other electronic media are listed on the
memorandum which accompanies the media copies returned to the
Division/District.

Records Disposition:

(1)

(2)

(3)

It is Department policy that no records will be retained beyond
their approved retention schedule unless they are needed for
litigation or to aid in any type review or audit process.

When records have met their retention schedule, the office storing
them should submit a form DEP 55-413, Records Disposition
Document (Attachment II) requesting authorization to
destroy/dispose of them.

The completed Form DEP 55-413 (Attachment II) must be sent
through the Division/District Records Coordinator to the RA (Mail
Station 95). The Records Coordinator will certify that records
requiring an audit have been identified and will then sign Block 6
prior to forwarding the form to the RA.
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(3)

(6)

7)

(8)
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No file/record may be destroyed without written authorization from
the Department Records Administrator on a Form DEP 55-413
(Attachment II) unless they have a retention schedule of “destroy
when obsolete, superseded or administrative value is lost (OSA)”
approved by the SRC. OSA files may be destroyed when they
become obsolete, superseded or lose their administrative value.
The Records Coordinator or an approved designee need only retain
the knowledge that those records have been destroyed.

Once the originator has received written authorization to destroy
the file/records, destruction should be carried out as expeditiously
as possible. Destruction/disposition method must be annotated in
column "G” of Form DEP 55-413 (Attachment II) along with the
date, and the person destroying the file/record and a withess must
sign in Block 10. Approved methods of destroying records are
recycling or shredding.

Upon completion of the destruction certificate the Originator must
forward a copy to the Records & Inventory Management Section
and maintain the original as a permanent record of the destruction.

When records stored at the Records & Inventory Management
records facility have met their retention period, the Records &
Inventory Management Section will initiate the Form DEP 55-413
(Attachment II) for disposal authority. Records & Inventory
Management will inform the record originator that the records are
due for disposal. If the originator requests in writing that the
files/records not be destroyed, Records & Inventory Management
will forward them to the originator for future storage. In
accordance with Department policy, the records will nhot remain in
storage at the Records & Inventory Management facility beyond
the approved retention schedule.

Disposition requests may be done in advance to expedite records
disposition. These may be submitted up to 90 days in advance for
records with a retention schedule of one year or greater. These
requests will go through the same process as regular requests; i.e.,
through the RA.
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This directive supersedes DEP 335 dated May 24, 1996. Revisions were made to
comply with changes in Florida Statutes and the Florida Administrative Code, Rules 1B-

24. The Records Management Office was changed to the Records and Inventory
Management Section throughout the directive.

Office of Responsibility: ~ Division of Administrative Services
Bureau of General Services
Records & Inventory Management Section
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ATTACHMENTS: TTACHMENT I

Records Transfer Form
DEP 55-412

TTACHMENT II

Records Disposition Document
DEP 55-413

ATTACHMENT III
Records Retrieval Request
DEP 55-416



http://www.dep.state.fl.us/admin/forms/GenSvcs_Forms/DEP_55-412.doc
http://www.dep.state.fl.us/admin/forms/GenSvcs_Forms/DEP_55-413.doc
http://www.dep.state.fl.us/admin/forms/GenSvcs_Forms/DEP_55-416.doc
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Florida Department of Environmental Protection

Schematic of Application Servers Network Access from DEP Intranet and Public Internet — March 2010
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State of Florida DEP 390
Department of Environmental Protection Effective: June 9, 2009
Administrative Directive Approved by the Secretary

INFORMATION RESOURCES SECURITY POLICIES AND STANDARDS

GENERAL SECURITY POLICIES AND RESPONSIBILITIES

1. Purpose

The purpose of the Information Resources Security Policies is to ensure that the
security of DEP’s information resources of the Department is sufficient to reduce
the risk of loss, modification or disclosure of those assets to a level acceptable to
DEP management.

2. Authority

Section 282.318, Florida Statutes, Communications and Data Processing and
Chapter 60DD-2, Florida Administrative Code.

3. Scope

Information security policies and standards apply to all agency employees. They
also apply to contractors, vendors, private organizations and citizens that are
provided account access to the agency network and computer systems. They
apply regardless of whether connection to agency information technology
resources is from within or from outside the agency. They also apply to agency
computing devices when connected to non-agency networks. They apply to DEP
automated information systems which access, process, or have custody of data.
They apply to mainframe, minicomputer, microcomputer, distributed processing,
and networking environments of the Department.

4. Definitions
a. Access —To approach, view, instruct, communicate with, store data in,
retrieve data, or otherwise makes use of computers or information
resources.
b. Access Control —The enforcement of specified authorization rules based on

positive identification of users and the systems or data they are permitted
to access.
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Agency-managed device- A device not owned by the agency, but on which
the agency ensures the hardware and software used is in compliance with
agency standards.

Authentication — The process of verifying that a user is who he or she
purports to be. Techniques fall into one of three categories: (1) something
the user knows, such as a password or PIN; (2) something the user has,
such as a smartcard or ATM card; and (3) something that is part of the
user, such as a fingerprint or the iris of the eye.

Authorization — A positive determination by the information resource
owner or delegated custodian that a specific individual may access that
information resource, or validation that a positively identified user has the
need and the owner's permission to access the resource.

Confidential information — Information which is confidential by state or
federal law.

Controls — Actions or measures put in place by management to prevent,
reduce, or even eliminate potential risks and exposures.

Custodian — The organizational unit or person in charge of keeping the
data for the owner.

Computer Security Incident Response Team (CSIRT) — A first responder
unit resident in DEP which performs vital functions in regards to mitigating
and investigating an apparent information security incident.

Data integrity — The state that exists when computerized information is
predictably related to its source and has been subjected to only those
processes which have been authorized by the appropriate personnel.

Demilitarized Zone (DMZ) — A network established to hold hosts which
outside entities need direct access to.

Encryption — The process of cryptographically converting plain text
electronic data into a form unintelligible to anyone other than the
intended recipient.
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External — Refers to networks which are not managed by FDEP, and/or
devices attached to such networks.

Free-for-use Software — Software in the public domain, freeware, or
software by any other name the software author or law allows free use
without license, charge, and/or ownership.

Incidental Use — The momentary personal use of an agency information
technology resource, when such use does not cause the state to incur
cost beyond normal wear and tear of the resource and where use does
not violate other agency policies. Occasional personal emails, non-long
distant calls, or internet use would be an example of incidental use.

Information Security Manager (ISM) — The person designated by DEP
head to administer DEP’s information resource security program in
accordance with Section 282.318(3), Florida Statutes, and DEP’s internal
and external point of contact for all information security matters.

Information Security Representative (ISR) — Division, district, or office
designee responsible for the implementation, enforcement, and reporting
of approved computer security directives, procedures, and practices.

Information Technology Resources — information processing hardware,
software, applications, networks, connections, devices, data, personnel,
facilities, and other related resources.

Mobile Computing Device — A laptop, handheld, or other portable device
that can process data.

Mobile Devices — A general term describing both mobile computing and
mobile storage devices.

Mobile Storage Device — Portable data storage including, but not limited
to, external hard drives, thumb drives, floppy disks, recordable compact
discs (CD-R/RW) drives, recordable digital videodiscs (DVD-R/RW) drives,
IPODs, media players, and cell phones or tape drives that may be easily
attached to and detached from computing devices.
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Network Firewall — A means of joining two networks which is designed to
allow traffic between the two networks to be controlled in a way which
protects hosts on one network from attacks originating on the other
network.

National Institute of Standards Technology (NIST) - A federal non-
regulated body. NIST's mission is to promote U.S. innovation and
industrial competitiveness by advancing measurement science, standards,
and technology in ways that enhance economic security and improve our
quality of life.

Owner of an Information Resource — The business function manager or
agent assigned responsibility for integrity and accuracy of the information
resource.

Personal Password — A password that is known by only one person and is
used to authenticate that person's identity.

Payment Card Industry Data Security Standard (PCI-DSS) -- The PCI DSS
is a multifaceted security standard that includes requirements for security
management, policies, procedures, network architecture, software design
and other critical protective measures. This comprehensive standard is

intended to help organizations proactively protect customer account data.

Risk — The likelihood or probability that a loss of information resources or
breach of security will occur.

Risk Assessment — A report showing assets, vulnerabilities, likelihood of
damage, estimates of the costs of recovery, summaries of possible
defensive measures and their costs and estimated probable savings from
better protection.

Security Controls — Hardware, software, programs, procedures, policies,
and physical safeguards which are put in place to assure the availability,
integrity and protection of information and the means of processing it.

Security Incident or Breach — An event which results in unauthorized
disclosure, use, modification or destruction of information resources or in
disclosure of confidential information, whether accidental or deliberate.
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Separation of Functions — An organizational control that separates duties
so that activities of one employee act as a check on those of another so
that no one employee controls the handling and recording of a transaction
from beginning to end.

Special Trust Position — A position having access to critical network or
data center locations, whose duties allow access to confidential
information, or whose computer related duties are depended upon for the
continuity of essential information resources.

Stand-Alone Computing Devices — Computers and related devices not
connected to any online network and thus cannot share data with another
computer and are less susceptible to viruses, data theft, and other
security threats.

Strong Encryption — 128-bit encryption or greater.

Strong Password — A password not easily guessed. It is normally
constructed of a sequence of characters, numbers, and special characters,
depending on the capabilities of the operating system. Typically the longer
the password the stronger it is. It should never be a name, dictionary
word in any language, an acronym, a proper name, a number, or be
linked to any personal information about you such as a birth date, social
security number, and so on.

Third Parties — Partners, vendors, suppliers, contractors, hosted services
and the like.

Track — The documented assignment of an asset to a user and/or
location.

User — An authorized person who uses information technology resources.

Virtual Private Network (VPN) — A means of establishing private
connections across an existing, non-private network.



DEP 390

June 9, 2009
Page 6 of 39
5. ISM and ISR Responsibilities
a. The agency head is responsible and accountable for assuring an adequate

level of security for all data and information technology resources of the
agency and, to carry out this responsibility, shall designate an Information
Security Manager (ISM) who shall administer the agency’s security
program for computer data and information technology resources. Written
notification of the appointment shall be sent to the State Office of
Information Security.

b. Agency IT Coordinators shall act as information security representatives
(ISR) to ensure information systems under their respective divisions,
offices, and districts meet minimum security requirements. ISR duties
minimally include:

(1)  Supporting implementation, enforcement, and reporting
requirements of approved computer security directives, procedures,
and practices;

(2) Ensuring user access is correct, current and reflects appropriate
security levels;

) Ensuring the proper implementation of security controls and
safeguards in the development of information systems;

(4) Ensuring information security incidents are reported to the
Information Security Manager, through established notification
procedures;

(5)  Ensuring risk assessments are performed on new or major systems;
(6)  Ensuring users obtain required security awareness training; and

(7)  Ensuring third parties comply with agency security standards.

6. Owner, Custodian & User Responsibilities

Owners, custodians, and users of all information resources will be identified and
the designation will be documented. All information resources will be assigned an
owner. The following distinctions among owner, custodian, and user
responsibilities will guide determination of their roles:
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a. Owner Responsibilities — The owner of an information resource is the
designated individual responsible for implementing the program that uses
the resource. The owner is responsible for:

(1) Approving access and formally assigning custody of the asset;

(2)  Judging the asset's value;

(3)  Specifying data control requirements and conveying them to users
and custodians;

(4) Ensuring compliance with applicable controls; and

(5) Ensuring integrity and accuracy of information asset.

b. Custodian responsibilities — The custodian of an information resource is
responsible for:

(1) Implementing the controls specified by the owner;

(2)  Providing physical and procedural safeguards for the information
resources in their possession or in their facility;

(3)  Administering access to the information resources;

(4)  Providing for timely detection, reporting, and analysis of
unauthorized attempts to gain access to information resources; and

(5)  Assisting owners in evaluating the cost-effectiveness of controls.

C. User responsibilities — The users of information resources are responsible
for:

(1) Complying with controls established by the owner; and
(2)  Preventing disclosure of confidential information.

7. Risk Management

a. A comprehensive risk analysis of critical and confidential information
processing systems shall be performed consistent with National Institute
of Standards Technology ( NIST) Risk Management Guide for Information
Technology Systems, Special Publication 800-30 by the appropriate
information security representative whenever significant systems,
environmental, or personnel changes occur that warrant a review of
current security protection measures. Risk analysis results will be
presented to the owner of the information resource for subsequent risk
management. The ISM should be copied on these results.
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b. The degree to which security and safeguards are implemented should be
commensurate with the value of the asset, or the level of risk associated
with the loss of data and/or the potential damage to information systems
or resources. In all cases, the consequence of loss and/or damage should
be the primary factor in determining appropriate security measures.

C. Computer related positions will be reviewed each year to determine what
special trust positions exist and to ensure special trust security awareness
training is provided employees holding these positions.

Computer Security Incident Response Team (CSIRT)

a. A CSIRT shall be established to investigate, mitigate, and appropriately
report information security incidents occurring within the agency.

b. The Chief Information Officer (CIO) is responsible for establishing CSIRT
guidelines that document the standards, practices, and policies specific to
the operation and conduct of the CSIRT.

Exceptions to Security Reqguirements

Limitations in resources and technical capabilities may prevent full compliance
with all security requirements without introducing unacceptable business delays
or work stoppage. When such cases arise, an Information Security Exception
Request form must be submitted to the appropriate ISR for eventual ISM
approval. Approved exceptions shall be maintained by the ISM and regularly
reviewed. When an exception is no longer valid, the 1SM shall revoke the
exception and the requester must come into full compliance in a timely manner.
If the agency can not comply with a state information security policy, the ISM
will coordinate with the agency head to obtain the state’s approval for an
exception.
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CONTROL OF COMPUTERS AND INFORMATION RESOURCES

Purpose

All DEP information processing areas must be protected by appropriate physical
controls relative to the size and complexity of the operations, criticality or
sensitivity of the systems operated at the DEP locations.

Use of DEP Information Resources

a.

All information technology resources leased or owned by DEP and all
timesharing services billed to DEP will be used only to conduct state
business.

Access to data files and programs will be limited to those individuals
authorized to view, conduct system processes, or maintain particular
systems. The principles of least access, separation of functions, and need
to know will be applied in the determination of user authorizations.

User applications and data systems will be designed and data controls put
in place to ensure the integrity of the data and process is preserved.

For tasks that are susceptible to fraudulent activities or other
unauthorized activity, owners will ensure adequate separation of functions
for controlled execution.

Evidence, such as signatures, will be required to show individual
accountability for transaction origination, authorization, and approval for
financial, critical or confidential information.

Data created by employees on state owned computers remains the
property of the State of Florida and therefore privacy cannot be assured.

Ownership of Software

a.

All computer software developed by DEP employees or contract personnel
on behalf of the DEP or purchased for the use of DEP is state property
and will be protected as such, unless the software development contract
specifically provides otherwise.
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Contracts for programming work by outside personnel will indicate
ownership of all rights to the software and associated documentation.

Contracts with vendors of licensed or proprietary software will clearly
define the limits of use of the software.

Use Of Software Or Hardware On Department-Owned Systems

The use of non-DEP owned software or computer hardware may unduly burden
the ability of the agency to effectively manage state-owned information systems.
Allowing such use has the potential to tax DEP’s efforts to maintain its
information resource standards, potentially jeopardize the security and integrity
of state information, and may unduly subject DEP to legal issues regarding the
use of non-DEP owned software. For this reason:

a.

Non-agency managed and personally owned hardware or software is
prohibited from being connected to or installed on DEP computers unless
approved by the CIO after consultation with the ISM. At no time shall
confidential information be allowed to be transported or stored on a
personally owned asset.

Only DEP-owned/licensed and approved free-for-use software may be
loaded on DEP computers. Supervisors are responsible for justifying the
need for non-standard software requirements to their respective IT
Coordinator for approval. The appropriate computer support section
should be contacted as well, to ensure the software can be supported.
Software installations should only be performed by computer support
personnel, except as designated by the IT Coordinator. Trial, demo, or
evaluation software temporarily installed by computer support personnel
must be permanently removed within the time period specified by the
vendor unless it is purchased.

Software, licenses proofs of purchase, and media should be kept in a
central location by the appropriate budget entity or office for software
asset management purposes. Software media should be returned to the
central location after installing available licenses. For software programs
requiring the media to reside at the user’s desktop computer, the user is
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accountable for ensuring the media is not illegally copied and is readily
available if needed by the appropriate computer support staff.

Copies of state-owned, leased, or licensed software should not be created,
kept, or installed on any DEP computer system if such copying violates the
copyright or the license agreement with the software vendor.

To ensure information technology resources are properly maintained and
accounted for, hardware and software inventories must be maintained by
each division, district and office to allow ready access to the data by the
respective technicians and managers. Mobile computing devices identified
by the ISM must be tracked and users assigned these resources must sign
a responsibility statement as established by the ISM.

Internet Acceptable Use Policies

Use of the Internet by users is a privilege, not a right. Internet use must be for
the purpose of improving and enhancing communication, professional
development, and productivity. All users are expected to conduct themselves
with the highest integrity in Internet communications. Use of DEP Internet
services is subject to monitoring by management. Use of the Internet is
permitted as long as:

a.

the DEP user performs no activity that violates federal, state, or local
laws or would otherwise be prohibited under rules in the Florida
Administrative Code (F.A.C);

the DEP user conducts no activity that might result in personal profit for
the user, or bring the name of the agency or its employees into disrepute;

the DEP user does not deliberately access web sites or chat rooms
containing objectionable material which includes pornographic, sexually
explicit, or sexually suggestive content;

the DEP user does not use state owned computers to visit non-state
sponsored chat rooms; and
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e. the DEP user’s incidental and occasional personal use does not adversely
affect the employee’s work performance or productivity or any other
employee’s productivity or work performance.

Confidential Information

All non-exempt information collected by DEP is subject to public disclosure under
Chapter 119, F.S., (Public Records law). However, certain records are deemed
confidential or protected from disclosure pursuant to Chapter 119.07, F.S.,
including records of a personal or financial nature where prescribed. Information
exempted from Government-in-the-Sunshine or Public Records Laws should be
kept confidential using appropriate security measures including in part:

a. Using Passwords, permissions, access/user IDs, transaction controls,
firewalls, and encryption;

b. Maintaining the habit of non-disclosure standard except for those
authorized access;

C. Shredding paper confidential information before disposal;

d. Using wipe utilities when erasing confidential files on disks to ensure all
data residues are overwritten;

e. NIST Security Considerations in the Information System Development Life
Cycle, Special Publication 800-64 will be used as a guide towards ensuring
hard disks sent out for repair or disposing of obsolete computer
equipment that held data are completely wiped of confidential data and
proprietary software;

f. Physically destroying (e.g., by smashing or incinerating) failed disk drives
or equipment once holding confidential data that cannot be overwritten in
normal ways to prevent the potential for unauthorized data recovery; and,

g. Periodically performing risk assessments covering the agency’s use of
confidential information to ensure proper security practices prevent the
improper release of confidential information.
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PHYSICAL SECURITY AND FACILITIES ACCESS

Purpose

The purpose of this section is to establish physical controls appropriate to
adequately protect information technology resources.

Physical Security of Assets

a.

Hardware and peripheral devices must be kept safe from physical harm
including accidental damage, theft, abuse, or loss. The facility and
physical location of DEP IT resources (hardware and other physical assets)
must provide adequate protection from unauthorized access and use
(theft, vandalism and sabotage, etc.), prevent damage due to
environment factors (excessive amounts of heat, moisture or electrical
charge), and avoid accidental physical damage. Similarly, backup tapes
must be stored away from magnetic fields or electrical pulses, in addition
to preventing physical damage or loss.

Access to the computer data centers, server rooms, and closets housing
network infrastructure equipment will be restricted to those responsible
for maintaining these operations or related equipment. The System
Administrator is responsible for determining which vendor
maintenance/service personnel may be allowed to work without staff
escort.

Access to tape storage areas will be restricted to tape librarians and
authorized operating personnel.

Single user systems such as stand-alone computers need not be installed
in highly controlled areas provided they are secured against theft,
unauthorized use, and the data and software are adequately protected.

The temperature and humidity within a central computer room will be
monitored and controlled to ensure that the operational environment
conforms to the manufacturer's specifications.
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LOGICAL AND DATA ACCESS CONTROL

Purpose

This section establishes controls for the logical access to information resources to
minimize inadvertent employee error and negligence, and reduce the opportunity
for computer-related crime.

Limitations on Computer Privacy

No user should have any expectation of privacy in any message, file, image or
data created, sent, retrieved or received by use of State-owned computer
equipment and/or access. However, only authorized employees having legitimate
business purposes for accessing, monitoring, or handling employee personal
information are given authority and access rights to do so. Unauthorized access
or use of employee information by a DEP user is prohibited and may constitute
grounds for disciplinary action. DEP monitoring may occur at any time, without
notice, and without the user’s permission in performance of the following:

a. recording evidence of business transactions;

b. ensuring compliance with regulatory or self-regulatory guidelines;

C. maintaining the effective operation of the employer's systems (e.g.
preventing viruses);

d. monitoring standards of training and service;

e. preventing or detecting criminal activity;

f. preventing the unauthorized use of the computer/telephone system - i.e.

ensuring the employee does not breach the company's e-mail or
telephone policies; and

g. during the performance of troubleshooting hardware or software problems
requiring necessary access to user information to resolve the operational
problem.

Personal ldentification, Authentication, and Access

a. Each user of an information resource accessible by multiple-users will be
assigned a unique user identification code or username and password.
Exceptions are authorized for:
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(1)  public users of information resources or group users where such
access is authorized;

(2) situations where risk analysis demonstrates no need for individual
accountability of users ; and

(3) stand-alone computers, provided confidential and critical
information is not stored within the computer.

User identification will be authenticated before the system grants the user
access to information available through that system.

Access authorization will be removed for terminating employees or those
transferring to positions where access to the information resource is no
longer required.

If transaction controls are required, the user identification code will be
traceable to the user for the lifetime of the records and reports in which
they appear.

Consultants and contractors will have their access rights carefully
controlled and will be terminated immediately upon expiration of
contracts.

In situations where an employee, intern, volunteer, consultant or
contractor is terminated under adverse conditions (such as forced
termination of employment or forced reassignment), their supervisor will
notify the Office of Technology and Information Services (OTIS) to have
system access immediately removed.

All networked PCs, laptops and workstations will be secured with an
automatic lockout feature that activates within a prescribed number of
minutes of user inactivity, such that the system cannot be accessed until
the user supplies a valid username and password. The ISM shall
determine the lockout timing to use.
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Password Controls

a.

DEP will maintain a current Password Standard Compliance Document
specifying the criteria to be met for passwords. When applications and
systems require password access controls, use strong passwords unless
the risks of less protection has been approved by documented risk
assessment.

User network and e-mail passwords will be changed at least every 90 days
or less, as security dictates.

Strong passwords shall have these minimum characteristics:

(1) alength of 7 or more alphanumeric characters for Windows based
systems and 8 or more for Unix-based systems;

(2) contain both upper and lower case characters (e.g. a-z, A-Z);

(3) include digits and punctuation characters as well as letters (e.g. O-
9,!@#$%"&*(){} :";'<>?,./); and

(4) not consist of words in any language, slang, dialect, or jargon.

Passwords shall never be stored or e-mailed in a clear text format; instead
they shall be encrypted.

Passwords shall be treated as confidential information and shall not be
shared with anyone.

Users failing to properly log in to their network accounts after a given
number of failed attempts will be prevented from further access attempts
for a period of time. The number of attempts and the delay between
these attempts is established by OTIS.

Access to Software and Data

a.

Controls will ensure legitimate users of information resources cannot
access stored software or data files such as programs, password files,
security tables, or authorization tables unless they have been authorized
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to do so.

b. Violations of access controls will be reported to the proper supervisor,
ISR, and/or ISM through incident reporting procedures established by the
ISM.

6. Network Access Procedures

a. The following responsibilities and procedures ensure the timely removal of
network access from DEP employees (FTE, OPS, and Interns), contractors,
and consultants upon their termination, completion of service/contract, or
leave of absence. Deleting/Disabling Accounts:

(1) Bureau of Personnel Services shall notify OTIS Systems staff of any
personnel actions that may require a user’s account to be disabled
or deleted. Notification should be made on a daily basis no later
than three working days after Personnel Services receives the
information.

(2)  OTIS Systems staff will delete or disable user accounts within three
working days after notification from any authorized source. They
will produce and distribute User Inactivity Reports to IT
Coordinators, OTIS section heads, and representatives of the
application user community. Systems staff shall disable any user
account inactive for more than 45 days.

b. The following are responsible for notifying OTIS Systems staff (within
three working days) of any contract programmers no longer authorized
access to the network:

(1) IT Coordinators

(2) Application Oversight

C. Authorization for requesting new accounts:

(1) New Employees (FTE, OPS, Interns) — the appropriate 1T
Coordinator or Application Oversight
(2) DEP Contractors — the appropriate IT Coordinator Oversight



DEP 390
June 9, 2009
Page 18 of 39

d. Non-DEP users of DEP Application Systems (Outside Users) —
authorization will be from appropriate application representative.

Third Party Connection Policy

External data network connections to the agency network or to stand-alone
systems connected to an outside network can create potential security exposures
to the agency or to the stand-alone system if not administered and managed
correctly and consistently. This policy ensures Third Party connections meet the
minimum security requirements required by DEP to ensure the safety of state
information resources. The following minimum requirements must be met:

a. A security vulnerability audit shall be performed on all Third Party
connections. The appropriate ISR, with support from OTIS as required,
will obtain the required connection information from the Third Party and
test the connection as part of such audit.

b. Upon OTIS approval, a Third Party connection agreement containing
terms and conditions, network connections, non-disclosure agreements,
asset obligations, and security responsibilities shall be signed by the
applicable ISR and the Third Party before connections are established.

Protection Against Computer Viruses

a. Crucial agency data and systems shall adhere to the following practices to
protect against damage or loss of data caused by computer virus attacks:

(1) Anti-virus software shall be resident and enabled upon system
startup on all PCs/servers/laptops connecting to any network.
A