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Introduction

It’s important that you complete the information accurately and upload documentation so that
the EPA’s Personnel Security Branch (PSB) can process the onboarding request for you and bring
you into the EPA as quickly as possible.

Section 1: Onboarding Process For Non-Federal Personnel
The following steps summarize the process for onboarding at the EPA:

1. After winning an award, a vendor or the vendor’s personnel who will be working under the
contract / grant, will contact the EPA point of contact (POC) — usually a Contracting Officer’s
Representative (COR) or a Projects Officer (PO) — to provide the initial data needed for the POC
to begin the onboarding process.

The information that should be securely shared with the POC, for each person who will be
working under the contract / grant, is:

- Vendor personnel full legal name (as shown on their government issued identity document,
e.g. Driver’s License or Passport)

- Vendor personnel Social Security Number (SSN)
- Vendor personnel email address

NOTE the following guidelines regarding appropriate processing and handling for this Sensitive
Personally Identifiable Information (SPII). These guidelines will help prevent privacy breaches in
this process by ensuring the POC, who has a need to know the information, is the only individual
to see the SPII/PII.

The POC will instruct the vendor or the vendor personnel to send the
requested information by email with the POC as the only EPA email recipient.

The POC will not save the email in any form.

The POC will delete all SPII / PIl from the email if sending a response to the
vendor or the vendor personnel.

The POC will not forward the email to others.
The POC will delete the email after entering the information into PSS 2.0.
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2. EPA POCs will create a contract / grant and a record in the Personnel Security System (PSS) for
each of the vendor personnel identified.

3. Upon completion of the above, PSS will send an email to the person being onboarded (the
‘applicant’ aka the vendor personnel) asking them to provide additional information. The sender
of the email is personnel_security@epa.gov — note that emails do sometimes land in an
applicant’s spam or junk.

4. The URL, user name and password for login are provided in the email. The applicant creates a
unique password and logs in.

5. The applicant enters additional personal information into eFile and uploads documents.
This guide will help you with this step in the process.

6. Upon completion, the information becomes available to the EPA’s Personnel Security Branch
(PSB), who determine whether the applicant needs to undergo a background investigation (if
s/he already has an appropriate investigation, it may be acceptable under reciprocity guidelines).

7. PSB ‘sponsors’ the applicant for a badge

» if the applicant needs unescorted access to EPA facilities and or system / network access
for more than 6 months, a PIV card will be requested,

» if the applicant needs unescorted access to EPA facilities and or system / network access
for less than 6 months, a PIV-I card will be requested

8. An email will be sent to the applicant from hspd12admin@usaccess.gsa.gov asking them to
schedule an enrollment appointment (which includes fingerprinting) at an EPA badge office or a
shared USAccess badge office. Note that emails sometimes land in an applicant’s spam or junk.

9. The email contains all the information an applicant will need.

10. The applicant schedules an enroliment appointment at an appropriate location.

11. The applicant attends the enroliment appointment and is fingerprinted as part of that.
12. PSB receives the fingerprint results a few days later.

13. In parallel with steps 7 — 12, if a background investigation is needed, PSB will send the applicant
an email asking that they complete an application form in eQIP. This email will come from the
PSB email account, personnel security@epa.gov. Note that emails do sometimes land in an
applicant’s spam or junk.

14. During steps 7 — 13, applicants may be asked to respond to emails from the PSB re completing
necessary steps. Personnel must complete all required security forms, and PSB must receive
signature pages and fingerprint results from those needing background investigations before
they can begin work.

15. All initial security requirements must be met before personnel can begin work, which means:
* Favorable fingerprint results must be on file,

* And, if a background investigation is being conducted, the eQIP form must be completed,
reviewed and submitted to the investigative provider.

16. EPA POCs receive an email saying that initial requirements have been met and vendor
personnel can begin work.
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Section 2: Onboarding Process For Federal Personnel
The following steps summarize the process for onboarding at the EPA:

1.

A Human Resources Shared Service Center (SSC) Specialist will enter a new hire’s personal
information into PSS. The Specialist is the EPA POC.

Upon completion of the above, PSS will send an email to the person being onboarded (the
‘applicant’ aka the new hire) asking them to provide additional information. The sender of the
email is personnel_security@epa.gov — note that emails do sometimes land in an applicant’s
spam or junk.

The URL, user name and password for login are provided in the email. The applicant creates a
unique password and logs in.

The applicant enters additional personal information into eFile and uploads documents.
This guide will help you with this step in the process.

Upon completion, the information becomes available to the EPA’s Personnel Security Branch
(PSB), who determine whether the applicant needs to undergo a background investigation (if
s/he already has an appropriate investigation, it may be acceptable under reciprocity guidelines).

PSB ‘sponsors’ the applicant for a badge

« if the applicant needs unescorted access to EPA facilities and or system / network access
for more than 6 months, a PIV card will be requested,

» if the applicant needs unescorted access to EPA facilities and or system / network access
for less than 6 months, a PIV-I card will be requested

An email will be sent to the applicant from hspd12admin@usaccess.gsa.gov asking them to
schedule an enroliment appointment (which includes fingerprinting) at an EPA badge office or a
shared USAccess badge office. Note that emails sometimes land in an applicant’s spam or junk.

The email contains all the information an applicant will need.

The applicant schedules an enrollment appointment at an appropriate location.

10. The applicant attends the enrollment appointment and is fingerprinted as part of that.

11. PSB receives the fingerprint results a few days later.

12. In parallel with steps 7 — 12, if a background investigation is needed, PSB will send the applicant

an email asking that they complete an application form in eQIP. This email will come from the
PSB email account, personnel_security@epa.gov. Note that emails do sometimes land in an
applicant’s spam or junk.

13. During steps 7 — 13, applicants may be asked to respond to emails from the PSB re completing

necessary steps. Personnel must complete all required security forms, and PSB must receive
signature pages and fingerprint results from those needing background investigations before
they can begin work.

14. All initial security requirements must be met before personnel can begin work, which means:

» Favorable fingerprint results must be on file,
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* And, if a background investigation is being conducted, the eQIP form must be
completed, reviewed and submitted to the investigative provider.

15. The SSC Specialist will receive an email saying that initial requirements have been met and
vendor personnel can begin work.
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Section 3: Entering Personal Information Into eFile and
Uploading Documents

1.1 Once the EPA POC has initiated your onboarding in the Personnel Security System (PSS), you
will receive an email from personnel_security@epa.gov. Please keep an eye on your Inbox,
Spam and Junk folders, as the email may be directed there.

The email will contain a link to the eFile system, as well as your user name and one-time use

password.
.“?dm s.-&.,%.
& 2 U.5. ENVIRONMENTAL PROTECTION AGENCY
é ¥ WASHINGTON, D 20004
?
% &
oy rnU’“‘n\

Hello Gail Edwards,

Your position of Trainer with the Environmental Protection Agency {EPA) is contingent upon the approval of a preliminary background
raview required by the EPA Personnel Security Branch, In order to begin this process, the following needs to be completed:

1. In PSS, complete, sign, and date all required online intake forms. PLEASE NOTE: You have 5 days from when this email was
sent, noted by tha email's timestamp, to comphete and subrmit your formd. You will NOT have access to the farms after 5

2. Toacoess PSS, go 1 onling applicant questionnaire. When prompted, please enter the username and (one-time use)

password. You wil DTOMmIp O T a new password after you log in:

Username: applicant95498

Passwiord:
g e

OTECEL poUr attess bo PSS, please contack the EPA P58 [personnel security@epa.gov).

Impartant Note:
This website supports Google Chrome (version 47 or higher] and Mozilla Firefox (version 42 or higher). If you are not using one of
thase browsers (or versions), please download or upgrade to a new browser or a supported version,

Simeeredy,

COR Initiatar
Personnel Security Branch

1.2 After receiving the email, click on the “online applicant questionnaire” hyperlink. You will be
navigated to the login page.

E entellitrak-
Security Policy
B SIGNING ON TO THIS
SYSTEM YOl ARE AGREEING Thie ls a Gevemment computer system and
TO FOLLOW THE STATED Is Intended for officlal and ather authorzed
SECURITY POLICY use only. Unauthorized acoess or usa of the
sysbern may subject violators to
Usernama: administrative action, chvil, andlor criminal
- — prosecution under the Criminal Code (Tise
] 18 LSC 1030}

All Inf an this computer system may be
rmanttored. intercepted. recorded, resd
copled, or captured and dischased by and to
authorized personne| for officlal purposes,
Including criminal prosecution. You have no

expectations of privecy regerding monitorng
af this system

Any authorized or unauthorizad usa of this
computer systam signifies consent to and
compliance with agency policies and their
terms:

Password
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1.3 Enter the user name and password contained in the email and click the Sign On button.

1.4 You will be presented with the Change Password screen.

Current Password = the password in the email.

New Password = the password you want to enter.

After confirming the new password, click on the Change Password button.

s

Security Policy

Note: If you are locked out or forgot your password, please email Personnel Security@epa.gov, or
call 202-564-7912.

1.5 After you successfully change your password, you will be navigated to the eFILE Home

screen.

Sign Oul

Password has expired. Please
change your password o confinue
uging this systam,

Password should be at least twelve
characters long and must contaln a
combination of uppercase and
lowercase keners, numbers, and
apechal characters, and should be
different from your last 10
passwords.

Current password
[ I !

New password

Conlim Password

Chanige Password

This Is a Government computer sysiem and ks
Intended for officlal and other authorized wse
anly. Unauthorized access or use of the
system may subject violators 1o administrathve
action, civil, andfor criminal prosecution under
the Criminal Code (Thle 18 LISC 10340).

All info on this computer sysiem may ba
manitored, intercepted, recorded, read, copied,
or captured and disclosad by and fo suthorized
parsonnal for official purposes, including
aiminal prosecufion. You have no axpectaiions
of privacy regarding monitaring of this system.

Any authorized or unauthorized use of this
campuler system signifies consent Lo and

compliance with agency policies and their

terms

Rioue

Home =

Farms
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IMPORTANT

You have 5 days to complete and submit the Applicant Intake Form.
You will lose access to the form if it is not completed within 5 days.
This website supports Google Chrome (version 47 or higher), Mozilla
Firefox (version 42 or higher), imtemet Explorer (version 11 or
higher) and Microsoft Edge [version 42 or higher). ! you are nol using
one of these browsers (or Yersions), please downdoad or upgrade loa
new browser or a supported version, if you choose o use a browser not
lisied, ihe site’s pages may not dispiay propery. and you may encounter
problems while completing the gquestionnaire

Click on the button below 1o enter the Applicant Intake form. You must
compizte all information on tis form in OfgEr to e consitered for a
posifion with EP4 Your legal name must be used on all forms.

If o CANNOT Compiete the foam In ane Siting. you may save and come
back to the form at a later time

Applicant Intake Fomn
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Using eFile to Onboard at the EPA

1.6 After reviewing the information on the initial screen, click on the Applicant Intake Form

button.

1.7 You will be presented with the Fair Credit Reporting Act document on the Applicant
Intake screen. Once you have read and reviewed the information, you should check the
box to indicate that you have read and understand the content.

—FN%C:RHI-II’ REPORTING ACT OF 147

Applicant intake

FAIR CREDIT REFORTING ACT OF 1970, AS AMENDED

AUTHORIZATION

PLEASE TAKE NOTICE that one or more consumer credit reports may be obtained for employment
purpeses pursuant to the Fair Credit Reporting Act, as amended, 15 USC section 1681, et seq. Should a
decision 1o take any adverse action against you be made based sither in whole of in part on the
consumer credit report, the consumer reporting agency that provided the report played no role in the
Agency's decision to take such adverse action.

Information provided by you on this form will be furnished to the consumer reporting agency in order to obiain
infarmation in connection with an investigation to determine your (1) fitness for Federal employment, (2)
clearance 1o perform contractual service for the Federal Govemment, andior (3) securty clearance of aCCess
The Infarmation obtained may be redisclosed fo oiher Federal agencies for the above purposes and in
fulfillment of official responsibilities to the extent that such disclosure i parmitled by law.

| hereby authorize the Environmental Protection Agency to obtain such reportis) from any
consumerfcredit reporting agency for employment purposes.

First Mame [}5‘ Gall 0
Loz vamn Edwards )
Social Security Number/FSSN 000-00-0033

By checking the box below you are stating that you have
revigwed the Fair Credit Reporting Act of 1970 and

YOur S0cial Secunily number is NecTET 10 REED Tecords accuvale, DEcause ofher peapie may have the same
name. Executive order 9397 asks Federal agencies (o Use s number to help emily inahiduals m agency
fecords:

Certifying Signature

By checking the box, you are providing a digital signature that will be saved with the
other information and documents that you’ll upload.
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Using eFile to Onboard at the EPA

1.8 In the Applicant Information section, you will be able to provide personal information
that is required for your onboarding. The initial information that was entered by the
EPA POC will be displayed — additional personal information is required at this time.

The data requested on this
form includes:

e Home address

e Phone number

e Date of birth

e Citizenship information

e Country, City and State
of birth
(State is only needed if
the Country = US)

August 2020

—L}"‘PLICANT INFORMATION

Applicant Type SEE
First Mame Gall )
Middie Name Burke

Last Name Edwards o
Suflix

Personal Emall Address maddysdwards@rhainbridgesalut @

Sireet 1 o
Sireet 2
City O
Couniry Lol ]
Zip Code o
Fhone Number ]
Date of Birth B (mmiddyyyy) @
Are you a U S Citizen? Yes U No@
SoCial Seculy NumberPSSMN - 000-00-003%9
Frimary Country of Ciizenship "0
Couniries of Citizenship Uniled Stales of AMenca
Afghanistan
Aland |siands F
Albania
Alnena 4
Place of Birth Couniry "0
Place of Birth City o
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Using eFile to Onboard at the EPA

1.9 In the Download / Upload Signature section, you are being asked to print, review, sign, scan
and upload key documents. The documents are hyperlinked in eFile so you can navigate to
them, fill them out and print them. Note that federal applicants will not have to re-submit their
OF-306, as the HR Specialist has already shared that with PSB.

After reviewing each document, sign it. R et

Scan the signed document. e _
, 3 Fol e ore 0 ere i pemation i accawate
Click the Browse button and select the 3. Once reviewed, print each form
4. On the printed copy, sign and date each form
scanned document to be uploaded. e, e o s
Cl k th ‘O , b tt . th U | d 7. Click *Submat® to uplaad your forms and submit your online application
IC e Open button In the Uploa sidths
dialog box once you have selected the . EPAonly accepts PDF, JPG, JPEG, PNG, TIFF and TIF file types

+ Dnce Submitted the form can no longer be edited

correct file to upload.

wJ
Noncriminal Justice Appecant's Privacy Rights
Upioaa

EPA Credit Releass

Upload

Upioad

1.10 There is a Save button on the page that you can click at any time. Doing so will save all the
data entered to date, allowing you to return later to complete the data entry and document
upload processing.

1.11 After uploading all required documents and providing all required information, click on the
Submit button, just under the document upload buttons.

1.12 Once you have successfully submitted all the information, you will receive a ‘success’
message.
5u|:,[c%ssl

Your intake documents were successiully submitted. You will be contactad If there are any questions or Concems with the information youw provided

Your part in the onboarding process is complete for now. PSB will review the information submitted —
please respond quickly to their requests for additional documents or information, or when a specific
action is requested.
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