A Stochastic Model for Evaluating Interconnected Critical
Infrastructure Decontamination and Recovery

Barrett Richter!, Tanvi Joshi!, Ryan James?, Timothy Boe2, Worth Calfee2, Leroy Mickelsen2, Paul Lemieux2, Joe Wood? It can be done
1. Battelle Memorial Institute 2. United States Environmental Protection Agency

* Critical infrastructure assets are vulnerable < Model Objective: Simulate the recovery of an * Originally developed to stochastically model concentration « Use data from historical events to fit model parameters and validate
to the effects of natural disasters and Interconnected system of infrastructure sectors in profiles of coupled kinetic chemical reactions model outputs
CBRN terrorism events (e.g., a biological the aftermath of an adverse contamination event - Extensible to any situation where species are converted - Validate network of infrastructure sector interconnectivity with SMEs
attack) * Model Inputs: from one to another via “reactions” of the formA+B — C . aApply results to prioritize infrastructure sector decontamination
* The EPA has a need to evaluate and - Initial infrastructure sector operating efficiencies » Ex: healthy person + sick person — 2 sick people,
prioritize critical infrastructure remediation e Infrastructure sector interaction network water + transportation + money — food ] _ | _ ) . ff' f o and |
ootions for bioloaical contamination events . . . - - - - - The U.S. Environmental Protection Agency, through its Office of Research and Development,
P J _ Remediation factors Algorlt_hm eX.eCUteS Smgle’ cligerels |.nterqct|ons, randomly is funding and managing the research described here under Contract # EP-C-16-014 to
* The complex and interconnected nature of * Model Approach: selecting which one occurs at each iteration Battelle Memorial Institute. Final publications will be subject to the Agency’s review process.
critical infrastructure systems is vital to * Gillespie Algorithm! — stochastic models « Advantages over deterministic methods Questions should be addressed to Timothy Boe (boe.timothy@epa.gov, 919-541-2617).
response planning dependent on component interactions - Flexibility of applying discrete effects to the data (e.g.,
* Modeling these interactions as a system of . - i i ini
s stemsgcan inform resnonse activxi/ties Model OUtpUtS' Sej[tmg 2 _maX|mur_n O_r mmw_num Va_‘lu_e of a component, 1. Gillespie, D.T. Exact stochastic simulation of coupled chemical reactions. The journal of
y T P ' . » Time-dependent sector operating efficiency using variable stoichiometric coefficients) physical chemistry, 81(25):2340~-2361, 1977. N
Suchn as decontamination, sampiing, an values used to inform decontamination strategies . Ab|||ty tq generate distributions and statistical 2. gnggltr:,r],zlgacg.,de;iﬂlb ;u;gl/(%’gor’tz?gers Guide for the PATH/AWARE Decision Support
waste management conclusions on parameters and outcomes ystem. SR '
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* The model is based on the DHS list of critical infrastructure sectors, literature search, B et
and operational feedback o
» A network diagram of infrastructure sector interdependencies is used to develop the
system of interaction equations Plume over
* Interaction diagram from PATH/AWARE!! provides a large set of infrastructure Union Station
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« Remediation factors (RF) model the rate at which external resources (e.g., L L » , rate

government) are used to provide remediation to a contaminated infrastructure sector S e v = Alter o
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