Account Security: Detection of Unsuccessful (Automated) Login Attempts

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

-

1.1: Does the PWS detect and block repeated unsuccessful login attempts?

~

Recommendation: Where technically feasible, System Administrators should be notified

after a specific number of consecutive, unsuccessful login attempts in a short amount of

time. At that point, future login attempts by the suspicious account should be blocked for a
\specified time or until re-enabled by an Administrator. )

Why is this control important?

A common technique that attackers use to break into OT and IT systems is to attempt to
“guess” an actual username and password login combination. This attack can be
accomplished by manually guessing an account’s password, using a list of common
passwords, or using a brute force technique. With this technique, an attacker uses a trial-
and-error approach to systematically guess login credentials. The attacker submits
combinations of usernames and passwords, generally using an automated, readily
available password-cracking tool until the guess is correct. Blocking an attacker from future
guesses after a specified number of incorrect guesses can stop these types of attacks.
Without blocking login attempts, this attack will and can occur continuously until the
attacker successfully cracks the password. A password cracker can run for hours, days, and
weeks and eventually crack a password with brute force unless there is a policy that will
stop it from happening.

Additional Guidance

e Enable systems to automatically notify (e.g., by a computer-generated alert) security
teams or the System Administrator after a specified number of consecutive,
unsuccessful login attempts in a short period (e.g., five failed attempts in under 2
minutes).

e Enable account lockout settings on applicable systems to prevent future login attempts
for the suspicious account for a minimum time or until the account is re-enabled by the
System Administrator.

e Log and store the alert information for analysis. Use sound logging procedures - a log
should capture the event source, date, username, timestamp, source addresses,
destination addresses, and any other useful information that could assist in a forensic
investigation.

Implementation Tips

Depending on the version of Windows that a PWS uses, the System Administrator can use
the Local Security Policy to restrict the number of login attempts. To access this feature,
type “Local Security Policy” in the search box in the Start menu and click on the Local
Security Policy App. Once the menu pane opens, click on “Account Policies” to adjust login
attempts and lockout duration.

Page B-1 // Account Security 1.1



Account Security: Detection of Unsuccessful (Automated) Login Attempts

If a PWS utilizes a Microsoft Domain with many systems and user accounts connected to a
single domain, it can manage these settings using Group Policy Objects (GPOs). The System
Administrator can enable the Account Lockout Policy settings in the following location in
the Group Policy Management Console: Computer Configuration\Windows
Settings\Security Settings\Account Policies\Account Lockout Policy. The Microsoft Windows
Security Policy Settings Reference linked below provides additional details.

When implementing a login lockout threshold, ensure the account lockout threshold is set
to an appropriate level based on the criticality of the system (generally between five to ten
attempts). The selected level should provide leeway for operators to accurately input their
credentials a few times but be robust enough to prevent most brute force attacks.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See page 39, “Unsuccessful Logon Attempts” (control AC-7), for more
information. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Center for Internet Security (CIS) Microsoft Windows Benchmark: This document
describes how to implement preventative actions on Microsoft Windows-based systems.
The section covering account lockout policy starts on page 50. Implementing detailed
tracking is described on page 382.

https://www.cisecurity.org/benchmark/microsoft windows_desktop

Microsoft Windows Security Policy Settings Reference: This page describes how to
configure account lockout settings on Windows systems. https://learn.microsoft.com/en-
us/windows/security/threat-protection/security-policy-settings/account-lockout-threshold
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Account Security: Changing Default Passwords

COST: $$$$ IMPACT: HIGH COMPLEXITY: MEDIUM

1.2: Does the PWS change default passwords?

Recommendation: When feasible, change all default manufacturer or vendor passwords
before equipment or software is put into service.

Why is this control important?

Off-the-shelf hardware and software are designed for easy installation and use. Factory
default settings often include simple, publicly documented passwords. Many times, these
default passwords are identical (shared) among all systems from a vendor or within
product lines. For these reasons, PWSs should change default passwords after initial
testing, installation, and set-up are complete. Otherwise, attackers can easily obtain default
passwords from a product’s user manual and use these credentials to gain access to
systems either locally or across the Internet if the target system is connected.

Additional Guidance

e Develop an enforced organization-wide policy and/or process that requires changing
default vendor or manufacturer passwords for any hardware or software used at the
PWS.

e While changing default passwords on a PWS's existing OT may require support from a
qualified vendor or integrator and may not always be feasible, the PWS should change
default credentials for all newly deployed hardware or software.

Implementation Tips

Many assets come with a default username and password that can be found in product
documentation and on compiled lists available on the Internet. PWSs should review their
existing asset inventory and identify any assets that could potentially have come with
default passwords. These assets may include network hardware (e.g., network switches,
wireless access points, network routers); communications assets (e.g., radios); OT assets
(e.g., PLCs and HMIs); and software applications where the manufacturer or vendor
installing the application at the PWS sets default passwords. The PWS should review the
documentation for these assets, including instruction manuals and configuration guides
(commonly available on the vendor’s website), to identify any default usernames or
passwords. Once the PWS identifies these username and password combinations, the
System Administrator should attempt to login using these credentials, and if successful,
determine if the Administrator can change them without impacting system operations. In
instances where changing default passwords is not feasible, implement and document
appropriate compensating security controls and monitor logs for network traffic and login
attempts on those assets.
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Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: Provides a proactive and systemic approach to develop and make available
a comprehensive set of safeguarding measures for all types of computing platforms. See
control IA-5 (page 138) for more information on “Authenticator

Management”. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

CISA Alert (TA13-175A): Issued in 2016, this alert describes why it is important to change
the default password and provides mitigating actions.
https.//www.cisa.gov/uscert/ncas/alerts/TA13-
175A#:~:text=Attackers%20can%20easily%20identify%20and,to%20critical%20and%20importan

t%20systems.
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Account Security: Changing Default Passwords

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

1.3: Does the PWS require MFA wherever possible, but at a minimum to remotely access
PWS OT networks?

Recommendation: Deploy MFA as widely as possible for both OT and IT networks. At a
minimum, MFA should be deployed for remote access to the OT network.

Why is this control important?

MFA, also called two-factor authentication, requires PWS staff and other users to present at
least two separate types of credentials when logging in to a PWS system. MFA can prevent
an attacker who acquires a user password from accessing critical PWS networks.
Credentials can be knowledge-based (like a password or PIN), asset-based (like a smart
card or mobile phone), or biometric (like fingerprints). Credentials must come from two
different categories - so entering two different passwords would not be considered MFA.

While MFA may not be necessary for all systems, it does provide a higher degree of security
and should be used wherever possible. Higher-risk access such as authenticating remote
users or vendors should be done by MFA as much as possible. Many remote access
applications and virtual private network (VPN) systems offer this capability or can be set up
to offer this capability by using a third-party tool.

Additional Guidance

e Use MFA to verify the identity of a user where possible. Common MFA methods include
biometrics, smart cards, FIDO/CTAP (client to authenticator protocol) enabled hardware
assets, or one-time passcodes sent to or generated by previously registered assets like
a mobile phone.

e Within OT networks, enable MFA on all accounts and systems that the PWS can access
remotely, including vendor/maintenance accounts, user, and engineering workstations,
and HMI applications.

Implementation Tips

Review any use of remote access, particularly to OT systems, and identify if the PWS can
enable MFA on the software used for this access. There are several applications that can
assist with enabling multi-factor authentication at a PWS. Some of the most popular include
TeamViewer and Microsoft 365 for Windows. The resources section below provides links
for setup.

If the PWS cannot use MFA (such as some System Administrator, root, or service accounts),
those accounts should use passwords that are unique to that one system and should not
be accessible remotely where possible.

Page B-5 // Account Security 1.3



Account Security: Changing Default Passwords

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See page 132 “Identification and Authentication” for more information on
MFA. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Microsoft 365 Multi-factor Authentication Reference: This page describes how to
configure multi-factor authentication settings on Microsoft 365 accounts.
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-
factor-authentication2view=0365-worldwide

TeamViewer Authentication Reference: This page describes how to configure multi-
factor authentication settings on the TeamViewer platform.
https.//community.teamviewer.com/English/kb/articles/109255-enable-two-factor-
authentication-enforcement-on-company-members
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COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

1.4: Does the PWS require a minimum length for passwords?

Recommendation: Where feasible, implement a minimum length requirement for
passwords. Implementation can be through a policy or administrative controls set in the
system.

Why is this control important?

Using short passwords at a PWS is a significant security risk, as passwords play a vital role
in preventing attackers from gaining access to users’ accounts. Attackers use programs to
guess user passwords, and a longer and more complex password is harder for an attacker
to crack. Fully managing passwords includes enforcing password length, complexity (e.g.,
using upper- and lower-case letters), and ensuring users are following best practices for
password security (e.g., no sticky notes with reminders stuck on monitors).

Additional Guidance

e Create a policy or set administrative controls that mandate a minimum password
length (15 or more characters is recommended) for all password-protected OT and IT
assets as feasible.

¢ Ininstances where minimum password lengths are not feasible, use compensating
security controls (e.g., utilizing a single sign-on) and record all login attempts. Also, if
computer assets cannot support longer passwords, prioritize them for upgrade or
replacement.

e Utilize longer passwords or phrases as a password (e.g., “lliketoeatapplesandbananas”).

Implementation Tips

If a PWS does not currently have a policy document that addresses requirements for
passwords including the minimum length and complexity, prepare one and ensure it is
shared with all employees of the PWS.

For Windows-based OT and IT assets, depending on the version of Windows, the System
Administrator can use the Local Security Policy to set a minimum length for passwords. To
access this feature, type “Local Security Policy” in the search box in the Start menu and click
on the Local Security Policy App. Once the menu pane opens, click on “Account Policies”
and then “Password Policy” to adjust password length.

If a PWS utilizes a Microsoft Domain with many systems and user accounts are connected
to a single domain, it can manage these settings using Group Policy Objects (GPOs). The
System Administrator can configure the Password Policy settings in the following location
in the Group Policy Management Console: Computer Configuration\Windows
Settings\Security Settings\Account Policies\Password Policy. The Microsoft Windows
Password Policy Settings Reference linked below provides additional details.
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For all other passwords on non-Windows-based assets, the Administrator should review
existing passwords to ensure they meet the password policy where possible. These assets
may include network hardware (e.g., network switches, wireless access points, network
routers); communications assets (e.g., radios); OT assets (e.g., PLCs and HMIs); and
software applications that use passwords to authenticate users.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: Provides a proactive and systemic approach to develop and make available
a comprehensive set of safeguarding measures for all types of computing platforms. See
control AC-1 (page 39) for more information on “Access Control Policy and Procedures”.
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Password Guidance from NIST: NIST created a short video explaining password
protection and guidance on implementing best practices.
https://www.nist.gov/video/password-guidance-nist-0

CIS Control Password Policy Guide: The Center for Internet Security (CIS) provides a
detailed breakdown of how to create and implement a password policy, specifics on
password length start on page 7. https://www.cisecurity.org/insights/white-papers/cis-
password-policy-guide

CISA Security Tip (ST04-002): The U.S. Department of Homeland Security offers tips for
effective passwords. https://www.cisa.gov/uscert/ncas/tips/ST04-002

Microsoft Windows Password Policy Settings Reference: This page describes how to
configure password policy settings on Windows systems.
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Account Security: Separating User and Privileged Accounts

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

1.5: Does the PWS separate user and privileged (e.g., System Administrator) accounts?

Recommendation: Restrict System Administrator privileges to separate user accounts for
administrative actions only and evaluate administrative privileges on a recurring basis to be
sure they are still needed by the individuals who have these privileges.

Why is this control important?

The misuse of administrative privileges is a primary method for attackers to get inside a
network. In one such method, a workstation user logged in as an Administrator or
privileged user is fooled into opening a malicious email attachment, downloading and
opening a file from a malicious website, or simply surfing a website hosting attacker
content that can automatically exploit browsers. If the victim is logged in as an
Administrator, the attacker can then use this access to launch an attack, such as deploying
ransomware or installing keystroke loggers, sniffers, and remote-control software to find
passwords and other sensitive data. A second common technique used by attackers is an
elevation of privileges attack by guessing a password for a System Administrator. If a PWS
loosely and widely distributes administrative passwords or sets them identical to
passwords used on less critical systems, the attacker has a much easier time gaining full
control of a system.

Additional Guidance

¢ A PWS should maintain an updated list/inventory of all Administrator accounts.

e Ensure that all users with administrative account access use a dedicated or secondary
account for their administrative activities. This account should only be used for those
administrative activities and not Internet browsing, email, or similar day-to-day
activities.

e Limit access to scripting tools (such as Microsoft PowerShell and Python) to only
administrative or development users with the need to access these tools.

e Set up systems to create a log entry and issue an alert when the PWS adds to or
removes an account from any group that has administrative privileges. Do the same for
any unsuccessful logins to an administrative account.

Implementation Tips

Review all OT and IT user accounts to determine which ones are currently set as “Standard
User” or “Administrator.” For those accounts that are currently set as Administrator, review
whether that user requires Administrator privileges for his/her duties. If not, the PWS
should downgrade the user to a Standard User account. If they do require Administrator
privileges, but do not currently have a Standard User account for day-to-day functions, the
PWS should create a separate Standard User account for that individual for day-to-day use.
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The PWS should restrict use of the Administrator-level account to those individuals with a
need for privileged access and only used for privileged functions.

For a PWS that uses Windows, there are five ways to find out what account type a user has
(see Resource linked below). Knowing the account type for each user allows the PWS to
determine whether there is a need to change a user’s account type to allow or restrict
additional privileges to perform administrative tasks.

A PWS can also change the level of an account in a common operating system by going to
“Settings > Accounts > Family & Other Users”, selecting the account in question, clicking on
“Change Account Type”, and selecting either “Administrator” or “Standard User".

Resources

o WaterISAC's 15 Cybersecurity Fundamentals: Page 15 provides more information
on separating accounts. https://www.waterisac.org/system/files/articles/15
Cybersecurity Fundamentals %28WaterISAC%29.pdf

o NIST Standard 800-53 Access Control Policy and Procedures, AC-1: Page 18
provides information regarding access control and access management.
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

e NIST Standard 800-82 Guide to Industrial Control System (ICS) Security: Section
6.2.1.1 provides additional information on role-based access control for SCADA
systems. https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

e Windows Central: Identifies five ways to identify the account type of users within a
network on Windows. https.//www.windowscentral.com/how-determine-user-account-
type-windows-10#determine windows10_account type_settings
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Account Security: Unique Credentials

COST: $8$$ IMPACT: MEDIUM COMPLEXITY: MEDIUM

/1.6: Does the PWS require unique and separate credentials for users to access OT and IT \
networks?

Recommendation: Require a single user to have two different usernames and passwords;
one set is to be used to access the IT network, and the other set is to be used to access the
OT network. This reduces the risk of an attacker being able to move between both

\networks using a single login. /

Why is this control important?

Using separate usernames and passwords for users of the OT and IT networks is an
integral part of a defense-in-depth strategy. Typically, if an attacker can determine a user’s
login on one network, they will use that login information to try to access other accounts or
networks. This technique can allow an attacker to move laterally across a PWS operating
environment. Also, it may not raise any alarms if system monitoring does not recognize the
activity as “new” in the operating environment and can lead to a PWS not noticing a security
incident. Bad actors can also use the password recovery feature on an account to access
any account that uses the same email address.

Additional Guidance

e Where feasible, never allow multiple users to share a single login or a single user to use
the same login for both the OT and IT networks.

Implementation Tips

Develop a policy that requires individuals to use separate accounts for OT and IT. If the
PWS has a single Windows Domain that covers OT and IT systems, then evaluate splitting
that Domain into two to stop users from sharing accounts across system types. Where
users already have separate accounts for OT and IT, encourage them to not use a common
password for these accounts.

The two most common operating systems are Microsoft Windows and Linux. Both systems
allow a System Administrator the ability to manage accounts and account credentials for
each end user. As mentioned before, the ability to separate end-user accounts is critical to
any defense-in-depth strategy. The resources below provide details on how to manage user
accounts for each system.

Resources

Improving Industrial Control System Cybersecurity with Defense-in-Depth Strategies:
Page 25 provides OT network account management information. Note: CISA uses the term
industrial control system (ICS) to refer to an OT network.
https://www.cisa.gov/uscert/sites/default/files/recommended practices/NCCIC ICS-

CERT Defense_in_Depth_2016_S508C.pdf
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Managing User Accounts on Windows: Provides more information on how to manage
user accounts on Windows. https://learn.microsoft.com/en-us/windows-server-
essentials/manage/manage-user-accounts-in-windows-server-essentials

Managing User Accounts on Linux: Provides more information on how to manage user
accounts on Linux. https://www.makeuseof.com/user-management-linux-guide/
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Account Security: Revoking Credentials for Departing Employees

COST: $$$$  IMPACT: MEDIUM  COMPLEXITY: LOW

1.7: Does the PWS immediately disable access to an account or network when access is no
longer required due to retirement, change of role, termination, or other factors?

Recommendation: Take all steps necessary to terminate access to accounts or networks
upon a change in an individual’s status making access unnecessary.

Why is this control important?

Inactive accounts may appear harmless, but they pose serious security risks when a PWS
does not disable them or when accounts remain without password expiration limits.
Attackers can use these accounts as the PWS may not notice their activities. Also,
employees who leave the PWS could still use their login credentials to access network
resources, which can be particularly risky if the employee left under strained
circumstances.

Additional Guidance

e Terminate access to accounts and networks upon a change in a user’s status making
access unnecessary.

e Revoke access for terminated and voluntarily separated employees, vendors,
contractors, and consultants as soon as possible.

e Evaluate staff's need for access upon promotion or other role change within the PWS
and remove any access privileges no longer required for their new role.

e Establish an off-boarding procedure with human resources, contract managers, and OT
and IT staff. The procedure should include an audit process to identify accounts that
the PWS should disable and delete.

e Disable an individual's physical and cyber access to PWS facilities and systems as soon
as the individual no longer requires access.

Implementation Tips

Developing a simple checklist that the PWS can use when a person either leaves the PWS or
transitions into a new role at the PWS can be helpful. The checklist could include items such
as returning any PWS-issued computer equipment like laptops, tablets, and smart phones,
as well as deleting the individual’s user accounts or changing privileges on user accounts as
needed.

Resources

WaterISAC's 15 Cybersecurity Fundamentals: Page 17 provides more information on
revoking credentials. https://www.waterisac.org/system/files/articles/15 Cybersecurity
Fundamentals %28WaterISAC%29.pdf
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Device Security: Software Approval Process

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

2.1: Does the PWS require approval before new software is installed or deployed?

Recommendation: Only allow Administrators to install new software on a PWS-issued
asset.

Why is this control important?

Users can utilize software to perform normal business activities or for malicious purposes
intended to harm the computer system and/or business. An attacker may disguise
malicious software as normal software to mislead a user into installing it, such as
advertising legitimate features without disclosing malicious features or by mimicking the
style and/or web address of a reputable vendor's download portal. An attacker can even
compromise a legitimate vendor’s software via a supply chain attack (e.g., SolarWinds
Attack, 2020).

If a PWS employee intentionally or unintentionally installs malicious software, the PWS
could be vulnerable to system breach, disruption, or damage. Permitting only approved
software on PWS assets, preferably installed by an Administrator, allows the PWS to ensure
that software is free of malicious code prior to installation.

Additional Guidance

e Establish controls for PWS-issued computers and other assets to restrict the software
that users can install.
o Examples include restricting administrative privileges (i.e., only certain
designated individuals can install software on a PWS's computers, such as a
System Administrator) or only allowing approved software downloads.
e Implement a process that requires approval before users can install new software or
software versions.
¢ Maintain a risk-informed list of allowed PWS software, including specification of
approved versions where technically feasible.

Implementation Tips

A PWS can manage software made available to staff through a download portal on each
asset (e.g., Windows Software Center) or more simply from a list of approved software. To
install new software, a PWS employee should submit a request to the OT/IT personnel or
the System Administrator justifying the operational need for the new software.

Resources

GAO-22-104746 - Federal Response to SolarWinds and Microsoft Exchange Incidents:
See the “What GAO Found” section for more information on the 2020 SolarWinds Supply
Chain Attack. https.//www.gao.gov/products/gao-22-104746
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NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control CM-11 (page 112) for more information on “User-Installed
Software”. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Microsoft Learn - Software Center User Guide: See this resource for more information
on how to plan for and configure Microsoft Software Center. https.//learn.microsoft.com/en-
us/mem/configmgr/apps/plan-design/plan-for-software-center?source=recommendations
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Device Security: Disable Macros by Default

COST: $$$$ IMPACT: MEDIUM COMPLEXITY: LOW

2.2: Does the PWS disable Microsoft Office macros, or similar embedded code, by default
on all assets?

Recommendation: Disable embedded macros and similar executable code by default on
all assets.

Why is this control important?

Macros (i.e., embedded code) are software instructions contained within other files, such as
Microsoft Office Word documents or Excel spreadsheets. Having these macros in a file can
be helpful by automating repetitive tasks or updating data from online sources. However,
attackers often use these macros to execute malicious code, download malware and
viruses, or steal data.

An attacker can deliver a file with malicious macros to a PWS employee as an attachment to
a phishing email. If the employee downloads the file, the macro within the file can leave the
PWS's computer system vulnerable to breach, disruption, or damage. By disabling macros
by default, a PWS can reduce the risk from executable code.

Additional Guidance

¢ When necessary for critical purposes, a PWS may enable macros on specific assets.

Implementation Tips

While a user can change this setting locally on individual assets, the PWS should implement
it organization-wide through a system-enforced policy.

The PWS should have a policy in place for authorized users to submit a request to enable
macros. This request should justify the operational need for enabling macros so that the
relevant OT/IT personnel or System Administrator can make their decision to allow or
disallow the request based on the potential risk to PWS operations.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SC-18 (page 311) for more information on managing macros,
referred to as “Mobile Code”. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Microsoft Learn - Block macros from running in office files from the Internet: See this
resource for information on configuring Windows to block macros from the Internet.
https://learn.microsoft.com/en-us/deployoffice/security/internet-macros-blocked#block-macros-
from-running-in-office-files-from-the-internet
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Device Security: Asset Inventory

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

2.3: Does the PWS maintain an updated inventory of all OT and IT network assets?

Recommendation: Regularly review (no less than monthly) and maintain a list of all OT
and IT assets with an IP address. This includes third-party and legacy (i.e., older)
equipment.

Why is this control important?

A PWS cannot protect or secure what it does not know it has. An accurate inventory of both
OT (e.g., SCADA, PLCs, HMIs) and IT (e.g., office computers, network switches, servers)
technology assets is a critical part of PWS cybersecurity. Once a PWS knows what assets it
has, it can make necessary cybersecurity improvements on the OT and IT networks.

A PWS needs to understand what assets are on its SCADA, communications, and business
systems. An accurate inventory will improve the PWS's knowledge of their assets, help it
find any vulnerabilities in these assets, and help the PWS more easily respond to
cyberattacks.

Additional Guidance

e Based on the review, update out-of-date records for known assets, add previously
unknown assets to the inventory, and delete any assets from the list that the PWS no
longer uses.

e Ensure the list identifies physical assets and also includes details for the assets,
including how they are connected, what data they share, and who at the PWS (or what
vendor) works with the asset.

Implementation Tips

There are several methods for identifying and inventorying assets, and the best approach
will likely be a combination of physical inspection, passive scanning, active scanning, and
configuration (set up) analysis. It is important to have this information to prepare for or
respond to a cyberattack; however, it would also be valuable to an attacker so it should be
protected accordingly.

Identifying and inventorying assets is an important first step for a PWS to take to know
their assets. PWS should know what assets they have, how those assets are configured (see
Factsheet 2.5), and how those assets are connected (see Factsheet 7.4).

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control CM-8 (page 107) for more information on “System Component
Inventory”. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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SANS Institute Industrial Control System (ICS) Security Blog post “Know Thyself
Better than the Adversary - ICS Asset Identification and Tracking”: Provides
information on asset identification and tracking. https://www.sans.org/blog/know-thyself-
better-than-the-adversary-ics-asset-identification-and-tracking/

WaterISAC's 15 Cybersecurity Fundamentals: See the section on page 7, “Perform Asset
Inventories” for additional information.
https.//www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.pdf
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Device Security: Prohibit Connection of Unauthorized Assets

COST:$8S$ IMPACT: HIGH COMPLEXITY: HIGH

2.4: Does the PWS prohibit the connection of unauthorized hardware (e.g., USB drives,
removable media, laptops brought in by others) to OT and IT assets?

Recommendation: When feasible, remove, disable, or otherwise secure physical ports
(e.g., USB ports on a laptop) to prevent unauthorized assets from connecting.

Why is this control important?

Although cyberattacks coming from the Internet receive most of the attention, even if a
PWS does not connect a network to the Internet (e.g., an “airgap”), it could still be
vulnerable to attacks from direct connections. For example, if an employee or vendor uses
a Universal Serial Bus (USB) drive or third-party laptop outside the PWS and then connects
it to the PWS network, they may introduce malware onto the PWS's OT or IT systems (either
intentionally or unintentionally).

Connecting a malicious USB asset to the PWS network can lead to system breach,
disruption, or damage. The most well-known example of an attacker using a USB to
damage an industrial plant is Stuxnet, the first publicly known malware designed to target
OT systems. Only allowing authorized assets to connect to PWS networks helps stop
attackers from getting into or stealing data from those networks.

Additional Guidance

e Disable AutoRun features that grant automatic access to removable media (e.g., USB
drives) when connected to a computer.

o Allow access to physical connection ports on computers only through approved
exceptions.

Implementation Tips

PWSs can stop the use of unauthorized assets by using physical cages to cover computer
ports, through administrative policies (less effective), or by disabling technical permissions
through an organization-wide policy within Microsoft Windows. If a PWS allows users to
connect external assets to their systems, the PWS should check the assets for malware
prior to connecting them. PWSs can generally configure anti-virus software to automatically
scan external drives such as USBs when a user inserts them.

If necessary, establish an administrative process where a user can request an exception to
using an external asset by justifying the operational need. The relevant OT/IT personnel or
System Administrator will need to weigh the operational need against the potential security
risk to the PWS’'s computer system(s).
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Resources

MITRE ATT&CK - Stuxnet: See “Replication Through Removable Media” for more
information on Stuxnet’s spread. https://attack.mitre.org/software/S0603/

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control MP-7 (page 176) and SC-41 (page 326) for more information on
“Media Use” and “Port and 1/0 Device Access”. https://csrc.nist.gov/publications/detail/sp/800-

53/rev-5/final

Microsoft Learn - Enabling and Disabling AutoRun: See the section on “Using the
Registry to Disable AutoRun” for more information. https://learn.microsoft.com/en-
us/windows/win32/shell/autoplay-reg#using-the-registry-to-disable-autorun
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Device Security: Document Device Configurations

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

2.5: Does the PWS maintain current documentation detailing the set-up and settings (i.e.,
configuration) of critical OT and IT assets?

Recommendation: Maintain accurate documentation of the original and current
configuration of OT and IT assets, including software and firmware version.

Why is this control important?

While a PWS may know the physical assets that exist on its computer networks from
performing an asset inventory (see Factsheet 2.3), understanding the configuration (i.e.,
settings) of its assets is important as well. Attackers often exploit vulnerabilities (i.e.,
weaknesses) that only exist in certain versions or settings of the software and firmware
used to control assets. Therefore, a PWS should be aware of its asset configurations to
know whether a newly found vulnerability could be used in an attack on its network.

Additionally, if an attacker changes asset configurations, wipes settings, or disables assets,
well-maintained configuration documentation will allow the PWS to detect changes more
easily, re-establish appropriate settings, and maintain or restore operations.

Additional Guidance

e Review and update configuration documentation on a regularly scheduled basis.

Implementation Tips

To fully document asset configurations, include the following details, as applicable: owner
(e.g., Engineering Department), physical and network location, vendor, asset type, model|,
asset name, firmware and/or software versions, patch levels, asset configurations, active
services (i.e., automated processes), communication protocols, network addresses (e.g., IP
and MAC), asset value, and criticality to PWS operations.

To be efficient, a PWS can perform a review of its asset configuration at the same time as
the asset inventory process detailed in Factsheet 2.3 and the network survey detailed in
Factsheet 7.4. Configuration information is important to preparing for or responding to a
cyberattack; however, it would also be valuable to an attacker, so the PWS should protect it
accordingly.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control family CM-1 (page 96) and control CM-6 (page 103) for more
information on “Configuration Management” and “Configuration Settings".
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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Data Security: Log Collection

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

3.1: Does the PWS collect security logs (e.g., system and network access, malware
detection) to use in both incident detection and investigation?

Recommendation: Collect and store logs and/or network traffic data to aid in detecting
cyberattacks and investigating suspicious activity.

Why is this control important?

Logging is recording data about events that take place in a PWS's OT or IT systems. When
responding to a cyberattack, having detailed logs will help the PWS and other investigators
determine how and when an attacker was able to break into their systems, what areas they
accessed, and if they breached any sensitive data. Regular reviews of these logs may also
allow the PWS to detect an attacker before they are able to impact systems.

Additional Guidance

e Check logs regularly for both completeness and to ensure that all necessary
information can be found in case of a cyberattack.

e Ifalogsource (e.g., Windows Event Logging) is not active, notify the System
Administrator or individual responsible for system security.

e |Iflogs are not available for certain OT assets, collect information about network traffic
and communications to and from these assets.

Implementation Tips

Log sources include but are not limited to network logins and logs from servers, end-user
assets (e.g., desktops and laptops), networking equipment (e.g., routers and switches),
applications/programs, Intrusion Detection System/Intrusion Protection Systems (IDS/IPS),
firewalls, anti-virus software, Data Loss Prevention (DLP) tools, and Virtual Private Networks
(VPNs).

If possible, PWSs should capture, review, and securely store logs from all these sources for
future reference in the event of a cyberattack. At a minimum, PWSs should enable logging
for critical servers, firewalls, and remote access tools such as VPNSs. A review of the
configuration manuals for any firewalls or remote access tools should provide instruction
on how to configure and enable logging for these specific assets.

For Windows-based systems, the Windows “Event Viewer” application gives the PWS the
ability to manually review security logs on an individual asset. To see an example security
log in Windows, open the “Event Viewer” app. In the console tree, expand “Windows Logs”,
and then click “Security”. The results pane lists individual security events. To see more
details about a specific event, click the event in the results plane. The PWS can collect
Windows Events from both servers and endpoints (e.g., desktops and laptops) on a central
server for more efficient manual analysis using the Windows Event Collector. While this
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method is an improvement over fully manual log review, it will not include logs from non-
Windows assets and applications - providing an incomplete picture of PWS operations.

To overcome this issue, the PWS can use log aggregation software and Security Information
Event Management (SIEM) systems to centrally collect logs from practically all sources,
simplify reviewing logs, and target events of interest. In addition to having all logs in one
place, these tools can also automate many steps of log analysis, making the PWS security
team more effective and saving time in the process.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control AU-2 (page 66) for more information on “Event Logging."
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

WaterISAC's 15 Cybersecurity Fundamentals: See page 31 for more information on
“Logging and Auditing.”
https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.pdf

Microsoft Learn - Windows Event Collector: See this resource for more information on
setting up Windows Event Collector. https://learn.microsoft.com/en-
us/windows/win32/wec/windows-event-collector
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Data Security: Secure Log Storage

COST:$8S$ IMPACT: HIGH COMPLEXITY: LOW

3.2: Does the PWS protect security logs from unauthorized access and tampering?

Recommendation: Store security logs in a central system or database that can only be
accessed by authorized and authenticated users.

Why is this control important?

Once a PWS collects security logs, it should store and protect the logs. This step is
important because if an attacker compromises a system, they may modify or delete logs to
destroy evidence and cover their tracks.

Without trusted log data to track what an attacker does on a PWS computer system, both
detecting and responding to a cyberattack becomes much more difficult. The System
Administrator won't know where the attacker went, what they did, or when they did it. This
step helps to make sure that the PWS protects its security logs from unauthorized access
and tampering.

Additional Guidance

e Store logs for a period that considers PWS policy, state regulations (if any), and cyber
risk. A common log retention period is six months.

e Ensure security logs are part of the PWS's standard backup procedures so that the PWS
can review the logs even if the source is no longer available.

Implementation Tips

Storing logs in a central system or database can be achieved using Security Information
and Event Management (SIEM) systems, further covered in Factsheet 3.1. In addition to
ease of log collection and analysis, SIEM tools also enable the System Administrator to set
access permissions by user, referred to as Role-Based Access Control (RBAC). When storing
logs in a central location with or without a SIEM tool, ensure that each user has an
individual account to access log storage (i.e., SIEM Tool, Log Database, or Log Server).

Regardless of how the PWS stores the logs, it should back them up to a secondary storage
location on a regular schedule. A common backup schedule is daily. Regulatory,
operational, and technological requirements and constraints often determine log retention
periods; however, a common log retention period is six months. A longer log retention
period is generally better than a shorter one as responders will have more evidence to
review when investigating a potential cyberattack.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control family AU and AU-9 (page 74) for more information on “Audit
and Accountability” and “Protection of Audit Information."
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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WaterISAC's 15 Cybersecurity Fundamentals: See page 31 for more information on
“Logging and Auditing.”

https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.ndf

Microsoft Learn - Set up or customize server backup: See this resource for more
information on how to configure backups for log storage locations.
https://learn.microsoft.com/en-us/windows-server-essentials/manage/set-up-or-customize-
server-backup
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Data Security: Strong and Agile Encryption

COST: $8$$ IMPACT: HIGH COMPLEXITY: MEDIUM

3.3: Does the PWS use effective encryption to maintain the confidentiality of data in transit?

Recommendation: When sending information and data, use Transport Layer Security (TLS)
or Secure Socket Layer (SSL) encryption standards.

Why is this control important?

Encryption is the process by which computers convert information (e.g., files, network
traffic) from “plain text” that people can read into a coded message that they cannot read.
This step is important, as attackers will often attempt to intercept messages to alter
commands to OT assets and steal passwords or other sensitive information.

By using strong encryption when sending information, even if attackers can intercept a
message, they will not be able to use the information as it will be unreadable. This step
helps to maintain the confidentiality (i.e., secrecy) of sensitive information and the integrity
(i.e., correctness) of OT and IT information.

Additional Guidance

e For OT computer systems, such as SCADA, use encryption for communications with
remote or external assets.
e Update any weak or outdated data encryption software.

Implementation Tips

TLS and SSL are the most common encryption protocols that systems use for sending
information and data, and PWSs can configure assets such as desktops and servers to send
and receive encrypted messages using one of these protocols. TLS is a newer and more
secure alternative to SSL and is generally the preferred encryption standard if feasible. A
PWS should perform a review of the current encryption protocol that it uses, compare this
protocol to current standards, and develop a plan for improvement if necessary and
operationally feasible.

Configuration settings for encryption may be available for a variety of communications
including remote access software, web-based HMI software, wireless communications (e.g.,
Wi-Fi), and radio communications. A PWS should encrypt and password-protect Wireless
communications and avoid “open” (i.e., password-less) Wi-Fi networks. Virtual Private
Networks (VPNs) for remote access into PWS systems and Cloud services for remote
storage and application hosting will likely offer this capability by default.

Within Windows, the PWS can enable TLS via the Configuration Manager. If implementing
TLS via Windows Configuration manager, make sure to start with clients/endpoints
(desktops and laptops). If starting implementation at the server-level, it may cut off
communication to client assets.
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Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SC-8 (page 304) for more information on “Transmission
Confidentiality and Integrity.” https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Microsoft Core Infrastructure Guide: See the links below for instructions on how to
enable TLS 1.2 on clients (e.g., desktops and laptops) and servers via Windows
Configuration Manager. https://learn.microsoft.com/en-us/mem/configmgr/core/plan-
design/security/enable-tis-1-2-client ; https://learn.microsoft.com/en-
us/mem/configmgr/core/plan-design/security/enable-tis-1-2
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Data Security: Secure Sensitive Data

COST: $8$$  IMPACT: HIGH COMPLEXITY: MEDIUM

3.4: Does the PWS use encryption to maintain the confidentiality of stored sensitive data?

Recommendation: Do not store sensitive data, including credentials (i.e., usernames and
passwords) in plain text.

Why is this control important?

See Factsheet 3.3 for a description of the importance of general encryption.

This control is important, as attackers will often attempt to break into computer systems
and databases to steal sensitive information and “case” the network for a future attack.
Additionally, many ransomware cyberattacks also include extortion attempts whereby the
attacker will steal a PWS's sensitive data and threaten to expose it on the Internet if a
ransom is not paid. If the PWS encrypts data, the attacker will not be able to use it if stolen
as it will be unreadable.

Additional Guidance

e Only allow access by authorized users.
e Update any weak or outdated data encryption software.

Implementation Tips

A PWS can implement encryption for stored data using BitLocker for drive encryption of
servers and clients (desktops and laptops), as well as with Transparent Data Encryption
(TDE) for database files. A PWS can encrypt and password-protect Individual sensitive files
in Windows by right-clicking a file, selecting Properties -> Advanced -> “Encrypt contents to
secure data”. Cloud services for remote storage and application hosting will likely offer this
capability by default.

To securely store and use credentials, a PWS can use a password management software
(e.g., LastPass, 1Password) or other account management method. Password management
software securely stores credentials, reduces the difficulty of remembering passwords, and
simplifies the use of complex passwords.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SC-13 (page 308) and SC-28 (page 317) for more information on
“Cryptographic Protection” and “Protection of Information at Rest".
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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Microsoft Core Infrastructure Guide: See the links below for instructions on how to
encrypt stored data via BitLocker Drive Encryption, Transparent Data Encryption (TDE) for
databases, and individual file encryption. https://learn.microsoft.com/en-
us/dynamics365/business-central/dev-itpro/security/transparent-data-encryption;

https://learn.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-
overview;

https://support.microsoft.com/en-us/windows/how-to-encrypt-a-file-1131805¢c-47b8-2e3e-a705-
807e13c10da7
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Governance and Training: Organizational Cybersecurity Leadership

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

(, N

4.1: Does the PWS have a named role/position/title that is responsible and accountable for
planning, resourcing, and execution of cybersecurity activities within the PWS?

Recommendation: Identify one role/position/title responsible for cybersecurity within the
PWS. Whoever fills this role/position/title is then in charge of all PWS cybersecurity
activities.

)

Why is this control important?

To prepare for and respond to cybersecurity threats effectively across the PWS, it is
essential to create a top-down strategy, starting with the assignment of an overall
cybersecurity “lead”. The PWS can associate the “lead” responsibility with a current job
position. The individual in the lead position should be responsible and accountable for
planning, resourcing, and overseeing the execution of cybersecurity activities. The
cybersecurity lead may undertake activities such as managing cybersecurity operations at
the senior level, providing awareness training to employees, planning exercises (e.g.,
tabletop exercises), requesting and securing budget resources for cybersecurity activities
such as vendor support, and reporting to the board or management on cybersecurity
activities.

Additional Guidance

e Select a position within the PWS for the named role/position/title responsible for overall
cybersecurity. The individual in this role should be different than the System
Administrator if possible. This individual should be an employee of the PWS, and not a
vendor or contractor, so that the PWS can hold them accountable for the duties they
undertake.

e Establish clear tasks and duties for the cybersecurity lead and document them, such as
adding these to an existing position description. Include diagrams and photos where
necessary.

o |dentify any critical staff that should assist the cybersecurity lead.

Implementation Tips

The person responsible as the overall cybersecurity lead does not need to be a cyber
expert; however, some knowledge of how the PWS's OT and IT systems work would be
helpful.

Ensure that the cybersecurity lead has sufficient training opportunities to effectively serve
in the role. Include the execution of the individual's roles and responsibilities as
cybersecurity lead in their performance reviews.
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Resources

WaterISAC's 15 Cybersecurity Fundamentals: Page 25 provides information on creating

a cybersecurity culture at a PWS, including executive and board engagement.
https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.pdf

NICCS's Workforce Framework for Cybersecurity (NICE Framework): This resource
helps employers develop their cybersecurity workforce. Review the “Cybersecurity
Management” module. https://niccs.cisa.gov/workforce-development/nice-framework/specialty-
areas/cybersecurity-management

Cyber Essential Toolkit Courses: This toolkit is a set of modules designed to break down
the CISA Cyber Essentials into manageable steps for a cybersecurity lead.
https://www.cisa.gov/publication/cyber-essentials-toolkits
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Governance and Training: OT Cybersecurity Leadership

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

4.2: Does the PWS have a named role/position/title that is responsible and accountable for
planning, resourcing, and execution of OT-specific cybersecurity activities?

Recommendation: Identify one PWS role/position/title responsible for ensuring planning,
resourcing, and execution of OT-specific cybersecurity activities.

Why is this control important?

In addition to an overall cybersecurity lead (see Factsheet 4.1), PWSs should assign a
named role/position/title the responsibility as lead for OT-specific cybersecurity activities
given the complexities of OT. The person who fills this “OT cybersecurity lead”
role/position/title should have oversight and authority for all OT-specific cybersecurity and
be responsible for planning, resourcing, and execution of all OT-specific cybersecurity
activities.

Additional Guidance

e Select a position within the PWS for the named role/position/title responsible for OT
cybersecurity. This OT cybersecurity lead could be the same role/position/title named in
4.1, a different role/position/title at the PWS, a municipal or county level
role/position/title, or the role/position/title overseeing a designated OT vendor who
provides cybersecurity services. The OT cybersecurity lead may be different than the
System Administrator. The OT cybersecurity lead could be the same role/position/title
responsible for overall OT operations.

e Establish and document clear tasks for the OT cybersecurity lead, such as adding these
tasks to an existing position description. Include diagrams and photos where necessary.

e |dentify any critical staff that should assist the OT cybersecurity lead.

Implementation Tips

The PWS employee responsible as the OT cybersecurity lead should have a good working
knowledge of how the PWS configures, uses, and maintains its OT systems. For example,
the PWS could name an employee who uses OT as part of their regular duties in the
role/position/title.

If the OT cybersecurity lead will fully discharge their duties with no outside help, ensure
that the PWS employee in this role has sufficient training opportunities to effectively carry
out their responsibilities. Include in performance reviews the execution of the
responsibilities of OT cybersecurity lead. If a vendor will serve as the OT cybersecurity lead,
the PWS should include language to this effect in the service level agreement/contract.

Resources

NCCIC’s ICS Cybersecurity for the C-Level: Provides examples of six cybersecurity risk
oversight questions an OT cybersecurity lead should be asking about their organization’s
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environment and includes services and practical action steps specific to critical
infrastructure.

https://www.cisa.gov/uscert/sites/default/files/FactSheets/NCCIC%20ICS FactSheet ICS Cybersecu
rity_C-Level S508C.pdf

NICCS’'s Workforce Framework for Cybersecurity (NICE Framework): This resource
helps employers develop their cybersecurity workforce. Review the “Cybersecurity
Management” module. https://niccs.cisa.gov/workforce-development/nice-framework/specialty-
areas/cybersecurity-management
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Governance and Training: Basic Cybersecurity Training

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

4.3: Does the PWS provide at least annual training for all PWS personnel that covers basic
cybersecurity concepts?

Recommendation: Conduct annual basic cybersecurity training for all PWS personnel.

Why is this control important?

To help create and maintain a culture of cybersecurity, a PWS should provide regular, basic
cybersecurity training to all personnel. While cybersecurity covers many areas, there are
certain basic security concepts that the PWS should regularly emphasize for general
awareness and to promote better cyber practices. When PWSs train personnel regularly,
those personnel are more likely to identify and respond quickly to a potential cyber
incident or prevent one from occurring altogether. Regular training is critical as
cybersecurity threats constantly evolve.

Additional Guidance

e Establish a schedule to conduct regular training for all PWS personnel that covers basic
cybersecurity concepts. The frequency of the training should be once per year, at a
minimum.

e Establish a policy that requires new employees to receive initial cybersecurity training
within 10 days of onboarding. The training should consider the role of the new
employee and cover basic security topics.

Implementation Tips

Develop an agenda for the training to cover basic cybersecurity concepts, such as phishing,
business email compromise, password security, latest trends and threats in social
engineering, and best cyber hygiene practices. Social engineering is a common way to
exploit people via social media (e.g., Facebook) and human interaction (e.g., email) to gain
sensitive information and access. Use training concepts that are familiar to PWS staff,
including real examples based on the equipment and systems used by the PWS. For
example, if the PWS issues a smart phone to the employee, include specific training related
to smart phone security. Since all staff probably receive email, the training should always
include cybersecurity best practices for reviewing and opening email.

Develop the training materials so they are easy to follow and for personnel to reference
later. Update PowerPoint presentations, online learning modules, and handouts for each
training. Provide links to additional resources where PWS personnel can learn more about
the cybersecurity topics. To keep cybersecurity relevant and fresh, consider adding a short
cybersecurity segment to PWS staff meetings and briefings to share a quick tip or
information related to cybersecurity.

Staff that attackers commonly target, such as executives, executive assistants, engineers,
SCADA staff, IT staff, operators, human resources, and finance personnel should receive

Page B-34 // Governance and Training 4.3



Governance and Training: Basic Cybersecurity Training

more specialized training. Many free training opportunities are available online and in
person, including from CISA and NICCS (see resources below).

Resources

WaterISAC's 15 Cybersecurity Fundamentals: Page 25 provides information for creating
a cybersecurity culture at a PWS, including providing cybersecurity awareness training to all
PWS staff.
https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.pdf

NIST Standard 800-16 and 800-50 Building an Information Technology Security
Awareness and Training Program: Provides guidance for building an IT security
awareness and training program. https://csrc.nist.gov/publications/detail/sp/800-50/final,
https.//csrc.nist.gov/publications/detail/sp/800-16/final

NIST Standard 800-82 Guide to Industrial Control Systems Security: Section 6.2.2 on
page 6-13 provides ICS training guidance. https://csrc.nist.gov/publications/detail/sp/800-

82/rev-2/final

CISA Training: Provides no cost online training on a variety of cybersecurity topics.
https.//www.cisa.gov/cybersecurity-training-exercises

CISA Virtual Learning Portal: Provides no cost online training on a variety of cybersecurity
topics. https://www.cisa.gov/uscert/ics/Training-Available-Through-CISA#need

NICCS Federal Virtual Training Environment (FedVTE) Cybersecurity Training: Provides
no cost online cybersecurity training for state, local, tribal, and territorial government
employees. https://niccs.cisa.gov/education-training/federal-virtual-training-environment-fedvte

Stop Ransomware.gov: This is the U.S. Government's official one-stop location for
resources to tackle ransomware more effectively. https://www.cisa.gov/stopransomware
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Governance and Training: OT Cybersecurity Training

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

4.4: Does the PWS offer OT-specific cybersecurity training on at least an annual basis to
personnel who use OT as part of their regular duties?

Recommendation: Provide specialized OT-focused cybersecurity training to all personnel
who use OT assets.

Why is this control important?

The importance of regular basic cybersecurity training for all personnel is addressed in
Factsheet 4.3. In addition, personnel who maintain or secure OT as part of their regular
duties should receive OT specific cybersecurity training on at least an annual basis.

Additional Guidance

¢ Identify the PWS personnel who should receive more specialized OT-focused
cybersecurity training. At a minimum, PWSs should provide this specialized training to
personnel who use OT assets as part of their regular duties.

Implementation Tips

The PWS's designated OT vendor may be capable of conducting OT-focused cybersecurity
training for the PWS.

Instead of one large training that covers many topics, a PWS should conduct multiple
trainings scheduled periodically throughout the year to help break topics into short,
digestible sessions.

Develop the training agenda and materials so they are easy to follow and reference later.
The training should cover OT asset security, configurations, safety functions, incident
response actions, and general operations. If the PWS can operate manually without the use
of OT, consider adding training for manual operations. Manual operations may be an
essential line of defense in keeping the PWS operational in the event of a cyberattack.
There are many online training opportunities available for PWS personnel, including those
from CISA and NICCS (see resources below).

Resources

CISA ICS Training: Provides no cost online training on a variety of OT security topics.
https.//www.cisa.gov/uscert/ics/Training-Available-Through-CISA

NIST Standard 800-82 Guide to Industrial Control Systems Security: Section 6.2.2 on
page 6-13 provides ICS training guidance. https://csrc.nist.gov/publications/detail/sp/800-

82/rev-2/final

NICCS Federal Virtual Training Environment (FedVTE) Cybersecurity Training: Provides
no cost online cybersecurity training for state, local, tribal, and territorial government
employees. https://niccs.cisa.gov/education-training/federal-virtual-training-environment-fedvte
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Governance and Training: OT Cybersecurity Training

SANS Institute - Premier Hands-on ICS Training: This fee-based training offers several
courses designed to increase the cybersecurity skills of those who use OT/ICS at their PWS.
https.//www.sans.org/cyber-security-courses/?focus-area=industrial-control-systems-

security&msc=main-nav
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Governance and Training: Improving IT and OT Cybersecurity Relationships

COST: $$$$ IMPACT: MEDIUM COMPLEXITY: LOW

-

4.5: Does the PWS offer regular opportunities to strengthen communication and
coordination between OT and IT personnel, including vendors?

~

Recommendation: Facilitate meetings between OT and IT personnel to provide
opportunities for all parties to better understand organizational security needs and to
strengthen working relationships.

)

Why is this control important?

To ensure a PWS meets all its cybersecurity needs, it is critical that both OT and IT
personnel, including vendors, understand each other’s cybersecurity drivers, challenges,
needs, and goals. Since separate departments often use OT and IT systems and separate
staff or vendors maintain them, PWSs frequently manage the security of these systems
separately. This separation can lead to gaps in security, especially with interconnected OT
and IT systems. Regular coordination and communication between OT and IT cybersecurity
personnel can help develop a more comprehensive approach to PWS cybersecurity.

Additional Guidance

e Sponsor at least one collaborative meeting per year for OT and IT personnel. Finding a
date and time that works for all parties can be difficult, so schedule the meeting well in
advance. In-person meetings provide more relationship building opportunities.

e Develop an agenda in advance of the meeting to allow time for OT and IT personnel to
prepare their discussion points. Topics can include new PWS OT/IT hardware, firmware,
and software updates; changes in network architecture; reports on updated plans,
policies, or procedures; changes in personnel; roles and responsibilities; planned future
cybersecurity activities; and emerging cybersecurity threats.

e Record action items from the meeting, including personnel responsible, so that the PWS
can check item status at regular intervals.

Implementation Tips

PWS vendor(s)/contractor(s) may require payment for their attendance at the meeting. The
PWS should plan for this cost in its budget. The PWS can schedule the meeting on a day
when the vendor(s)/contractor(s) would benefit from other onsite activities. For example,
schedule the meeting for the same day the vendor(s) is(are) planning to be at the PWS to
conduct regular system maintenance.

A cybersecurity drill, or tabletop exercise, is an impactful way to bring together both OT

and IT personnel, practice existing plans, policies, and procedures, and address security
gaps based on exercise lessons learned. Including a few social breaks in the exercise can
allow for relationship building.
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Resources

EPA Tabletop Exercise Tool: This tool helps PWSs to design their own exercises; a
cybersecurity scenario is provided. https://ttx.epa.gov/index.html

CISA Tabletop Exercise Packages: These resources are designed to assist PWSs and
others in conducting their own exercises. Note that under “Cybersecurity Scenarios” there
is one for water systems. https://www.cisa.gov/cisa-tabletop-exercise-packages
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Vulnerability Management: Mitigating Known Vulnerabilities

COST: $$$$ IMPACT:HIGH COMPLEXITY: MEDIUM

5.1: Does the PWS patch or otherwise mitigate known vulnerabilities within the
recommended timeframe?

Recommendation: Identify and patch vulnerabilities in a risk-informed manner (e.g.,
critical assets first) as quickly as possible.

Why is this control important?

A vulnerability is a weakness in a piece of software or firmware running on a hardware
asset. Vulnerabilities can come from mistakes in code or oversights in the software design
process, or attackers may intentionally place vulnerabilities in software as a vendor writes
the code (i.e., a supply chain attack). An exploit is either a set of actions or a piece of
malicious code that attackers use against the vulnerability, helping them breach a
computer system or damage an asset.

When a PWS discovers a vulnerability, the original creator of the software will generally
work on a new version that does not contain the same weakness. Installing this software
update is known as “patching” a system and upgrading to the new version prevents an
attack from “exploiting” the known vulnerability. This control is important because it
reduces the chances of attackers taking advantage of published vulnerabilities to breach a
PWS's computer systems.

Additional Guidance

e For assets where patching is not feasible, apply compensating controls like
segmentation (i.e., digitally separating the network into smaller pieces, each protected
from the other) and enhanced monitoring (e.g., installation of network traffic
monitoring tools).

e Acceptable measures either make the asset unreachable from the public Internet or
reduce the ability of attackers to use the vulnerability in a cyberattack.

Implementation Tips

To adopt this control, a PWS can use their Asset Inventory (see Factsheet 2.3),
Configuration Documentation (see Factsheet 2.5), and the resources below to identify
vulnerabilities that exist in their system. For IT assets, automated updates and patches are
often already enabled (e.g., Windows updates). But for OT assets, the PWS often disables
automated updates and patches. Therefore, a PWS may need to manually apply updates
and patches for OT assets based on availability and operational feasibility. If a patch is not
available or would unacceptably disrupt PWS operations, a PWS can use mitigating controls
such as Network Segmentation (see Factsheet 8.1).

To help PWSs stay aware of vulnerabilities, the U.S. federal government maintains several
software vulnerability data resources and can send alerts about new entries to these
databases. The most important is the Known-Exploited Vulnerability (KEV) database
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published by DHS CISA, containing information about vulnerabilities that attackers are
already using. Any vulnerabilities on the KEV should receive the highest degree of
prioritization. The National Vulnerability Database (NVD) published by NIST contains
information about all publicly known vulnerabilities. PWSs should also register to receive
alerts and advisories from DHS on new vulnerabilities. If the PWS is a WaterISAC member, it
will also receive cybersecurity threat notifications, including critical vulnerabilities.

To automate the process of identifying vulnerabilities, DHS CISA offers free services for
Internet-facing systems (see Factsheet 5.4) and many vendors offer paid vulnerability
scanning tools and services for internal computer systems. To aid in vulnerability
identification, a PWS can use a vulnerability scanner in the IT network and a passive
monitoring tool in the PWS OT network.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SI-2 (page 333) and RA-5 (page 242) for more information on
“Flaw Remediation” and “Vulnerability Monitoring and Scanning”.
https.//csre.nist.gov/publications/detail/sp/800-53/rev-5/final

DHS CISA Known-Exploited Vulnerabilities (KEV): See this resource for vulnerabilities
that attackers have already exploited. https.//www.cisa.gov/known-exploited-vulnerabilities-

catalog

NIST National Vulnerability Database (NVD): See this resource for a list of publicly
known vulnerabilities. https://nvd.nist.gov/vuln/search

DHS CISA Alerts: See this resource to sign up for email alerts from DHS CISA’s National
Cyber Awareness System regarding new vulnerabilities.
https.//www.cisa.gov/uscert/ncas/alerts

WaterISAC: See this resource for more information about the Water Information Sharing &
Analysis Center (ISAC). https://www.waterisac.org/
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Vulnerability Management: No Exploitable Services on the Internet

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

5.4: Does the PWS ensure that assets connected to the public Internet expose no
unnecessary exploitable services (e.g., remote desktop protocol)?

Recommendation: Eliminate unnecessary exposed ports and services on public-facing
assets and regularly review.

Why is this control important?

A network perimeter is the secured boundary between the PWS's side of a network (the
intranet) and the public Internet-facing side of the network. The perimeter contains the
ports or “entrances” that attackers attempt to use to gain access to a PWS's intranet. If a
PWS connects a port or service (i.e., program) to the Internet, then a pathway exists for a
cyberattack and the PWS needs to implement security measures to address it.

The February 2021 breach of Oldsmar Florida’s water facility is an example of an attack
using Internet-facing remote access software (such as TeamViewer or Remote Desktop
Protocol) to alter PWS operations. In the case of Oldsmar, attackers increased the amount
of sodium hydroxide in drinking water to unsafe levels. Additionally, attackers have used
Internet-exposed remote access software to introduce ransomware to a PWS SCADA
computer. This control is important because closing ports and services to the public
Internet helps prevent attackers from accessing the network.

Additional Guidance

e If a PWS connects external facing services (e.g., remote access, web hosting) to the
public Internet, the PWS should implement appropriate compensating controls (e.g.,
firewalls, multi-factor authentication, or activity logging and monitoring) to prevent
common forms of attack.

Implementation Tips

A PWS can search for Internet-exposed ports and services by using Shodan (a “search-
engine” for Internet-facing assets) for assets on their network. Additionally, DHS CISA offers
free vulnerability scanning services that scan for Internet-exposed services and alert the
PWS of results.

Sometimes a PWS must connect and therefore expose a service or port to the public
Internet due to operational requirements. In these cases, the PWS should use an MFA
service (e.g., Duo, Okta, RSA) to restrict access to authorized users and a firewall to filter
out unusual traffic, and the PWS should monitor network access and activity logs for
unusual actions that may indicate a cyberattack.

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control AC-17 (page 48) and SC-7 (page 297) for more information on
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“Remote Access” and “Boundary Protection”. https://csrc.nist.gov/publications/detail/sp/800-
53/rev-5/final

DHS CISA Alert AA21-042A & AA21-287A: See these resources for information on various
water system breaches from 2019-2021, including the one on Oldsmar Florida's water
facility. https.//www.cisa.gov/uscert/ncas/alerts/aa21-042a;
https.//www.cisa.gov/uscert/ncas/alerts/aa21-287a

DHS CISA Cyber Hygiene Services: See this resource for more information on DHS's free
vulnerability scanning service. https://www.cisa.gov/cyber-hygiene-services

Shodan: See this resource to search for Internet-connected assets on the PWS's network.
https://www.shodan.io/
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Vulnerability Management: Limit OT Connections to Public Internet

COST: $88$ IMPACT: MEDIUM COMPLEXITY: MEDIUM

5.5: Does the PWS eliminate connections between its OT assets and the Internet?

Recommendation: Eliminate OT asset connections to the public Internet unless explicitly
required for operations.

Why is this control important?

Developers did not design SCADA and OT systems with security in mind, PWSs do not patch
or update them regularly, and directly connecting them to the Internet can present a major
cybersecurity risk to PWS operations. Therefore, a critical aspect of PWS cybersecurity is to
know which SCADA or OT assets the PWS has connected to the Internet and remove the
Internet connection if possible.

While a PWS should always avoid connecting OT assets to the Internet, operational needs
(e.g., remote site management) may sometimes require these connections. The PWS can
reduce the cyber risk introduced by these connections through compensating controls like
MFA, firewalls, and centralized logging.

Additional Guidance

e When identifying if a PWS has connected OT assets to the Internet, assess both
standard connectivity (e.g., the SCADA network connected to the IT network or Internet
modem) and other methods (e.g., wireless or cellular) for connecting OT assets to the
Internet.

e A PWS should formally justify Internet connections to any OT assets and include
compensating controls.

Implementation Tips

As mentioned in Factsheet 5.4, a PWS can search for Internet-exposed OT assets by using
Shodan or DHS CISA's free vulnerability scanning services. An example of an easily
overlooked connection between OT systems and the Internet is the use of cellular modems
to connect remote assets (e.g., tanks, lift stations, wells) to the primary SCADA system.
When used, cellular modems should be on the telecom provider’s private networks
whenever possible.

The PWS should create a process for justifying and documenting the operational need for
an OT connection to the Internet with the OT cybersecurity lead. When operational needs
require an approved OT connection to the Internet, the PWS should use the compensating
controls detailed in Factsheet 5.4 to mitigate the cyber risk this connection creates.
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Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control AC-17 (page 48) and SC-7 (page 297) for more information on
“Remote Access” and “Boundary Protection”. https://csrc.nist.gov/publications/detail/sp/800-

53/rev-5/final

DHS CISA Cyber Hygiene Services: See this resource for more information on DHS' free
vulnerability scanning service. https://www.cisa.gov/cyber-hygiene-services

Shodan: See this resource to search for Internet-connected assets on the PWS's network.
https.//www.shodan.io/
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Supply Chain/Third Party: Vendor/Supplier Cybersecurity Requirements

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

6.1: Does the PWS include cybersecurity as an evaluation criterion for the procurement of
OT and IT assets and services?

Recommendation: Include cybersecurity as an evaluation criterion when procuring assets
and services.

Why is this control important?

Granting a vendor access to a PWS network to perform a service (e.g., maintenance,
configuration changes) or installing new hardware or software can add a new way for
attackers to breach the network. In many circumstances, it is more convenient and cost-
effective for a vendor to remotely access a network without being physically present at the
PWS. However, if the vendor does not effectively secure its own computer systems, any
malware or infections on the vendor’s systems can migrate onto PWS systems.

Installed hardware or software may have unintentional weaknesses (i.e., vulnerabilities)
that an attacker can use to enter a system. Further, an attacker (with or without the
knowledge of the vendor) can intentionally insert vulnerabilities into hardware or software
to introduce a weakness to the PWS network. The 2020 SolarWinds Attack is an example of
such an attack that affected several Federal Government agencies.

Concerns that foreign governments could intentionally place weaknesses in hardware
products exported from their country has led the Federal Communications Commission to
ban certain vendors from U.S. Federal Government networks as well as from importation
and sale in the U.S. Implementing this control will help the PWS to buy more secure
products and services, reducing cyber risk.

Additional Guidance

e Given two offerings of roughly similar cost and function, the PWS should give
preference to the more secure offering and/or supplier.

e When a PWS is looking to procure new IT or OT assets, insert cybersecurity
requirements in the procurement process at the earliest stage so that vendors
responding to the bid request will know to include these requirements up-front.

Implementation Tips

If a PWS gives a vendor remote access to a network, the PWS should require the vendor to
use secure techniques such as a Virtual Private Network (VPN) and MFA. The PWS can also
implement firewalls to filter out unusual traffic as well as monitor and log network activity.
The Department of Energy resource below provides example procurement language for
vendor cybersecurity requirements that PWSs can insert into vendor contracts.

To evaluate hardware and software vendors and reduce the cyber risk they present to PWS
assets, PWS employees can ask vendors about their cybersecurity practices and research
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them online to get a sense of their overall cyber safety. A PWS can use government
advisories to research potential vendors, as well as search vulnerability databases (i.e., the
Known Exploited Vulnerabilities (KEV) and National Vulnerability Database (NVD)) (See
Factsheet 5.1).

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SR-6 (page 369) and SR-5 (page 368) for more information on
“Supplier Assessments and Reviews” and “Acquisition Strategies, Tools, and Methods".
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

GAO-22-104746 - Federal Response to SolarWinds and Microsoft Exchange Incidents:
See the “What GAO Found” section for more information on the 2020 SolarWinds Supply
Chain Attack. https.//www.gao.gov/products/gao-22-104746

DHS CISA Known-Exploited Vulnerabilities (KEV): See this resource for vulnerabilities
that attackers have already used. https://www.cisa.gov/known-exploited-vulnerabilities-catalog

NIST National Vulnerability Database (NVD): See this resource for a list of publicly
known vulnerabilities. https://nvd.nist.gov/vuln/search

FCC - Enacted Vendor Hardware Bans: See these resources for details on current bans of
vendor hardware.

https://www.fcc.gov/document/fcc-designates-huawei-and-zte-national-security-threats

https://www.fcc.gov/document/fcc-bans-authorizations-devices-pose-national-security-threat

Department of Energy (DOE) Cybersecurity Procurement Language: See this resource
for example cybersecurity procurement language to include in vendor contracts.
https.//www.energy.gov/ceser/articles/cybersecurity-procurement-language-energy-delivery-april-
2014

DHS CISA Alerts: See this resource to sign up for email alerts from DHS CISA’'s National
Cyber Awareness System regarding new vulnerabilities.
https.//www.cisa.gov/uscert/ncas/alerts
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Supply Chain/Third Party: Supply Chain Incident Reporting and Vulnerability
Disclosure

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

e N

6.2/6.3: Does the PWS require that all OT and IT vendors and service providers notify the
PWS of any security incidents or vulnerabilities in a risk-informed timeframe?

Recommendation: Require vendors and service providers to notify the PWS of potential
security incidents and vulnerabilities within a stipulated timeframe described in
procurement documents and contracts.

)

Why is this control important?

Factsheet 6.1 discusses the cyber risk that vendors can present to a PWS network. If a
software or hardware vendor does not integrate security into the product design or is the
victim of a cyberattack itself (e.g., the 2020 SolarWinds Attack), then the vendor may
introduce weaknesses (i.e., vulnerabilities) into PWS computer systems. An attacker may
then exploit those vulnerabilities at the PWS.

While many vendors proactively communicate information to customers, some vendors
may hesitate or conceal discovery of security incidents or vulnerabilities in their products
due to uncertainty or liability concerns. Receiving timely notification of vendor security
incidents and vulnerabilities gives the PWS the opportunity to prevent or respond to
potential attacks; therefore, PWSs should include a contractual notification requirement in
procurement documents.

Additional Guidance

e When reviewing cybersecurity requirements within contracts, review both service
provider contracts and hardware/software vendor agreements (e.g., OT integrator, IT
vendor).

Implementation Tips

To ensure that other organizations honor their notification responsibilities, PWSs can
include them in procurement contracts for hardware and software products and Service-
Level Agreements (SLAs) for services. The PWS can choose a reasonable, risk-informed
timeframe that it expects the vendor to notify the PWS of newly discovered vulnerabilities
in a vendor’s offerings and cyberattacks on the vendor's computer systems. The PWS can
then include clauses requiring these notification timeframes in their future procurement
contracts and SLAs with vendors as well as the penalties if the vendor does not meet these
requirements.

The Department of Energy resource below provides example procurement language for
vendor cybersecurity requirements that PWSs can insert into vendor contracts.
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Disclosure

Resources

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SR-8 (page 371) for more information on “Notification
Agreements”. https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

GAO-22-104746 - Federal Response to SolarWinds and Microsoft Exchange Incidents:
See the “What GAO Found” section for more information on the 2020 SolarWinds Supply
Chain Attack. https.//www.gao.gov/products/gao-22-104746

Department of Energy (DOE) Cybersecurity Procurement Language: See section 3.3 on
“Problem Reporting” within this resource for example cybersecurity language to include in

vendor contracts. https.//www.energy.gov/ceser/articles/cybersecurity-procurement-language-

energy-delivery-april-2014
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Response and Recovery: Incident Reporting

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

/7.1: Does the PWS have a written procedure for reporting cybersecurity incidents, includi@
how (e.g., phone call, Internet submission) and to whom (e.g., FBI or other law
enforcement, CISA, state regulators, WaterISAC, cyber insurance provider)?
Recommendation: Document the procedure for reporting cybersecurity incidents
promptly to better aid law enforcement, receive assistance with response and recovery,
and to promote water sector awareness of cybersecurity threats.

-

Why is this control important?

/

Reporting incidents to outside agencies can help PWSs better respond to and recover from
a cybersecurity incident. Reported information may also help stop the cybercrime from
occurring at other PWSs and organizations. WaterISAC and local/state fusion centers also
encourage reporting of cyber incidents and suspicious activity, as authorities can analyze
the information to help provide trend information and awareness to the water sector.

Additional Guidance

e Develop a procedure and report template for reporting cybersecurity incidents
promptly.

e |dentify the PWS personnel responsible for reporting to external organizations.

e Specify escalation procedures (e.g., who the PWS notifies when and why) for reporting
to the identified external organizations and the timeframes for reporting information.
Flow diagrams or other visuals can help PWS personnel to understand in what order
they should notify others and what information they should report.

¢ Distribute the reporting procedure and template to PWS personnel. Include this
information in other emergency response documents, like the PWS emergency
response plan or cybersecurity incident response plan.

e Under the Cyber Incident Reporting for Critical Infrastructure Act of 2022, the U.S.
Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security
Agency (CISA) will establish procedures that may apply to PWSs. EPA will revise this
guidance as necessary when CISA issues those procedures.

e If the PWS subscribes to cyber insurance or has a cyber incident response retainer,
include these providers as contacts within the written procedure. There are often
required reporting timeframes associated with making claims against cyber insurance
or incident response retainers.

Implementation Tips

The written procedure should include the following:

e Contact information for reporting to the following:
o The PWS's local law enforcement agency.
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o DHS CISA - impacted organizations should submit an online CISA incident report,
send an email to report@cisa.gov, or call 888-282-0870.

o The Federal Bureau of Investigation (FBI) - impacted organizations should
contact their nearest FBI field office or submit a report through the Bureau's
Internet Crime Complaint Center (IC3).

o The WaterISAC and local/state fusion centers - to report to WaterISAC, the PWS
can submit an online WaterISAC report, email analyst@waterisac.org, or call 866-
426-4722.

o The PWS's cyber insurance provider or cyber incident response retainer holder
(if applicable).

The report template should include the following:

e Date and time when the PWS detected the incident

e Date and time when the incident occurred

e Brief description of incident including identification of potential attack method

e List of impacted assets

¢ |dentification of any personally identifiable information (PIl) that the incident may
have compromised

e Date, time, and description of response/corrective actions that the PWS completed

e PWS personnel/vendor(s) involved in incident detection and response

Any information that the PWS shares with DHS or FBI, or any other federal government
agency, is protected critical infrastructure information (PCll) and those agencies will not
share it with the public. For more information, see CISA’s PCll Fact Sheet.

Resources

Report to CISA: Provides information on how to report incidents and suspicious activity.
https.//www.cisa.gov/report

Report to the FBI: Provides information on how to report cybercrime reports.
https://www.fbi.gov/investigate/cyber

Report to WaterISAC: Provides information on how to report incidents and suspicious
activity. https.//www.waterisac.org/report-incident

CISA’s PCII Fact Sheet: Explains the protections offered by the PCIl program.
https.//www.cisa.gov/publication/pcii-fact-sheet
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Response and Recovery: Incident Response (IR) Plans

COST: $$$$  IMPACT: HIGH COMPLEXITY: LOW

/7.2: Does the PWS have a written cybersecurity incident response (IR) plan for critical thre}
scenarios (e.g., disabled or manipulated process control systems, the loss or theft of
operational or financial data, exposure of sensitive information), which is regularly
practiced and updated?

Recommendation: Develop, practice, and update an IR plan for cybersecurity incidents
that could impact PWS operations. Participate in tabletop exercises to improve responses

kto any potential cyber incidents. /

Why is this control important?

A PWS’s IR plan describes the PWS's strategies, resources, and procedures to prepare for
and respond to a cyber incident. The cybersecurity IR plan is essential in helping a PWS
recover quickly from cybersecurity incidents. The PWS can incorporate the IR plan into their
Emergency Response Plan (ERP).

Additional Guidance

Identify personnel, OT and IT support staff, and vendors that the PWS should include in

the development or update of the IR plan.

Develop the cybersecurity IR plan to include the following:

o Defined roles and responsibilities and actions that all PWS personnel will take
during and after an incident.

o Procedures to operate the PWS in manual mode, or alternate procedures to
maintain water service if an attack compromises the OT system.

o References to other relevant response plans and procedures as needed.

o Diagrams and other visuals to help all PWS personnel understand their roles,
responsibilities, and actions.

o Template forms that PWS personnel can use to record decisions, actions, and
expenditures.

o Procedures and contact information for where to report the incident (see Factsheet
7.1)

o Distribute the IR plan and train all PWS personnel on the new cybersecurity procedures
or steps in the IR plan. One method to train PWS personnel is conducting drills and
exercises.

e Review the IR plan annually, at a minimum, and make changes as needed, such as
changes in staff, vendors, and contact information.

e Update the IR plan after any significant changes to PWS OT and IT systems and based

on any lessons learned from an exercise or actual incident.
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Implementation Tips

A good starting place to develop an IR plan is EPA’s “Incident Action Checklist for
Cybersecurity”. Conducting regular drills and exercises, such as tabletop exercises, is
essential for an effective emergency response to minimize adverse impacts from a cyber
incident. PWS should plan and conduct exercises with the participation of PWS staff, OT
and IT support staff, vendors, and emergency response partners. If drills and exercises are
new to the PWS, use a scenario that is simple and realistic. For example, develop a scenario
that is based on a ransomware attack, since it is a common attack method. The goal is to
exercise and evaluate existing plans, policies, and procedures and update them with any
lessons learned. Conducting exercises will also help build the PWS's cyberattack response
capabilities. After conducting the exercises, the PWS should hold an exercise debrief. The
debrief provides an opportunity for exercise participants to provide feedback on what
happened during the exercise and any obstacles/challenges encountered, and to identify
any gaps in the PWS's plans, policies, and procedures that it needs to address.

Resources

EPA’'s Emergency Response Plan Template and Instructions: Provides a template and
instructions document for PWSs. https://www.epa.gov/waterutilityresponse/develop-or-update-
emergency-response-plan

EPA’s Incident Action Checklist for Cybersecurity: Provides a rip-and-run style checklist
to help PWSs prepare for, respond to, and recover from cyber

incidents. https://www.epa.gov/sites/default/files/2017-11/documents/171013-
incidentactionchecklist-cybersecurity form_508c.pdf

WaterISAC's 15 Cybersecurity Fundamentals: Page 35 provides information and
resources to develop an IR plan.
https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28W
aterISAC%29.pdf

CISA’s Cyber Incident Response tools: Provides incident response training and playbooks.
https://www.cisa.gov/cyber-incident-response

EPA's Tabletop Exercise Tool: Provides users with resources to plan, conduct, and
evaluate tabletop exercises. https://ttx.epa.gov/
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Response and Recovery: System Back Ups

COST: $8$$ IMPACT: HIGH COMPLEXITY: MEDIUM

(- )

7.3: Does the PWS backup systems necessary for operations (e.g., network configurations,
PLC logic, engineering drawings, personnel records) on a regular schedule, store backups
separately from the source systems, and test backups on a regular basis?

Recommendation: Maintain, store securely and separately, and test backups of critical
PWS OT and IT systems.

- )

Why is this control important?

Backups are a critical element of a PWS's restoration and recovery activities in the event of
a cyber incident, hardware malfunction (e.g., hard drive failure), or physical destruction of
equipment (e.g., fire, flood). With ransomware being a key cyber threat to PWSs, where
attackers aim to encrypt files and make them unusable, backups are one of the most
important first lines of defense to avoid having to pay ransoms and quickly restore
operations.

Additional Guidance

¢ Identify all operational, customer, employee, financial, and other data that a PWS may
lose or that an attacker may corrupt during an incident, and that the PWS would need
to restore post-incident to resume normal operations.

e The PWS should store backup media separately from the systems being backed up
whenever possible. This method will not only protect the data in the event of a cyber
incident, but also in the event of incidents such as a fire or flood. This method can be
done by using off-site, cloud-based backups or manual backup rotations (e.g., having
multiple backup drives and swapping them out periodically while the PWS stores one
off-site).

e Establish a procedure to ensure that the PWS is following the backup process on the
specified schedule and that file backups are useable. At a minimum, these actions
should include spot-checking the file size and modification date of backup files on
recovery media and/or validating that the PWS can individually recover the files.

e For OT assets, be sure that the backups include elements such as PLC logic and HMI
graphics so that the PWS can quickly restore these items as well.

e At a minimum, the PWS should backup systems and test backups on an annual basis.

Implementation Tips

The PWS should perform backups using the “backup-in-depth” approach, with layers of
backups (e.g., local, facility, disaster) that are time-sequenced such that recent local
backups are available for immediate use and secure backups are available to recover from
a large cybersecurity incident. The “backup-in-depth” approach relies upon a utility having
three copies of their data, utilizing at least two different storage media, and storing at least
one copy remotely offsite or in the cloud. The PWS should use multiple backup/restore
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approaches and storage methods to ensure that backups are rigorously produced, securely
stored, and appropriately accessible for restoration.

Resources

NIST Standard 800-82, Guide to Industrial Control System (ICS) Security: Additional
information on redundancy and fault tolerance can be found in Section 5.13 (page 5-21).
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

NIST Standard 800-34, Contingency Planning Guide for Federal Information Systems:
Additional information on general backup procedures and best practices can be found in
Section 3.4.2 (page 21). https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-

34r1.pdf
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Response and Recovery: Document Network Topology

COST: $8$$ IMPACT: MEDIUM COMPLEXITY: MEDIUM

7.4: Does the PWS maintain updated documentation describing network topology (i.e.,
connections between all network components) across PWS OT and IT networks?

Recommendation: Maintain complete and accurate documentation of all PWS OT and IT
network topologies to facilitate incident response and recovery.

Why is this control important?

A well-defined network topology helps System Administrators to locate faults, troubleshoot
issues, and allocate network resources. Network diagrams/topologies are an important
reference point to diagnose network issues and identify potential security vulnerabilities,
as they represent both physical and logical layouts. A complete and up-to-date logical
network diagram is essential to cyber disaster recovery.

Additional Guidance

e To create an accurate network topology, the PWS should conduct a network survey to
validate any known and any previously unknown connection pathways. When
conducting this survey, include not just traditional ethernet-based network connections,
but also look for less traditional pathways such as serial, wireless, dial-up, and line-of-
sight communications. Where remote assets (e.g., tanks, lift stations) are present,
evaluate how these assets communicate with the PWS network.

e After the PWS completes the network survey, document the results and keep the
results up to date. PWS networks may be quite complex and documented survey results
will help ensure that the PWS does not overlook or forget communications channels
over time. Survey documentation should include details about the specific assets on the
network, any connections, and the method used for the connection (e.g., hard-wired,
wireless). The PWS should especially focus on systems connecting directly to the public
Internet and any communication pathways between the OT (e.g., SCADA) and IT (i.e.,
business enterprise) systems.

Implementation Tips

To be efficient, a PWS can perform a network survey at the same time as the review of
asset configuration detailed in Factsheet 2.5 and the asset inventory process detailed in
Factsheet 2.3. A free and easy-to-use website that can help to build network diagrams is
Lucidchart. Microsoft provides a brief breakdown of what to include in a network diagram.
CISA’s CSET tool is a free version of basic Visio and OT-related graphics for building network
topologies.

Consider including the network diagram in the PWS Cybersecurity Incident Response (IR)
Plan, or Emergency Response Plan, as this information can be valuable for incident
response.
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Resources

Lucidchart: Lucidchart is a web-based diagramming application that allows users to
visually collaborate on drawing, revising, and sharing charts and diagrams and improve
processes, systems, and organizational structures.
https.//www.lucidchart.com/pages/examples/diagram-maker

Microsoft - Create a Basic Network Diagram: If the PWS uses Microsoft Visio software,
this page describes how the basic network diagram template includes standard shapes

for servers, computers, and other parts of a PWS network.
https://support.microsoft.com/en-us/office/create-a-basic-network-diagram-f2020ce6-c20f-4342-
84f7-bf4e7488843a

CISA CSET Tool: This stand-alone desktop application guides a PWS through a systematic
process of evaluating its OT and IT assets including network diagramming.
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr

Page B-57 // Response and Recovery 7.4


https://www.lucidchart.com/pages/examples/diagram-maker
https://support.microsoft.com/en-us/office/create-a-basic-network-diagram-f2020ce6-c20f-4342-84f7-bf4e7488843a
https://support.microsoft.com/en-us/office/create-a-basic-network-diagram-f2020ce6-c20f-4342-84f7-bf4e7488843a
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr

Other Security Measures: Network Segmentation

COST:$8S$ IMPACT: HIGH COMPLEXITY: HIGH

-

8.1: Does the PWS segment OT and IT networks and deny connections to the OT network
by default unless explicitly allowed (e.g., by IP address and port)?

~

Recommendation: Require connections between the OT and IT networks to pass through
an intermediary, such as a firewall, bastion host, jump box, or demilitarized zone, which is
monitored and logged. )

-

Why is this control important?

As organizations were using OT networks long before the invention of the Internet, makers
of OT systems did not design them to the same level of security as IT networks. As the
Internet became popular, organizations typically kept OT networks separate from IT
systems, leaving what is called an “airgap” between OT and IT networks. Over time,
however, organizations realized they could find operational efficiencies and cost savings by
connecting OT and IT systems and sharing data between them.

While the concept of an airgap is still a popular response to OT/IT connectivity security
concerns, it is virtually impossible to maintain one even in the most secure facilities (e.g.,
Stuxnet, 2010). Therefore, most cyberattacks that target OT networks begin as attacks on a
PWS's IT network.

Segmentation is a security practice that digitally divides a PWS's OT and IT computer
networks with the goal of improving network performance and cybersecurity. This control
is important because a PWS can limit the ability of an attacker to access OT control systems
after compromising the IT network.

Additional Guidance

e Only allow connections to the OT network from the IT network via approved assets and
other approved means.

e By default, deny all connections to the OT network from the IT network unless explicitly
allowed (by IP address and port) for specific system functionality.

Implementation Tips

A useful framework for understanding where to segment the network is the Purdue
Enterprise Reference Architecture (PERA), or Purdue Model for short. This model separates
OT and IT networks into layers, helping to differentiate the types of assets at each level of a
control system network. Levels 0 through 3 consist of OT assets, and Levels 4 and 5 refer to
the IT enterprise network.

Network segmentation primarily occurs between the OT and IT networks at Levels 3 and 4,
where a PWS can establish a “demilitarized zone” as a buffer between OT and IT networks
using hardware and software tools to monitor, log, and filter traffic. The most common tool
that a PWS can use for network segmentation is to install a firewall at the boundary of the
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OT and IT networks, which can deny all connections between OT and IT systems by default.
With a firewall, a PWS can control information flow between subnetworks or systems by
traffic type, source, destination, and other options.

Resources

NIST 800-82 (Revision 2) Guide to Industrial Control System (ICS) Security: See section
5.1 (page 5-1) for more information on “Network Segmentation and Segregation.”
https.//csrc.nist.gov/publications/detail/sp/800-82/rev-2/final

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control AC-4 (page 28) and SC-7 (page 297) for more information on
“Information Flow Enforcement” and “Boundary Protection”.
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

NSA “Stop Malicious Cyber Activity Against Connected OT"” Advisory: This advisory lists
steps that a PWS can take to evaluate risks against its OT system via IT system connection
and implement changes with current resources to realistically monitor and detect
malicious activity. https://media.defense.gov/2021/Apr/29/2002630479/-1/-1/1/CSA STOP-MCA-
AGAINST-OT UOQ13672321.PDF

MITRE ATT&CK - Stuxnet: See “Replication Through Removable Media” for more
information on Stuxnet’s spread. https://attack.mitre.org/software/S0603/

SANS Institute - The Purdue Model and Best Practices for Secure ICS Architectures:
See this resource for more information on the Purdue Model and where Network
Segmentation occurs in an OT network. https://www.sans.org/blog/introduction-to-ics-
security-part-2/

DHS CISA - Understanding Firewalls for Home and Small Office Use: See this resource
for more information on selecting and configuring a firewall. https://www.cisa.gov/tips/st04-
004
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Other Security Measures: Detecting Relevant Threats and TTPs

COST: $8S$  IMPACT: MEDIUM  COMPLEXITY: HIGH

-

8.2: Does the PWS keep a list of threats and attacker tactics, techniques, and procedures
(TTPs) for cyberattacks relevant to the PWS and have the capability to detect instances of
key threats?

~

Recommendation: Receive CISA alerts and maintain documentation of TTPs relevant to
the PWS.

- )

Why is this control important?

Cyberattacks require several steps to break into and move within a PWS computer system.
Attackers frequently employ common steps or methods during a cyberattack, known as
TTPs. If a PWS is aware of common TTPs, then they can monitor for these TTPs on the PWS
network and detect an attack before it disrupts or damages operations.

PWS should monitor both external and internal components as part of their OT and IT
cybersecurity program. External monitoring observes events at the boundary of the
network, and internal monitoring captures events within PWS systems. This control is
important because it helps a PWS be aware of and detect threats to their OT and IT
networks.

Additional Guidance

e Adopt measures and mitigations recommended in CISA Alerts, such as firewall traffic
filtering rules, suspicious network traffic alerting, or commercial prevention and
detection systems to detect key threats where feasible.

o |f a PWS identifies a validated threat within the IT or OT network, the PWS should follow
its Incident Response plan (see Factsheet 7.2) for the containment, removal of, and
recovery from the threat.

Implementation Tips

Alerts and advisories provide timely information about current cybersecurity issues and
TTPs, vulnerabilities, and exploits. Register to receive alerts and advisories via email from
DHS CISA. Other helpful sources for understanding TTPs and actions an attacker may take
to move across an OT or IT network are the MITRE ATT&CK and MITRE ATT&CK for ICS
frameworks, respectively.

There are many commercially available tools that a PWS can use to monitor for certain
types of cyberattacks or intrusions into the PWS network. These tools include Intrusion
Detection Systems/Intrusion Prevention Systems (IDS/IPS), firewall rules that filter out and
alert on certain traffic, and ICS network monitoring tools.

These tools can send alerts to a central monitoring system, often called a System
Information and Event Monitoring (SIEM) tool. A SIEM tool pulls data from many sources
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(e.g., IDS/IPS, firewalls, network monitoring tools, Windows Events) into one dashboard and
can alert the PWS to unusual or malicious network activity.

Resources

NIST 800-82 (Revision 2) Guide to Industrial Control System (ICS) Security: See section
6.2.17 (page 6-38) for more information on “System and Information Integrity”.
https.//csrc.nist.gov/publications/detail/sp/800-82/rev-2/final

NIST 800-53 (Revision 5) Security and Privacy Controls for Information Systems and
Organizations: See control SI-4 (page 336) for more information on “System Monitoring”.
https.//csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

DHS CISA Alerts: See this resource to sign up for email alerts from DHS CISA’s National
Cyber Awareness System regarding new vulnerabilities.
https.//www.cisa.gov/uscert/ncas/alerts

MITRE ATT&CK and MITRE ATT&CK for ICS: See these resources for more information on
common TTPs in OT and IT systems, respectively. https://attack.mitre.org/matrices/ics/;
https://attack.mitre.org/matrices/enterprise/
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Other Security Measures: Email Security

COST: $$$$  IMPACT: MEDIUM  COMPLEXITY: LOW

8.3: Does the PWS use email security controls to reduce common email-based threats, such
as spoofing, phishing, and interception?

Recommendation: Ensure that email security controls are enabled on all corporate email
infrastructure.

Why is this control important?

While attackers have many possible ways to enter a network, the most common and
successful method is through email-related attacks such as phishing, spoofing, and
interception. Phishing is an attack method where employees are sent an email with a
malicious file, link, or request. If the employee opens it, a malicious file may load malware
onto the PWS network, a malicious link may download malware or steal employee
credentials, or a malicious request may trick an employee into providing credentials or PWS
funds.

Spoofing is a method that attackers often use together with phishing, where an attacker
designs malicious email to look like it came from an acceptable source. This deception can
be done by copying the style and email address of a known company.

Interception is a method where an attacker can place themselves in between the sender
and receiver of an email, giving them the opportunity to steal the email and its contents.

PWS employees should be aware of these attack methods, but there are also technical
controls that can filter out some of these malicious emails before they get to employees.
This control is important because using these technical controls can reduce the risk of
email-based attacks to PWS operations.

Additional Guidance

e Onall PWS email infrastructure, enable STARTTLS (Start Transport Layer Security), SPF
(Sender Policy Framework), and DKIM (DomainKeys Identified Mail). Also enable DMARC
(Domain-based Message Authentication, Reporting, and Conformance) and set to
“reject.” DHS CISA recommends these email security settings.

Implementation Tips

PWSs should conduct employee training and awareness campaigns to complement these
recommended technical controls and reduce the overall risk of email-based attacks to the
PWS network.

While the PWS should avoid all connections between OT and the public Internet, if possible
(see Factsheet 5.5), the PWS should not set up any OT asset to receive email since email
attacks are common and often effective.
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